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1. Virtual Appliance

1.1 Introduction
InControl 2 Virtual Appliance runs on top of virtualization server. VMware ESXi and Microsoft
Hyper-V are supported currently.

It consists two VMs (Virtual Machines). They are InControl VM and DB (database) VM.

The setup requires two Virtual Switches in the virtualization server. One is for internal
communication between the InControl VM and the DB VM. Another one is for web access and
device communication from external.

External
network

InControl VM Internal Database VM
network

- e e —— e R e —
System Data System Data
Disk Disk Disk Disk

1.2 Minimum Hardware Requirements

e CPU: Dual core minimum. Quad core preferred for more than 100 devices.
e Memory : 8 GB (6 GB for the InControl and 2 GB for the DB)
e Storage:
o 100 GB for up to 100 online devices
o 500 GB for 1000 to 2000 online devices (The amount of online devices can be
managed depends on their usage and functionality. E.g. whether GPS is
enabled, number of client connections per hour, etc.)
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1.3 Installation on VMware ESXi 6.0 and ESXi 5.5

Peplink distributes two tgz files: InControl-System.tgz and DB-System. tgz. They
contain bootable systems of the InControl virtual appliance and a MySQL database respectively.
You will use them to start one InControl Appliance and one MySQL DB VM.

Networking

First of all, please create two networks on the ESXi host > Configuration > Networking. One is
called "Internal". Itis for inter-InControl-DB communication, no physical adapter is needed.
Another one is called "WAN" which is for connecting to the outside world, and will need a
physical network adapter attached.

NOTE: The WAN interface cannot be on the subnets 192.168.1.0/24 or 192.168.30.0/24
because they are reserved for internal communication within the system.

View: |vSphere Standard Switch

Networking
Standard Switch: vSwitchO Remaove... Properfies...
irtual Machine Port Group Phiysical Adaptars
3 waN @ 44— BB vmnict 1000 Full &3
Bl |1 virtual machinefs) | VLAN ID: 2
InControl
WMkerma! Port

3 Management Network @
ymkO: = x x x |VLANID: 2

Standard Switch: vSwitchl Remowve... Properties..,
‘irtual Machine Port Growp Phiysical Adaprers
3 Internal 6 8- -4 No adapters
El | 2 virtual machine(s)
DE

InControl
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Creating InControl and DB VMs

In the vSphere Client, create 2 new Virtual Machines called “DB” and “InControl” for Ubuntu
Linux (64 bit) guest operating systems. For the DB, you will need only one Network Connection
on the Internal network. For InControl, you will need the WAN network on NIC1 and the
Internal network on NIC2. (For the disk, just choose anything as we will remove it anyway.)

DB VM:
‘Create Metwork Connections
How many MICs do you want to connect? Il ,I
Connect at
Metwaork Adapter Power On
NIC 1 |[Internal x| |vmxneT 3 -
InControl VM:
Create Metwork Connections
How many MICs do you want to connect? I;._ ,l
Connect at
Metwork Adapter Paower On
NIC 1= [WAN x| |vmxneT 3 - W
NIC 2: |Internal x| |vmneT 3 - W

Uploading and adding data storage to the VMs

Extract the tgz’s on your desktop.

Go to the VM’'s Summary tab and right click on your datastore to browse it. There you can
upload the DB-System-flat.vmdk + DB-System.vmdk to the DB directory, and the
InControl-System-flat.vmdk + InControl-System.vmdk tothe InControl directory.
You should see this as one file in the Datastore Browser. If you see two files, you will need to
open the small vmdk file with a text editor and fix the name of the flat file.

DB

Gétﬁiruj Started SUMMAry S =k e Allocatio

General

Guesk 05; Ibuntu Linue: (G-bith
WM Yersion: g
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Storage + | Drive Type |

1 Mon-557 !
- Browse Datastore... |r
|

E‘: Datastore Browser - [datastorel]

@ B8R X @
Falders ISEErch I |Uploadfi|es to this datastore|
El--[j ) Name
] .sdd.sf B
g & o
[_j InControl B O

Alternatively, you can activate the ssh function, and scp the 2 files to the corresponding
directories (/vmfs/volumes/datastorel/DB &
/vmfs/volumes/datastorel/InControl ).

Note: you can extract the tgz in the ESXi terminal, but with an error. Only the flat file will be
available and you will need to create the vmdk parameter file manually with vi.

Now you can ‘Edit Settings’ of each VM. Remove the existing hard disk. For the InControl VM,
add the InControl-System.vmdk on SCSI (0:0) and create an empty 20 GB disk on
SCSI (0:1).For DB, follow the same but add 20GB of disk storage for general testing
purpose or add 100 GB / 500 GB for up to 100 devices / 2000 devices that you plan to manage
with the system. (See Introduction - Minimum Hardware Requirements)

peplink | PEPWAVE



InControl 2 Appliance Setup Guide pepllnk | PEPWAVE

Hardware IOp ions I Resources I
— Disk File
I Shaw Al Devices Add... | Remove | |[|:Iatastu:|rel] DB/DE-Svskem:
Hardware | Summarsy |
W Memory 1024 ME — Disk. Pravisioning
[ cPUs 1 Hine:
video card Wideo card Provisioned Size:
= VMCI device Restricted Maxirum Size: (GE):
| @ SCSI controller O L5I Logic Parallel
|| By cofov drive 1 Client Device kil Deie Mot
= Harddisk1 Yirtual Disk | :
= Hard disk 2 Wirtual Disk |SCSL (0:0) Hard disk 1
EB Metwork adapter 1 Inkernal T

1.4 Installation on Hyper-V Windows 2012 R2

Peplink distributes two VMDK files: InControl-System.vhd and DB-System.vhd. They
are bootable systems of the InControl virtual appliance and a MySQL database respectively.
You will use them to start one InControl and one MySQL DB VM.

Networking

First of all, please create two networks on the Hyper-V host. One is called "Internal". Itis for
inter-InControl-DB communication, no physical adapter is needed. Another one is called "wAN"
which is for connecting to the outside world, and will need a physical network adapter attached.

NOTE: The WAN interface cannot be on the subnets 192.168.1.0/24 or 192.168.30.0/24
because they are reserved for internal communication within the system.
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# Virtual Switches

. ,.2., Virtual Switch Properties
A Mew virtual network switch

MName:
Internal only |Interna|
,f, Extensions
2 % Intel(R) Gigabit CT Desktop Adapte... | o=
Intel(R) Gigabit CT Desktop Adapter ~
wy Extensions - ..
¥ Global Network Settings [v]
Connection type

What do you want to connect this virtual switch to?
() External netwark:

| Intel(R) Gigabit CT Desktop Adapter

[+] Allow management operating system to share this network adapter
[] Enable single-root I/0 virtualization (SR-10V)
(® Internal network

) Private network

VLAM ID
able virtual identification for management operating system
Enable virtual LAM identification for t ti e

The VLAN identifier spedifies the virtual LAN that the management operating
system will use for all network communications through this network adapter, This
setting does not affect virtual machine networking.

!

ﬂ SR-IOV can only be configured when the virtual switch is created. An external

wirtual switch with SR-I0V enabled cannot be converted to an internal or private
switch.

Ok | | Cancel | | Apply
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# Virtual Switches o Virtual Switch Properties
ﬁi‘.‘.,- New virtual network switch
= oIy Internal Mome
Internal orly |Intel(R) Gigabit CT Desktop Adapter - Virtual Switch

‘,?', Extensions

: Motes:
) Gigahit CT Desktop Adapte. ., i _
igabit CT Desktop Adapter A
yf,, Extensions
¥ Global Network Settings |
Connection type
What do you want to connect this virtual switch to?
(® External network:
| Intel(R) Gigabit CT Desktop Adapter v

[+] Allow management operating system to share this network adapter
[] Enable single-root 10 virtualization (SR-I0V)

() Internal network

() Private network

VLAM ID
[] Enable virtual LAM identification for management operating system

The YLAN identifier specdifies the virtual LAM that the management operating
system will use for all network communications through this network adapter. This
setting does not affect virtual machine networking.

1

Iﬂ SR-10V can only be configured when the virtual switch is created. An external
wvirtual switch with SR-IOV enabled cannot be converted to an internal or private

switch,

| 0K | | Cancel | | Apply '
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Creating InControl and DB VMs

In the Hyper-V Manager, create 2 new Virtual Machines called DB and InControl for Ubuntu
Linux (64 bit) guest operating systems. Our test was on first generation VMs. For the DB VM,
you need only one network connection on the Internal network. For the InControl VM, you'll
need the WAN network and the Internal network.

File Action View Help

«= 2D @ |
23 Hyper-V Manager Actions ||
|52 IcA-HYPERY Virtual Machines |CA-HYRERV B

- I - G
Name State CPU Usage Assigned Memory Uptime Stat| i T’
§ DB Running 0% 1024 MB 00:02:56 .
B InControl e F7es W72ME 000207 L5 Ampart Virtual Machine...
%] Hyper-V Settings...
L Virtual Switch Manager...
<] u >| |l Virtual SAN Manager... =
| Checkpoints @ | | editDisk..
(Ll Inspect Disk...
InControl (@) Stop Service
7 Remove Server
Created: 10/20/2014 4:05:43 PM Clustered:  No 4 Refresh
Version: 50 Heartbeat: 0K (No Application Data) 5 R
Generation: 1 Integration =
Notes: None ISErmoes H Hep
Incontrol -
=i Connect..
M Netwe licat =
Summary | Memory | Networking [ Replication | §8 Settings.. 7
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DB VM:

[08

2 Virtual processors
= B IDE Controller 0
[# = Hard Drive
DB-System-20150724.vhd

= i IDE Controller 1
§# DVD Drive
vmguest.iso
B2 sCsl Controller
=] @ Netwark Adapter
Internal

Hardware Acceleration
Advanced Features

T oMt

Mone
T comz
Mone
Diskette Drive
None

®

Iil Name

DB

Integration Services
Some services offered

1#.| Chedkoint File Location

C:\ProgramDataMicrosoftiwin,

[

] 4 b |Q
# Hardware » | ©a Hard Drive
9 Add Hardware
i s1os ‘You can change how this virtual hard disk is attached to the virtual machine. If an
L operating system is installed on this disk, changing the attachment might prevent the
o wom wirtual machine from starting.
BN oty Controller: Location:
1024 MB = : —_—
@ R Procscar | IDE Controller 0 " | | 1 (in use)

Media

‘You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodiated file. Specify the full path to the file.

rtual hard

iC: Wsers'Public\Documents\Hyper-V\Virtual Hard Disks\db_data. vhd ‘

|| =it |[ mepet ||

0 If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove t a jisk, diick Remove. disconnects the disk but does not
delete the

Rel

this window was opened. To modify a setting that is unavailable, shut down the
virtual machine and then reopen this window.

ﬂ\l Some settings cannot be modified because the virtual machine was running when

InControl VM:

2 virtual processars
= EE 1DE Controller 0
[ == Hard Drive

[# = Hard Drive
ic_data.vhd
= B IDE Controller 1

&# DVD Drive
None

B 5CSI Controller

Hardware Acceleration

Advanced Features
=] @ Metwork Adapter
Internal

Hardware Acceleration
Advanced Features

Fom1

None
3 comz
Mone

Diskette Drive
Mone

3

InControl-System-2015081..

L] Mame
InControl

| InControl e ‘ 4 b |Q
L] I.!_ardware | [ Network Adapter
9 Add Hardware
M BIOS Specify the configuration of the network adapter or remove the network adapter.
Boot from CD wirtual switch:
& Memory |InbeI(R} Gigabit CT Desktop Adapter - Virtual Switch v
3072 MB =
=] R Processor

[] Enable virtual LA identification

The YLAM identifier sp

Bandwidth Management
[[] Enable bandwidth management

Both Minimurm
its per second.

um bandwidth; ‘ IMbps
Maximum bandwidth: ! Mbps
@ 7o leave the minmum or maximum unrestricted, s

To remove the network adapter from this virtual machine, dick Remove.
Remave
@ Use a legacy network adapter instead of this network adapter to perform a

network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

ok | [ end || oy




InControl 2 Appliance Setup Guide pepllnk | PEPWAVE

Uploading and Adding data storage to the VMs

For the InControl VM, add the InControl-System.vhd on IDE (0:0) and create an empty 10GB
disk on IDE (0:1). For DB, follow the same but add 20 GB of disk storage for general testing
purpose or add 100 GB / 500 GB for up to 100 devices / 2000 devices that you plan to manage
with the system. (See Introduction - Minimum Hardware Requirements)

Choose VHD - fixed size data disks.

F—
'ﬁf"g
AnaBE

5&, Completing the New Virtual Hard Disk Wizard

Before You Begin You have successfully completed the Mew Virtual Hard Disk Wizard. You are about to create the
Chotna Tide Format following virtual hard disk.
Chooze Disk Type Desdription:
Spedfy Mame and Location Format:  WVHD
Configure Disk Type: fixed size
| Mame: ic_data.vhd
Location:  C:\Users\Public\Documents Hyper-W\irtual Hard Disks

Size: 10 GB

To create the virtual hard disk and dose this wizard, dick Finish.

[ |

1.5 Powering up VMs

Power up the DB VM first. After one minute, power up the InControl VM. They will initialize
their attached data disk automatically. The InControl VM takes about 5-10 minutes to start up at
the first time, 2 minutes for subsequent boot ups.
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1.6 Accessing the Control Panel
After the system is fully started up which typically takes about two minutes, you can access the
Control Panel page on the InControl VM via your browser to configure the InControl virtual

appliance.

Check the InControl IP address from the VM console. You can access the control panel page at
https://{incontrol.ip.address}:4443/. The default username and password are

both “admin”.
System Control Panel

System Settings
Product InControl Appliance (Software)

Appliance Version

Software Version

Serial Number

Domain |

URL Host Name ‘inconlro\.my.domain |
(Must be a subdomain of "Domain”)

Company Name My Company

Service Name ‘My Company InContral

System Admin E-mail Address \noreply@rny.domain

Tech Support E-mail Address ‘sup port@my.domain

Notification E-mail Sender Name My Company InControl

Naotification Sender E-mail Address ‘noreply@my.domain

You may change the domain name on the control panel. By default, the domain name is

‘my.domain”.

1.7 Software License

A software license is required for the InControl system to operate. To acquire for a paid or
evaluation license, please email your Device ID shown on the Control Panel and your order
number (if any) to ica@peplink.com. Peplink will send you back a license key. Input it into the
License Key field to activate. The device’s serial number will be assigned at the same time.

60110569E07ACFAELLE7S57F7783144F7

Submit |

Max. Number of Managed Devices
Expiry Date
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2. Hardware Appliance

2.1 Accessing Control Panel
After the system is fully started up which typically takes about two minutes, you can access
the Control Panel page from a browser on a PC to configure the InControl appliance.

You can visit the control panel over its Management port or WAN port from a PC. The unit’s
management port’s IP address is 192.168.5.10 by default. The WAN port IP address is
acquired from a DHCP server by default. You could find its IP address from the LCD panel.

On your PC, assign it with a static IP address which is accessible to the port’'s. Connect it to the
port with an Ethernet cable. For management port, you can access the control panel page at
http://192.168.5.10:8000/. For WAN port, the page is at
https://{wan.ip.address}:4443/. The default username is “admin” and the password
is “admin”

System Control Panel

System Settings
Software Version
Serial Number N/A

Domain | mydomain.com

URL Host Name lincontrol.mydomain.com

Company Name 'My Company

Service Name My Company InCentrol

System Admin Emall Address |sysadmin@mydomain.com |

Tech Support Emalil Address support@mydomain.com

Notification Email Sender Name 'My Company InContrel

Notification Sender Email Address |noreply@mydomain.com .I

Web Server S5L Certification 1UE
AxMMBXIkb2 LhaW4uY2 StMB4XDTEOMDK
WM TFw AN v AAFAY TTE 1T RN v W TR w AN w e

You may change the domain name on the control panel. By default, the domain name is
“my .domain” for testing your setup.
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2.2 License Key

A license has been pre-installed for managing a certain amount of devices. After you have
purchased a new license, Peplink will send you back a license key. You can input it into the
License Key field and activate the license.

License

Device ID 60110569E07ACFAELLEYSVF7783144F7

License Key Submit |
Max. Number of Managed Devices NSA
Expiry Date N/A

2.3 Input E-mail Delivery Settings

In order to create new accounts, the system has to be able to send confirmation emails to do
account confirmation. So please configure the SMTP server settings, as well as the “Notification
Email Sender Name” and “Notification Sender Email Address” in the System Settings above
accordingly.

E-mail Delivery Settings

SMTP Server lsmip.my.domain

SMTP Port

SMTP Usemame |smip-user

SMTP Password T

SMTP Authentication

SMTP HELO Domain |mydomain.cem |

Testing E-mail Address | Test |

Testing E-mail Delivery Status Note: Save E-mail Delivery Settings before testing.

2.4 Input FTP/SFTP Archive Server Settings

As a relational database is not good at storing bulky data, so historical event log events, GPS
locations, and cellular signal data are only kept in the MySQL database for 7 days. When an
FTP or SFTP server is defined, the system will archive the data to the server daily before
removing. When the data is requested over the web or API, the system will automatically
choose to retrieve the data from the database or the archive server and return to the user or API
client. So you are encouraged to setup an FTP/SFTP archive server for storing those historical
data.
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2.5 Facebook App Settings (for Captive Portal)
Please refer to capter 13 Facebook App ID Creation Procedure for how to acquire a Facebook
app ID.

3. Setting up Devices to Report to InControl

Unlike SNMP, Peplink/Pepwave devices initiates InControl management communication with
the server. The device speaks to InControl at least every 28 secs to maintain a session. With
such design, devices could set up a two-way communication channel with InControl even if
they are behind a NAT router. The communications are over UDP port 5246 (for general
communication) and TCP port 5246 (for Remote Web Admin only).

Initiate a connection over

UDP port 5246 for general
Peplink/Pepwave | _ communicaton > InControl 2
Device el = Appliance
] T e
Peplink/Pepwave Device initiates a tunnel connection InControl 2
Device - > Appliance

over TCP port 5246 for remote web admin

There are two ways to tell your Peplink/Pepwave devices to report to your InControl appliance
instead of the Peplink InControl in the public cloud.

Method 1: By configuring devices individually - for Internet isolated

environment

Login to the devices’ web admin and put your InControl's WAN IP address or host name to it. If
a host name is used, please make sure a DNS record for it has been created so that devices
could resolve the InControl Appliance’s IP address from it.
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For Peplink Balance and Pepwave MAX devices, they will have to be loaded with the firmware
6.1.2 or above. Login to the web admin and navigate to System > InControl.

%%
pep Dashboard Setup Wizard Network AP System Status

System

= Admin Security InControl Management

m Firmware : ® ™ Allow InControl Management
= Time |

| &

= Email Notification

m Event Log

u SNMP

| save |

= Configuration

m Fastiira Add_ane

For Pepwave AP’s, you will need firmware 3.5.0 or above. Please navigate to System >
Controller.

PEPWAVE Dashboard Network AP System Status

System
= Admin Security Controller Management Settings

m Firmware ontroller Management _. ~
. | InControl

|l

u Time

m Event Log

= Configuration

[ save
m Reboot sSave)

Input your InControl’s IP address to the first InControl Host field.

Method 2: By Configuring or Redirecting Devices from the Peplink

InControl - for Internet accessible environment

If your devices are accessible to both the Internet and your InControl appliance, you can follow
this method. First, sign in to https://incontrol2.peplink.com/ . Create an organization and a
group by following the on-screen instructions. Add your devices to the group. Then go to the
Group Settings page and scroll down to the External InControl Appliance Settings section.
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You could choose to redirect or configure your devices to connect to your InControl appliance.
External InControl Appliance Settings

Use External InControl Appliance | By Redirection ¥ |

By Redirection
By Configuration

If you choose By Redirection, devices will also connect to Peplink InControl first every time
they start up. This option allows you to change your InControl Appliance’s address easily in the
future.

External InControl Appliance Settings
Use External InContral Appliance By Redirection v
Primary Appliance Address

Secondary Appliance Address

Advanced Appliance Settings

If you choose By Configuration, your InControl Appliance address(es) will be saved
persistently to your devices. After your device received the setting, they will connect to your
InControl Appliance directly on start up without connecting to Peplink InControl. The appliance
address will be lost if a device is reset to factory defaults.

External InControl Appliance Settings

Use External InControl Appliance By Configuration ¥

Primary Appliance Address

Mote: If this field left blank, devices will be configured to connect to Peplink InControl in the public cloud

Secondary Appliance Address

Fail over to Peplink InControl in
Public Cloud

Advanced Appliance Settings

You could configure devices to fail over to connect to Peplink InControl if they failed to connect
your InControl Appliance.
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4. Logging Into InControl Appliance Web Site

|nCOI'Itl‘O|E Cloud Based Device Management & Monitoring

In order to access the InControl web site, you must visit its host name instead of its IP address.
Your PC is required to resolve the host name into the server IP address. You may add a local
DNS record to your PC by editing its “hosts” file. Itis
“sSystemRoot%\System32\drivers\etc\hosts” for Windows or
“/etc/hosts” for Mac and Linux. Assuming the InControl IP is 10.8.7.6, the hosts file shall
contain:

10.8.7.6 incontrol.my.domain

Now you can access the InControl web site from the PC’s web browser. By default, the
InControl's URL is https://incontrol.my.domain/ . The default username is admin@my .domain
and the password is 12345678.

After logging into the InControl, you will see an MSP (Managed Service Provider) administration
page which is for managing the InControl system. To managing MSP administrator accounts,
navigate to Settings > MSP Settings.


https://incontrol.my.domain/
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Incontrol [ wsP usage Reports M search X settings ~

MSP Settings

MSP Settings

Administration

B Sgmene First Name Last Name Username Password  Privilege Actions

Admin User admin@my.domain Super User

(None)

First name Last name Email address 3
Create

Manager v +

Note for InControl Hardware Appliance: the appliance’s web site is only accessible from the
WAN port. (It is not accessible from the LAN or Management ports.)

5. Importing Devices

Before organization administrators can add devices into their organizations, the InControl
system administrator (in InControl 2, we call the administrator as MSP Administrator) must
import the devices’ serial number in advance. After an MSP administrator logged into the
InControl web site, navigate to “Devices” > “Import Devices”.

Input serial numbers in the text area, one serial number per line.

Incontrol_ [} WsP usage Reports B search X settings - Bl vicense - EH Devices ~

Import Devices

Import Devices

Please enter devices' serial number below. One s/n per line.
Product names will be looked up from Peplink automatically. If the lookup failed, you will have to select manually.

InControl Appliance will attempt to query Peplink server what products the serial numbers are.
If success, the devices will be imported. If not, you will be prompted to select each device’s
product name.

Organization administrators (i.e. non-system administrators) are able to add the devices now.
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6. Creating an Organization, Group and Adding Devices

An organization is pre-created which is called “My Organization”. You can find it on the MSP

Reports page.

You may create more organizations by entering into an organization (e.g. “My Organization”).
Then on the organization menu on the right of the screen, click “Create Organization”.

Create organization

Company

Language

Gountry
Address

Location

Admin User  logout

English v
| United States lv |
United States
= = o
I Tians, | map b

IE‘."SP

After you created an organization, you will be redirected to a group creation page. Devices are

put into a group.

InControl®

l:l Overview Q Settings
=

Important: Name your group

'E{én—ln_\ld-tloﬂ Level ) My Organization > Settings > Create Group >

Group name | Fipst group
Address
Count [ Uni =
Y | United States 7
Address New York, NY, United States

+

A
U Tweed Courthouse [

i | May - |
& P K A

=p =
P)é*é'f “
S

£
&

il
B8 mcwty Hall [R] Q&

iana Reade

s, Brooklyn Brid

) rooklyn Bridge

' Pary 5, Clytallles
o

/

After creating a group, you will be redirected to “Add Devices Into Groups” page.
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Group First group is created. You may add devices to this group.

Add Devices Into Groups

Group type  Peplink / Pepwave

Serial numbers: e.g.: JO00L-2000¢-200K
(Comma, space or carriage return
separated)

After the devices are added and the devices are powered up, you should see the devices
become online in the InControl.
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7. API Access

An APl is available for software developers to programmatically retrieve the data as you see on
the InControl appliance’s web site. You can visit
https://{incontrol.address}/api/restful api for the APl documentation and

testing tool.

8. Settings on Your Firewall
Please allow the following traffic to pass through if a firewall is setup in front of the appliance.

Direction Protocol Purpose
Inbound UDP 5246 Device communication
TCP 5246 Remote Web Admin
TCP 443 Web accesses
TCP 4443 Web accesses to control panel
UDP 53 Dynamic DNS service and automatic SSL
certificate acquisition from letsencrypt.org
(optional)
Outbound |ra.peplink.com on TCP 443 Remote assistance

download.peplink.com on TCP 443

Device firmware validation

api.ic.peplink.com on TCP 443

Product name lookup when importing
devices
Latest device firmware updates

push.ic.peplink.com on TCP 443
(NEW)

Push notifications for the InControl 2 app
(optional)

*.letsencrypt.org on TCP 443

Automatic SSL certificate acquisition from
letsencrypt.org (optional)

*.peplink.com on UDP 5246 (NEW)
(details)

For transferring FusionHub licenses from
InControl 2 (public cloud) to FusionHub
units connected to the InControl Appliance
(optional)

UDP 123

Network time sync

UDP 53

DNS resolutions



https://forum.peplink.com/t/connecting-devices-to-incontrol-through-a-firewall/8204
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8.1 For Hardware Appliance’s Management Port

Direction Protocol Purpose
Inbound TCP 8000 Non-secure web accesses to control
panel (optional)
Outbound download.peplink.com on TCP 443 ICA firmware download
UDP 53 DNS resolution for ICA firmware
download

9. Upgrading InControl Virtual Appliance

9.1 For VMware ESXi

Step 1. Download the latest Virtual Appliance and Database Server image files in
.tgz format from
https://www.peplink.com/support/downloads/incontrol-appliance-image-and-install

ation-quide/

Step 2. Extract the .tgz files on a PC (do not extract at the command line of the
ESXi server. Its “tar” command could not extract the file correctly.) Take InControl
2.5.2 as an example. The extracted file names and sizes are as follow:

InControl-System-2.5.2.tgz:

File name Size (Bytes)
InControl-System-2.5.2/InControl-System-20171101-flat.vmdk 10,487,808
InControl-System-2.5.2/InControl-System-20171101.vmdk 575

DB-System-20170622.tgz:

File name Size (Bytes)
DB-System-20170622/DB-System-20170622-flat.vmdk 10,737,418,240
DB-System-20170426/DB-System-2017622.vmdk 568


https://www.peplink.com/support/downloads/incontrol-appliance-image-and-installation-guide/
https://www.peplink.com/support/downloads/incontrol-appliance-image-and-installation-guide/
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Step 3. Start the Datastore Browser in the vSphere Client. Use it to upload the
InControl-System*.vmdk and DB-System-*.vmdk files to folders, say,
“InControl-2.5.2" and "DB-System-20170622" in the datastore respectively.
After finished uploading the two files, the two files will be shown as one item in the
Datastore Browser.

[23 Datastore Browser - [datastorel] — O X
@GR 8B X @
Folders ISEarch I Upload File...
Upload Folder... Size | Type | Path | Mc A
] sddst Folder [datastore1] .sddsf
[ oe Folder [datastorel] DB
f‘j InControl Folder [datastore1] InControl
Step 4. Restart VMs in the following order:
1. Stop InControl VM. Wait until fully stopped
2. Stop DB VM. Wait until fully stopped
3. Open DB VM Properties,
e Identify and select the system hard disk (usually “Hard disk 1”)
e Select the "Remove from virtual machine” radio button (without
deleting it)
e Press "OK”
@ DB - Virtual Machine Properties = O *
Hardware |O|:|1jor|5 I Resourcesl Virtual Machine Version: 8
I™ show All Devices A | [[Reae ]| Pl hennaind iy mevd fomthe i
Hardware | Summary | To cancel the remaval, dick the Restore button,
BE Memory 2048 ME
I crus 2 —Removal Options
Melo o Vedan car} & Remove from virtual machine
&= VMCIdevice Restricted
e SCSI controller 0 LSI LogicParallel " Remove from virtual machine and delete files from disk
€y co/ovD drive1 Client Device
= HorddiskLiremevingy Removed |
& Hard disk2 Virtual Disk
BB Network adapter1 Internal
BB Network adapter2 WAN

4. Open DB VM Properties again
e Select 'Add...” > “Existing virtual disk...” > Browse and select the disk
file "DB-System-xxx-yyyymmdd.vmdk”
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e Select SCSI 0:0 Hard disk as the Virtual Device Node

@ DB - Virtual Machine Properties - O x
Hardware | Options I e | Virtual Machine Version: 8
— Disk File

I Show All Devices i | Hemovs | [ datastor= 1] DB/DB-System-20170214,vmek

Hardware | summary [

BB Memory 2048 ME — Disk Provisioning

@ crus 2 Type: Thick Provision Eager Zeroed
Video card Video card Provisioned Size: I mﬁ IGB LI

&= VMCI device Restricted Maximum Size (GE): 139.45

@ SCSI controller 0 LSI LogicParallel

@y CD/OVD drive 1 Client Device N Diis Nade

= Hard disk1 Virtual Disk

= Hard disk2 Virtual Disk | |scst (0:0) Hard disk 1 2
BB Metwork adapter1 Internal

BB Network adapter2 WAN Iﬂc.d_e : |

Independent

5. Start DB VM
6. Open InControl VM Properties

e Identify and select the system hard disk (usually “Hard disk 1")

e Select the "Remove from virtual machine” radio button (without
deleting it)
e Press "OK”

(&) InControl - Virtual Machine Properties = O X
Hardware |O|:|1jon5 I Resources | Virtual Machine Version: 8
- Add... | Resto I This device has been marked for removal from the virtual

I show All Devices = machine when the OK button is dicked.

Hardware | summary | To cancel the remaval, dick the Restore button,

BB Memaory 2048 MB

il crus 2 —Removal Options

Vid d Vid d

e sl ' Remove from virtual machine

&= VMCIdevice Restricted

@ SCSI controller 0 LSI LogicParallel " Remove from virtual machine and delete files from disk

% CD/DVD drive 1 [1/vmimages/tools-iso.

& Hard disk2 Virtual Disk

BB MNetwork adapter1 WAN

BB WNetwork adapter2 Internal

7. Open InControl VM properties again

e Select 'Add...” > “Existing virtual disk...” > Browse and select the disk
file “*InControl-a.b.c/InControl-System-xxx-yyyymmdd.vmdk”
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e Select SCSI 0:0 Hard disk as the Virtual Device Node

&) InControl - Virtual Machine Properties - O >
Hardware |D-|;|tior|5 I F‘.esourcesl Virtual Machine Version: &
— Disk File
I™ show All Devices Add. . | Homne | I[damsborel] InContral/InControl-System-20170227, vmdk
Hardware | Summary |
BB Memory 2048 MB — Disk Provisioning
@ crus 3 Type: Thick Provision Eager Zeroed
E2 videocard video card Provisioned Size: |10-0019531ﬁ IGB |
= VMCI device Restricted Maximum Size (GB): 139.45
@ SCSI controller 0 LSI LogicParallel
% CDJDVD drive 1 [1/¥mimagesftools-iso. i o
= Harddisk1 Virtual Disk
& Hard disk2 Virtual Disk | |scst (0:0) Hard disk 1 B
BB WNetwork adapter1 WAN
BB Network adapter2 Internal Iﬂoc:fn--n,n.--.-: |

8. Inspect the DB VM’s console. When it has booted up completely, start the
InControl VM. Finished.
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9.2 For Microsoft Hyper-V

Step 1. Download the latest Virtual Appliance and Database Server image files in
.vhd format from

https://www.peplink.com/support/downloads/incontrol-appliance-image-and-install

ation-quide/

Take InControl 2.5.2 as an example. The .vhd file names and sizes are as follow:

File name Size (Bytes)
InControl-System-2.5.2-20171101.vhd 8,606,732,800
DB-System-2.4.0-20170644.vhd 4,297,073,152

Step 2. Deployment

(=Y

Stop InControl VM. Wait until fully stopped

Stop DB VM. Wait until fully stopped

3. Open DB VM Settings. Identify and select the system hard disk.
the virtual hard disk with the newly downloaded
DB-System-a.b.c-yyyymmdd.vhd file. The “Location” for IDE Controller

N

Replace

o P Q
# Hardware |~ | & Hard Drive
‘31]]1 Add Hardware
& BIOS You can change how this virtual hard disk is attached to the virtual machine, If an
g Boot from €D operating system is installed on this disk, changing the attachment might prevent the
A virtual machine from starting.
i Memory y
1074 MB Controller: Location:
E Procossis IDE Controller 0 W | |[J (in use) W
2 Virtual processors Media

= @ IDE Controller 0 You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk

= Hard Crive
DE-System-20170214.vhd
[ (& Hard Drive
db_dats.vhdx
(= i} IDE Controller 1
&4 DVD Drive
vmguest.iso
® SCSI Controller
[l Network Adapter
Internal
T coM1

MNone
— .. -

4. Start DB VM.

by editing the associated file. Spedfy the full path to the file.
(® virtual hard disk:

|‘,IJsers‘lPuinc‘DommentsHyper—V‘l,h‘ithal hard disks‘DE—System—Z[]l?ﬂZl4.uhd|

Mew || Edit || Inspect || Browse... |

@ If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Managemant on the physical computer to manage
physical hard disks.


https://www.peplink.com/support/downloads/incontrol-appliance-image-and-installation-guide/
https://www.peplink.com/support/downloads/incontrol-appliance-image-and-installation-guide/
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5. Open InControl VM settings. Identify and select the system hard disk.
Replace the virtual hard disk with the newly downloaded
InControl-System-a.b.c-yyyymmdd.vhd file. The “Location” for IDE

Controller should be 0.
£}

| InControl W | 4 b | Q
4 H.i.lmare * | =a Hard Drive
“r}ﬂ Add Hardware
1 BIOS You can change how this virtual hard disk is attached to the virtual machine. If an
g Boot from CD operating system is installed on this disk, changing the attachment might prevent the
e virtual machine from starting.
W Memory :
072 MB Controller: Location:
® [ Processor IDE Cantroller 0 v| [0 inuse) S

2 Virtual processors
= @il IDE Controller 0
i_a Hard Drive

[# = Hard Drive
ic_data.vhdx
= Ei IDE Controller 1
&4 DVD Drive
Mone
I 5CSI Controller
[0 Network Adapter
Intel{R) Gigabit CT Desktop Ad...
0 Network Adapter
Internal

InControl-System-2017022...

Media
You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodated file. Spedfy the full path to the file,

®) virtual hard disk:
|‘Public\Domments‘ql—lyper—WMthal hard disks\InControl-System-20 1?022?.vhd|

Mew || Edit || Inspect || Browse... |

O Physical hard disk:

@ If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
phiysical hard disks.

6. Inspect the DB VM’s console. When it has booted up completely, start the
InControl VM. Finished!
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10. Upgrading InControl Hardware Appliance

Peplink regularly releases InControl appliance firmware. When you receive a firmware URL
from Peplink, you could upgrade your InControl Appliance by opening the Control Panel page
and pasting the URL to the Firmware URL field in the InControl Upgrade section.

InControl Upgrade

|

Firmware URL |

S - P ——— sl LY L r—, Upgrade ||
Example: https://mydomain.com/firmware-1.0.img —_——

Firmware Fatt:hng Status

Mote: Upgrading firmware will take about 25 mins.

updgr

After clicking the Upgrade button, it will download the firmware from the URL and perform an
upgrade. Excluding the download time, the process should typically take about 25 mins.

Please note that the system will download the firmware via the management port. So please
make sure management port settings are correctly set. If the management network does not
have Internet connectivity, you will have to download the firmware file locally and then put the it
to a local web server on the management network. Then input the firmware’s local URL to the
Firmware URL field.

11. Facebook App ID Creation Procedure

In order for the Sign-in with Facebook feature in the captive portal to work, a
Facebook app has to be created in Facebook’s developer console. prior to InControl
2.6.2, Peplink shared their own Facebook App for all InControl appliance
installations. Since InControl 2.6.2, the Peplink’s App ID no longer shares with
InControl Appliance installations. Customers has to create their own Facebook app
and input their app’s ID and secret into the Control Panel.

Below is a procedure for Facebook app ID creation:
1. Login ito https://developers.facebook.com/ and choose to “add a new app”.



https://developers.facebook.com/
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2. Enter a Display Name and Contact Email. Click the “Create App ID” button.

Create a New App ID
Get started integrating Facebook into your app or website

Display Mame

Iy Wi-Fi service

Contact Email

somebody@mycompany.com

By proceeding, you agree to the Facebook Platform Policies Cancel | E®GECES ]

3. Click the “Set Up” button on the Facebook Login control

facebook for developers Docs Tools Support [UTNI © Search developers.facebook.com
My Wi-Fi service w APPID: status: In Development

# Dashboard

L} Settings »

Add a Product

3 Roles

A Alerts »

© App Review

SRERRELS D @ 9 @

Facebooek Login Account Kit Audience Network
The world's number one social login product. Seamless account creation. No more passwords. Monettaesyour motkle: appror webete Wit natve

ads from 3 million Facebook advertisers

Read Docs Read Docs SetUp Read Docs SetUp

4. Click “Web”

Use the Quickstart to add Facebook Login to your app. To get started, select the platform for this app.

00606

Other

Android
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5. Input your InControl appliance’s URL into the Site URL field:

ios Android Web Other

1. Tell Us about Your Website

Tell us what the URL of your site is.

Site URL

https:/fincontrol.mycompany.com

6. Click “Next”.

1. Tell Us about Your Website

2. Set Up the Facebook SDK for Javascript

The Facebock SDK for JavaScript doesn't have any standalone files that need to be downloaded or installed, instead you
simply need to include a short piece of regular JavaScript in your HTML that will asynchronously load the SDK into your
pages. The async load means that it does not block loading other elements of your page.

The following snippet of code will give the basic version of the Facebook SDK for JavaScript where the options are set to their
most common defaults. Insert the following code snippet directly after the opening “<body>" tag on each page you want to use
Facebook Analytics. Replace “{your-app-id}" with the App ID and "{latest-api-version}" with the SDK version:

<geript> =

window. fbAsyncInit = function() {

{your—-app-id}’,
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7. Input the following URLs into the “Valid OAuth Redirect URIS” field:
https://[InControl URL]/cp/fb callbackand
https://[InControl URL]/cp/fb callback/

My Wi-Fi service

#4 Dashboard
£} Settings
S Roles

A Alerts

© App Review

PRODUCTS ()
(“) Facebook Login
Settings

Quickstart

‘= Activity Log

3

n Easily add Facebook Login to your app with our Quickstart

Client OAuth Settings

Client OAuth Login

= Enables the standard OAuth client token flow. Secure your application and prevent abuse by locking down
which token redirect URIs are allowed with the options below. Disable globally if not used. (2]
7 ‘Web OAuth Login Enforce HTTPS
2 Enables web-based Client QAuth Login. [?] Enforce the use of HTTPS for Redirect URIs
and the JavaScript SDIKC Strongly

recommended. [?]

Force Web OAuth Reauthentication Embedded Browser OAuth Login
Mo | \When on, prompts people to enter their ¥o | Enable webview Redirect URIS for Client

Facebook password in order to log in on the QAuth Login. 2]

web. [?]

Use Strict Mode for Redirect URIs

Only allow redirects that use the Facebook SDK or that exactly match the Valid OAuth Redirect URIs. Strongly
recommended. [?]

Valid OAuth Redirect URIS
i}:’fr’pcf*l.”mcnn;;ﬂ'.meccmpany.cum:"qﬁil_calrback' x| iWnni)é'fﬁnconﬂoimymmpany.wmﬂqa;ﬁ;_ca’u’badc,: x|

Login from Devices

Enables the QAuth client login flow for
devices like a smart TV [?]

Discard Save Changes
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8. Fillin “Display Name”, “Contact Email”, “Privacy Policy URL” fields accordingly. Upload
an App Icon in the dimension of 1024x1024. Press “Save Changes”.

B my wiFi service v APPID: Status: In Development

#4 Dashboard
4} Settings = App 1D “PREEE
E sssssses Show
Basic
Advanced Display Name Namespace
5 Roles ¥ My Wi-Fi service
A Alerts »
A Hare App Domains Contact Email

somebody@mycompany.com
PRODUCTS (3
~ Privacy Policy URL Terms of Service URL
() Facebook Login b
hitp:Awww.mycompany.com/privacy! Terms of Service for Login dialog and App Details

=g Eekikod App Icon (1024 x 1024) Category

Entertainment
h Find out more information about app categories here

Business Use
This app uses Facebook tools or data to
Support my own business

Provide services to other businesses

Website Quick Start

Site URL

https://incontrol.mycoempany.com/

+ Add Piatform

Discard Save Changes

9. Click the “Show” button to reveal the App Secret. Record the App ID and App Secret
and input into the InControl Control panel’s “Facebook App Settings” field.

App ID App Secret

sssssece Show
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10. Finally click the OFF switch and click Confirm to make the app public.

Status: In Development

App Secret

TITIIIY] Show

Namespace

Make App Public?

Are you sure you want to make your app public? 1t will become

available to everyone.
Cancel m

12. Release Notes

Release notes for 2.7.1

Here are highlighted changes since 2.6.2:

e Daily backup archive of the InControl appliance is now downloadable from the Control
Panel. It contains all essential data and configurations for restoring the system. It does
not include reports, GPS location data and event log. You are recommended to
download a copy of the archive regularly. Note: Restoration of an InControl appliance
from a backup archive has to performed by Peplink personnels in this stage.

e SpeedFusion configuration: added a “Suppress Endpoint IPs” option to Star Topology.
Enabling it could maintain PepVPN connections uninterrupted for any potential
endpoints’ IP address changes. This option is disabled for existing profiles, and is
enabled for newly created profiles.

e Captive Portal enhancements:

o The Terms and Conditions and its checkbox label can be partially customizable.
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Added skip sign-in (i.e. “No thanks”) option to e-mail and SMS access modes.

o In token access mode, when concurrent login is allowed, data usage based quota
can no longer be chosen now. Any existing profile with both concurrent login and
data usage based quota enabled, the data usage quota will be disabled.

o In open access mode, the Terms and Conditions checkbox could now optionally
be hidden. If the “Connect” button text is changed to “I Agree”, guests could
accept the Terms and Conditions and submit the form with one click.

o An additional message could be put on the signed-in (landing) page. Hyperlinks
could be included in the message in markdown syntax.

o By default, the first page of the captive portal is pre-cached on the router/AP for
faster accesses. This feature could now optionally disabled.

e Added NAS lIdentifier setting under WPA/WPA2 Enterprise mode of an SSID.

e Firmware setting for the same product but different hardware revisions can now be
customized individually. The system now could ensure firmware is applied to supported
hardware revisions only.

e PepVPN: allow to activate/inactivate a PepVPN connection by device tags.

Introduced a new geo-fencing action: device tagging, which is for controlling any tag
supported configuration (e.g. PepVPN, SSID, captive portal, etc.)

e When outbound policy and firewall rule management is enabled and a device is newly
added to a group, if the device receives no rules, the outbound policy and firewall rules
on it were also cleared prior to this release. But now, you can choose to preserve the
rules. For any groups created from now on, the rules on newly added devices will be
preserved by default.

e Device Web Admin Authentication settings are moved to group-level Device System
Management page. The settings are split into sections for Balance/MAX, AP and SD
Switch.

e Added notification for Web Admin Login and SIM Card Switch Over events

Added silence period setting for geofencing notifications

Added SIM lock setting to Device Details and Device Management pages (require

firmware 7.1.1 or above)

Added ability to choose devices by tags to receive external InControl appliance settings.

Added a badge to indicate an AP One unit is operating in router mode.

Added a new authentication mode CoovaChilli to external captive portal.

Added a Regenerate Key option to randomly generated key field of an SSID.

Introduced organization-level SpeedFusion Alliance FusionHub license (this type of

license will be available to purchase later)

e Included various Ul enhancements and bug fixes.

Note: In rare situation, the control panel may display “License not available” in the first boot
after the upgrade. In case you see the message even the system has been up for 10 minutes,
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please press the Reboot button on the control panel once to restart the system. The license
shall display correctly after that. This problem will be fixed in the next release.

Release notes for 2.6.2
Here are highlighted changes since 2.6.1:

1. In anticipation for the new data protection laws that will take effect on 25th May in
Europe, in this release, we have updated the types of information to be collected through
the captive portal, and our Privacy Policy. Please also read the revised Privacy Policy
carefully as the Privacy Policy will be presented to your Wi-Fi users.

In order for the Sign-in with Facebook in captive portal to continue to work in your
InControl appliance, you have to apply for an app ID and secret from Facebook and
enter them into the control panel. For the details, please refer to chapter 11. Facebook
App ID Creation Procedure.

When your user decides to log in to the captive portal with social network access mode,
the system will only collect the following personal data through social networks:

° E-mail address (if any)

° User ID of the Social Media

Any other personal information or statistics will be deleted and no longer be
available.

If you let a user log in through e-mail or SMS access modes, the system will collect the
following information according to your chosen configuration:

° email address
° phone number
° name

° gender

° country

In addition, Wi-Fi usage duration, MAC Address and IP address will be collected
The retention period for user information will be two years.
2. Added license status to the top of the System Usage Report page.

3. [Software Appliance] Added support of an optional second WAN interface. It
is pre-configured to acquire an IP address from a DHCP server.


http://download.peplink.com/resources/privacy_policy_for_free_wi-fi_service.pdf

eo®°
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Release notes for 2.6.1 (no appliance image released)
Here are highlighted changes since 2.6.0:
e All existing Organization Administrators are now promoted as Super Organization
Administrators. A new role Organization Administrator is introduced.
o Social user data in captive portal reports and client details is now only visible to
Super Organization Administrators, Captive Portal Administrator and Captive
Portal Viewer. Any other roles, such as the new Organization Administrators or
Group Administrators also could not see any social user data.
Super Organization Administrator is now able to remove social user data.
You may consider to demote some Super Organization Administrators to
Organization Administrator for those who should not have social user data
access.
Added a public API for creating Service Provider Default on devices.
In moving a device from one group to another, you could choose to retain InControl
generated settings in the target group.
e In Cellular Reports > Signal Strength & Quality chart, carrier and cellular signal
information are now shown in the tooltip of the chart when hovering over a data point.
e In a captive portal profile’s Preview and Customization screen, for e-mail access mode,
added Phone Number, Gender and gender option text fields.
For Balance/MAX’s switch port list, Port Type and VLAN fields are now populated.
e Warranty expiration notification e-mails now include which InControl organization and
group that devices reside in.

Release notes for 2.6.0 (no appliance image released)
Here are highlighted changes since 2.5.2:

e Introduced “Low Data Usage Mode”. See the group-level “InControl Options” page. The
mode is for reducing data usage on device-InControl communication and device locally
generated traffic. A data usage calculator is also provided.

e Group creation page: allow to optionally clone SSID, VLAN, captive portal and schedule
settings from an existing group.

¢ Notifications:

o Added High Availability (HA) transition and Smart Reader
attachment/detachment notifications
o Added tags and notes to device up/down e-mail content

e PepVPN configuration:

o You may now create a profile for connecting to an externally managed device.
E.g. Suppose device A and B are managed in organization A and B respectively.
Now you can create a PepVPN profile in organization A and B individually to
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connect them. (In End Point Device selection screen, select the “Show
advanced settings” option and then click a new “Add Device” button.)
o Added a path cost field to topologies
o Add VLAN network selection for NAT mode in star topology profiles
e Group-level PepVPN status in tabular view revamped. Subnets of both ends are now
displayed
Added organization level SIM Pool Data Usage reports
Added Extended DHCP Options to VLAN networks’ default DHCP Server settings for
Balance and MAX.
e Data roaming for cellular WANs could be enabled from the Actions menu in Device
Management pages.
e API: added an endpoint for retrieving admin user list and their role in an organization
e Included various Ul enhancements and bug fixes

Release notes for 2.5.2
Here are highlighted changes since 2.4.2-1:

e A SpeedFusion Alliance (SFA) FusionHub license could be applied to a FusionHub
instance via an InControl Appliance release 2.5.2 (or above) instantly without requiring to
reboot the FusionHub. (See chapter 10 of the InControl 2 Appliance Setup Guide for the
additional network access requirement)

e Added support to send notifications from InControl Appliance to the InControl mobile
app. (See chapter 10 of the InControl 2 Appliance Setup Guide for the additional
network access requirement)

e When captive portal guests sign in with Facebook, their relationship information is no
longer collected as Facebook has stopped to provide the information.

e Introduced group-level SIM Pool Bandwidth Usage reports:

o Bandwidth usage reports can automatically be grouped by carrier.
o Custom SIM pools could be defined by inputting IMSI’s
o Up to three usage alert levels could be defined.

(Requires Firmware 7.0.2 or above)

Channel width can now be configured in “Radio Settings” page.

e Added Bandwidth Management and QoS settings to the “SSID Settings” page for
Pepwave AP devices.

e The routing mode (i.e. bridged or routed) of each AP Device can be changed on “Device
Management” page.

e For devices supporting High Availability (HA), HA status is now shown on “Device
Details” page.

e SpeedFusion configuration:
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o A device which is not managed under the same organization or not even
managed by InControl can now be added to a star and point-to-point topology
profile by its site ID. Enable the “Show advanced settings” option to unveil an
“Add Device” button.

PepVPN connection (link) names can be customized.
Data port and path cost for each link can be customized on the “Advanced Link
Settings” screen

o Pre-shared Key (PSK) for existing profiles can be regenerated on “Advanced Link
Settings” screen

o Newly generated PSK’s length increased from 45 to 64 characters.

Group level SpeedFusion status in tabular view has been revamped.

e Ethernet port status is displayed on devices’ details page for supported hardware
models.

e GPS enabled devices’ map Ul on “Devices Details” and “Cellular Reports” have been
redesigned.

e Added an option to use OpenStreetMap for all map displays. The map data are hosted
by Peplink. It is useful for networks that have restricted access to google.com. See
“Organization Settings” page for the option.









