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1. Purpose

This manual is a step-by-step guide to building a Peplink FusionHub server.

2. FusionHub License
2.1. FusionHub License Generation

If you already have set up an InControl 2 account, please skip to step 5.

1. To obtain FusionHub evaluation license information and download the FusionHub ISO file
from InControl 2, first sign in.
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HERE

To sign in with Gmail, click Sign in with Google, choose your account, and then grant
InControl 2 permissions.
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To sign in without Gmail, click Login and enter your information. Next, click the link found
in your confirmation email. Return to the first screen to enter your username and password.

Welcome o InControl v 0
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2. Once you successfully login, InControl 2 will prompt you to name your organization and

choose your language.

Create organization

Company

Language

Engksh

bl

3. Name your group, choose a local time zone, and specify your location. Click Create group

to finish.
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Important: Name your group

Group name: | Peplink FusionHub

This name identifies your group in Dashboard. It will also be used as the name for your first SSID.

Group time zone

Local time zone | (UTC-12:00) International Date Line West ‘ v |

Address

Country | United States {' |

Address | United States Virgin Islands

= ezl

\

Rhymer Hiy Raphune Hil|
T Moz
= 7.,
C JEJ'Jémt-f MapData Temsoflise Feportamapemor
Location 18.335765 | -64.896335001

Create group  JEe=1 0010

4. On the Add devices into groups dialog, click Cancel to skip this step and create the group.
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Add devices into groups

InControl 2 can check the warranty status of the following devices:
- Peplink Balance family

- Pepwave MAX family

- Pepwave Surf SOHO

For InControl 2 to manage a device, it needs to meet the following criteria:
- Device needs to be in warranty
- Device needs to run Firmware version 6.1

Serial numbers: e.0.2 JOOX-XO000MK
(Comma, space or carriage
return separated)

Add devices Cancel

5. To obtain an evaluation license, navigate to Organization>Settings>Warranty & License.

. Groups Fh Peplink

0 Overview
[Z Reports
& PepVPN/ SpeedFusion
Add Devices
Device Management
Create Group
Group Management
Firmware Policy
Operation Log

Organization Settings

Warranty & License
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6. On the “Warranty Status” screen, click the Acquire FusionHub License button.

InControl

Organization Level \ Organization Settings > Warranty & License \

] overview =] Reports 0‘/9 PepVPN / SpeedFusion Q _Organization Settings

Service Status
Filters: | ALL
Search Q
Device Name Product Group Service Status Service Expiration Date
Peplink Balance 580 (HW1) R In Warranty =t
Pepwave MAX BR1 (HW2) B Bl | W In Warranty ]
Download as CSV Previous 1 |2 Next
FusionHub Licenses
Search: Q| ([ Show expired evaluation license
Serial Number FusionHub License Key Max. Peers Max. Bandwidth (Mbps) License Type Activation Date Evaluation Expiry Date Warranty Expiry Date Last Updated Release License Key (3

TR B AT 2 500 FULL - - - = Release "
]

R T rd T 10 100  EVALUATION 2 ik Release Apply SFA License ]
H
e

LIS B PR o i s FHisd WP 10 100 EVALUATION - - - EE s Release Apply SFA License @

Import FusionHub License Import Acquire FusionHub License

Download as CSV | Download FusionHub. .. | Acquire FusionHub AMI for AWS EC2

To download the FusionHub, click the Download FusionHub button located below the
Acquire FusionHub License button.

Alternatively you can import an existing FusionHub License Key or acquire a FusionHub
Amazon Machine Image for AWS EC2.

After selecting the Acquire FusionHub License Button a window pops up which allows
you to select a temporary Evaluation License or a permanent Solo License.

Type of FusionHub License to Acquire

() Evaluation License (10 peers) (9 license(s) left)

{7 Solo License (1 peer)

Acquire Cancel

7. InControl 2 will send the license information to the email address used to login. Follow the
steps in the email to add a virtual router using your FusionHub serial number.
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8. To add FusionHub onto your organization, navigate to Organization>Settings>Add

Devices.
zam crows oy -

Overview
Reports
PepVPN |/ SpeedFusion

Add Devices

Device Management

Create Group

Group Management
Firmware Policy
Operation Log
Organization Settings

Warranty & License
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9. Enter the serial number from your license information email. Click Add devices and
continue your FusionHub installation.

Add Devices Into Groups

InControl 2 can check the warranty status of the following devices:
- Peplink Balance family

- Pepwave MAX family

- Pepwave Surf SOHO

- Pepwave Access Points

- Peplink FusionHub

For InControl 2 to manage a device, it needs to meet the these criteria.

Select Group B v

Select Tag(s) Optional

Serial numbers: F - TR
(Comma, space or carriage return
separated)

Next.__. Cancel

10
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2.2. FusionHub License Renewal

When the VM ID and/or host ID of FusionHub change, an error message, 'Virtual machine
server changed', will appear on the FusionHub Web Admin page.

- FusionHub > Web Admin
e®%
pep Dashboard SFC Relay | Network Advanced System Status
System
= Admin Security License Information
m Firmware License Key
= Time Serial Number

= Email Notification License Type Invalid

Event L ¥
" Bventteg Expiry Date 2019-11-07

m SNMP
MNo. of Peers 0
= InCaontrol

Max. Bandwidth Unlimited

= Configuration

= Feature Add-ons

= Reboot

If the user confirms that FusionHub has a valid license and wishes to retain the VM/host, they
can re-associate the license key with FusionHub via InControl 2.

Virtual machine server changed.

- InControl2 > Organization Settings > Warranty & License

InControl°

(_ Organization Level ) [INNENEG_G___——— > Overview >
Overview E] Reports C/:D SpeedFusion VPN O Organization Settings
-

Add Devices

Organization Summary (Org Code:

- Device Management
Create Group

— Group Management
Report E-mailing
Firmware Policy

; Operation Log

Groups | Devices Organization Settings

Warranty & License
Search: Q Showing 1to

11
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Under the FusionHub License section, click the [Renew] button to apply the license key to
FusionHub (if it has an invalid license key).

FusionHub Licenses
Search: q (] Show expired evaluation license Show invalid licanse only
Device Name Serial Number FusionHub License Key Max. Peers ‘ License Type Activation Date Warranty Expiry Date ~ ©  Subscription Expiry Date Evaluation Expiry Date Actions (&

VMwarePlayer-FH-01 ® 5 | Full 2019-10-02 = 2020-12-19 - Renew

Import FusionHub License Import | | Acquire FusionHub License
Download as CSV | Download FusionHub. _ | Subscribe to FusionHub on AWS Marketplace

Click "OK" to continue.

This license will tie to the new hardware
identifiers. Do you want to continue?

OK Cancel

The license record will be updated, and FusionHub will receive a new license within 3 hours or
upon its next boot.

License record updated. The FusionHub will
receive a new license in 3 hours or when it
boots up.

Close

Once the license key is activated on FusionHub, the error message "Virtual machine server
changed" will disappear from FusionHub > Web Admin.

3. FusionHub Download

For all VM platforms besides Amazon Web Services, please download FusionHub from the
Peplink website by following the link below:

https://lwww.peplink.com/products/fusionhub/

Please scroll down to the section below to download the FusionHub base image for installation:

12
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Try FusionHub for Free Today

Test FusionHub in your own equipment with a free 30-day trial and see for
yourself. Our evaluation guide will provide the download links and the
instructions to get started.

For Amazon Web Services, please refer to page 66 for instructions on how to download and
install.

* Please upgrade to the latest firmware after the FusionHub installation is completed.

4. FusionHub Deployment

This section will show how to implement FusionHub on VMware (ESXi server, Workstation,
Player), Oracle VirtualBox, Citrix XenCenter, Microsoft Hyper-V, and Amazon Web Services.
Please select your VM platform:
e VMware ESXI Server
VMware Workstation
VMware Player
Oracle VirtualBox
Citrix XenServer
Microsoft Hyper-V
Amazon Web Services

4.1. VMware ESXI Server
4.1.1. VMware ESXI 5.5.0

1. Download VMware ESXi 5.5.0 from_www.vmware.com/go/download-vsphere and install
it.

2. For VMware vSphere server installation hardware requirements, refer to
http://www.vmware.com/products/vsphere-hypervisor/gettingstarted.html

3. Open VMware vSphere. Enter the appropriate IP address / Name, User name, and
Password. Click Login to login to the ESXi server. Make sure that your computer and
ESXi server are on the same network. If your computer and ESXi server are not on the
same network, you won’t be able to connect to FusionHub’s Web admin interface, even
though you can remotely access the ESXi server through a router. Follow the steps found in
5 FusionHub Interface Configuration to connect to FusionHub’s Web admin interface.

13
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VMware vSphere”

Client

m In vSphere 5.5, al new vSphere features are available only
through the vSphere Web Client. The traditional vSphere Client
will continue to operate, supporting the same feature set as
wSphere 5.0, but not exposing any of the new features in
vSphere 5.5.

The vSphere Client is still used for the wSphere Update
J Manager (VUM) and Host Client, along with a few solutions
(e.g. Site Recovery Manager).

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server,

IP address [ Name: I ;l
J User name: I
Password: |

I Use Windows session cedentials

Logn dose | meb |

4. After successfully logging in, click Inventory. The remaining contents of this section will
cover deploying a FusionHub virtual machine to your ESXi server.

B (& rone

g

System Logs

Irwvenfory
Ackmirislration
L
Eiphes

5. Click the inventory object to begin deploying the OVF template.

14
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e

88 gmme b g8 Inventory & [ veentory

B et pe plink com YHware ESXL 5.1.0, 1055491 | Evabsstion (Expired)

Semmary - Virtual Madhines | Resource Allecation | Performance | Configuratio
cloas tab [£]
What is a Host?

A host is a computer that uses virtualization software, such Virtusl Machines A
&5 ESX or ESXL 10 nin vinual machines. Hests provide (he &

CPU and memory resources that virual machines use and n i
give vimual Machines acess 1o SIorge and network < ,i
connectiity 4

6. Click File > Deploy OVF Template... to deploy the FusionHub OVF template downloaded
from InControl 2. In order to deploy the OVF template successfully, please make sure that
your ESXi server supports virtual machine version 8, which runs on VMware ESXi 5.5 and
later.

File | Edit View lDrentory Adeinkstration Plug-ins Help

Brint hags i i ol [T
What is a Host?
Exit
A host is a computer that uses virualization software, such Virtusl Biachines A
as ESX of ESX, 10 run virlual machines. Hosls provide the o ]
CPU and memory resources thal virtual machines wse and ,a-f'_]ﬁ.

7. On the Source dialog of the Deploy OVF Template wizard, click Browse. Locate the
FusionHub.ova template file on your computer and click Next.

15
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,
(%) Deploy OVF Template (== s

Source
Select the source location.

Source

CQVF Template Details
Mame and Location
Disk Format

Ready to Complete
Deploy fram a file ar URL

IC:‘FusinnHub‘.D'l.l'F‘FusinnHub.-:wa ;I Browse... I

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

Help < Back Mext = Cancel

8. On the Name and Location dialog, type a name or keep the default setting. Click Next.

16
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[ (@ Deploy OVF Tempiste =@ B |

Name and Location
Speafy a name and locabon for the deployed template

it i hame :

GVF Terrplate O tads F""“'H"

Hame and Location

Dick Format Thee name can contain up to 80 charachers and it must be unsque waithin the invenbory folder.
Ready to Complete

9. Keep the default settings on the Disk Format dialog. Click Next.

17
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() Deploy OVF Template

Dk Format
In which format do you want to store the virtual digs?

Sorce :
: Distastore [datastore 1
biams 30d Locaten Avalabls space (GE): | 537

Disk Format
Heady o Complete

18
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10. On the Ready to Complete dialog, review the deployment settings. Click Finish to
complete the process and close the wizard.

(%) Deploy OVF Template E=E

Ready to Complete

Are these the options you want to use?

Source
F‘I'Emglate Details When you dick Finish, the deployment task will be started.
Mame and Location Deployment settings:
Digk Format OVFfile: C:\FusionHub\OVF\FusionHub.ova
Ready to Complete Download size: 71.7 MB
Size ondisk: 400.0 MB
Name: FusionHub
HostfClusten localhost
Datastore: datastorel
Disk provisioning: Thick Provision Lazy Zeroed

r Power on after deployment

19
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11. Once you have completed the steps above, a FusionHub virtual machine is created.

*@ Deployment Completed Successfully @ﬂu1
Deploying FusionHub
Completed Successfully
Close
- — I —

12. Click FusionHub in the column on the left side of the dialog to select the virtual machine.

Click Edit virtual machine settings to begin adding an Ethernet adapter to the FusionHub
virtual machine.

File Edt View lrvertoey Admiemtration Plug-ing Help
B B (A roee b g ooy b B drventory

ml P OEGE DR

[2 @ 08924
(51 Fuesloniii]

FuinazniHuls

chone tab [X) =
What is a Virtual Machine?

A wirlual machine s a software computer that, like a
phySical computer, nang an operating sysiem and
applications. An operating system installed on a virtual
maching & called a guest operating Sysiem

Because every viriual machine (s an tsolated computing
ENVIFoNMEnL, you can useé vinual machines as deskiop or
worksiaton environments, as testing environments, of to
CONSORIAE SErver applications

Wirlual machines run on hosts, The same host can run
many virtual machings

Basic Tasks viphere Client
[+ Power on the virtual machine

G Edit virtual machine settings

-
Recent Tasks Harme, Tarpet or States containg: = | Clear N
Mame | Target E [Details | Insistedby | Requested Twt T« | Sart Time | Completed Time | -
#) DeployOvFtemplte [ 108524 & Compleed S/11/2003 1454101 S/1/2013 14:54: 11 5/11/2013 14:54:20 L3
#) Deletefie & Completed roct 5/11/2003 14:52:03 5/1/2013 14:52:03 5/1/2013 14:52:03 =
¥ Delete file & Compheed roct 5/11/2003 14:52:00 51112013 14:52:00 51112013 14:52=00 *;
BTei | - -

20
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13. Click Add, found under the Hardware tab on the FusionHub — Virtual Machine Properties
dialog.

) FusionHub - Virtual Machine Properties Lo | © jmbi

Hardware | Options | Resources | Virtual Machine Version: 8

™ Show All Devices Remove | _-F:T;w.m
[ Memory Size: 1 [e8~]
il | Summary | sizesH
o we || Sl < e
vld:'a-urd Video card 128 &8 H - m&bﬂ
S Harddskt Vil e Dk o
ot i Miniimurn recommended for this
sl 9 guestOs:&4ME.
5 GE -
48
zceH
168
512 M8
256 MB
128 MB
64 MB
32 M8
16 M8
aMe
4 ME
wo | x | ca |

21
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14. On the Add Hardware dialog, select Ethernet Adapter. Click Next.

13 Add Hardware =] B

Device Type
What sort of device do you wish to add to your virtual machine?
Device Type Choose the type of device you wish to add.
HNetwork connection
Ready to Complete - Infarmaton
This device can be added to this Virtual Machine.
LISE Device (unavailable)
BT Dheasin
mF‘.j'-c-'rm-'t Adapter
49 SCSI Device (unavailable)
Help <Back |[ mext> | concel J

22
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15.0On the Network Type dialog, select VMXNET 3 as the Adapter Type. Select the
appropriate network and port settings from the drop-down menus under Network

Connection.

16. Check Connect at power on to connect the NIC when the virtual machine is powered on.

17. Click Next.

r@ Add Hardware o S

Hetwork Type

What type of network do you want to add?

Device Type
Metwork connection
Ready to Complete

— Adapter Type
Type: WVMXNET 3 hd
Adapter choice can affect both networking perfformance and migration compatibility.

Consultthe VMware KnowledgeBase for more information on choosing among the
network adapters supportedfor various guest operating systems and hosts.

—Metwork Connection
Metwork label:

IInternet ﬂ

Port: MNfa

—Device Status

¥ Connect at power on

= Back | Mext = I Cancel

A

23
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18. On the Ready to Complete dialog, review your settings and click Finish.
(%) Add Hardware

Ready to Complete
Review the selected options and dick Finish to add the hardware.

Device Type Options:

Metwork connection

Ready to Complete Hardware type: Ethernet Adapter
Adapter type: VMEMET 3

Metwork Connection:  Internet
Connect at power on: Yes

A

24
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19. Click OK to finish adding hardware.

() FusionHub - Virtual Machine Properties (=] B [

Hardware |D|:.'-t|ons| R_emcegl Virtual Machine Version: 8
—Device Status
™ Show All Devices Add... | Remaove | M connected
Hardware I Summary || ¥ Connect at power an
Bl Memory 1024 MB B ter Type
I crus 1
E Video card Video card Current ter: 3
= VMCI device Restricted _MAC css
& Hard disk1 Virtual Disk I
EF New NIC (adding) Internet |
% Automatic " Manual
— DirectPath IjO
Status: Inactive &
To activate DirectPath 1j0, go to the Resources tab and
select Memory Settings to reserve all guest memory.
— Metwork Connection
Metwork label:
Internet ;I

25
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20. Click Power on the virtual machine to run FusionHub.

nnigmhﬂm;-vghm-p
mn P OBDEGDB SRR

= [ 089 Firs b

-

‘What is a Virlual Machine?

A virfual machine is a software computer that, like a
physical compuler, runs an operating system and
appiications. An operating system instalied on a virtual
maching is caled 3 guest operating sysbem

Because every virlual machine is an isolated computing
ERVIFONMENL you Can use virludl machings as deskiop of
workstation environments, as testing environments, or 1o
consolidale sener appications.

Virfual machines run on hosts. The same host can un
many virtual machines.

Basic Tasks wiphare Clhent
| Power on the virtual machine

& Edit virtual machine settings

Name. Taiget or Status contairs: = Class
| Target | mitated by | Requested Rant T = | it Time | Completed Tims |
ﬂ Reconfigure virtuslme—. & Fusiosfib rok S{1L2013 14:58:18 S157013 145818 11200 14:58:18
ﬂ Deploy ONF template I 085324 S/1L2013 145411 5153013 5411 112013 i4:
) Deletefiie & Compled ret S/IN2013 WeER03  S/LUILI BASR0E  S[11/I0L3 B4:52:03

] Tasks.

26



21. When the FusionHub virtual machine is powered on, right-click FusionHub. Select Open

Console for general information about FusionHub, including:

FusionHub version
System information
e Network settings:
Method: DHCP
IP Address: None
Admin: http://169.254.254.254

4y FussonHub on kocalhostlocaldomain

File Wiew WM

| & i3 e

‘eplink FuszionHub G.1.8 build 1175

M Inforsation
T ! Hot fouwund

"k zettings
i DHEP
IPF Address : Hone
Hidrin ! http:rs168, 254, 254, 254

‘nter setup to configure network settings

27
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22. The default WAN connection method is DHCP. If the DHCP server is available on your
network, the FusionHub IP address will be automatically obtained by the DHCP server. In

this case, the console will look similar to the following:

4 FussonHub on localhostlocaldomain
File Wiew WM
BNy & E i3 | g
‘eplink FuslonHub G.1.8 build 1175

Inforsat ion
Hot found

"k settings
LIHL P

Enter "setup’ to configure network settings

Please navigate to FusionHub Interface Configuration to continue your installation.

—«t;jr—ﬂ‘

28
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4.1.2. VMware ESXI 7.0

1. Download VMware ESXi 7.0 from the link below and install it.
https://customerconnect.vmware.com/en/downloads/info/slug/datacenter_cloud_infrastru
cture/vmware vsphere/7 0

2. Open a browser and enter the appropriate IP address / Name, User name, and Password.
Click Login to login to the ESXi server. Make sure that your computer and ESXi server
are on the same network. If your computer and ESXi server are not on the same network,
you won't be able to connect to FusionHub’s Web admin interface, even if you can remotely
access the ESXi server through a router. Follow the steps found in 5. FusionHub Interface
Configuration to connect to FusionHub’s Web admin interface.

& C A Notsecurs | bps//192.168. 0 /ui/#/login

User name

Password

—
— MIRVER R AL

3. After logging into the Host Web Ui, click on Storage in the left-hand Navigator console to set

up storage for the host. Click New Database to configure the local datastore.
vmware ESXi Toot@192.168. ~ | Hep~ |

3 localhost.docaldomain - Storage

Datastores | Adapters Devices Persistent Memory.

3 New datastore P Registera VM (@ Datastore browser | & R

Name | Diive Type

| E Stomge a No items to display

29
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4. This process starts the New Datastore creation wizard. Select Create new VMFS
datastore:

b
1 Select creation type Select creation type

2 Select device

How would you like to create a datastore?

Create new VMFS datastore Create a new VMFS datastors on a local disk device

Add an extent to existing VMFS datastore

3 Select partitioning options
4 Ready to complete

Expand an existing VMFS datastore extent

Mount NFS datastore

| Bacx || Nex || Finish || cancel ]‘

5. Select an available datastore where you want to provision storage.

30
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| #3 New datastore - Database1

" 1 Select creation type Select device
hg 2 Select device Select a device on which to create a new VMFS partition
3 Select partitioning options
4 Ready to complete Name
| Databasel
The following devices are unclaimed and can be used to create a new VMFS datastore
Name ~ | Type ~ | Capacity ~  Free space -
2 Local VM . Disk (mpx.vmhba0:C0:T0:L0}) Disk (SSD) 100 GB 20 GB
1 items
&
| Back |[ Nea || Finish || cancel |

6. Select the partitioning scheme to partition and format the volume with VMFS. You can select
either Use Full Disk or Custom partitioning scheme:

31
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3 New datastore - Database1
¥ 1 Select creation type Select partitioning options
v 2 Select device Select how you would like to partition the device
M Soctpriionin opons ]
4 Ready to complete
Custom ~ | VMFS 6 w
scp ——) - - B
Before, select a partition After
1. EFI System (100 MB) 1.EFI System (100 MB)
5. Basic Data (4 GB) 5. Basic Data (4 GB)
6. Basic Data (4 GB) 6. Basic Data {4 GB)
T.VMFSL (71.9 GB) 7.VMFSL (71.9 GB)
Free space (20 GB) 8. VMFS (20 GB)
’ Back ] ’ Next ] | Finish | I Cancel ]
7. Now you are ready to complete the process.
3 New datastore - Database1
v 1 Select creation type Ready to comp|ete
+ 2 Select device Summary
+ 3 Select partitioning options
M Geniy o compoe
Name Database1
Disk Local VMware, Disk (mpx.vmhba0:C0:T0:L0)
Partitioning Custom
VMFS version 3

EFI Systemm (100 MB)
Basic Data (4 GB)
Basic Data (4 GB)
VMFSL (71.9 GB)

VMFS (20 GB)

| Back || mNext || Finish |[ Cancel ]

32
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8. You will receive a warning that you are about to potentially destroy data by erasing the
volume.

AN The entire contents of this disk are about to be erased and replaced with the
i ' E specified configuration, are you sure?
.

9. The newly created datastore will be available on your host:

‘T3 Navigator 1 || £ localhost.localdomain - Storage
v ﬁ Host | Datastores ‘ Adapters Devices Persistent Memory
Manage
T 3 New datastore v | gP RegisteraVM { Datastore browser | Refresh |
&) Virtual Machines [ o] Name ~ | Drive Type ~ | Capacity + | Provisioned v Free ~  Type
& Storage 1 [ Database1 SSD 19.75 GB 141 GB 18.34 GB VMFS6
+ € Networking n
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10. Click the Create / Register VM to deploy a FusionHub virtual machine to the ESXi server.

vmware ESXi r00t@192.168.52

“T% Navigater (1 localhost. in - Virtual

= [g Host
Manage T Create /Register VM | & Console | [ Poweron W Power off Suspend | @ Refresh | Actions

Monitor B Virual machine ~ | Status v Used space v Guest0S ~  Hostname ~  Hos

@ Virtual Machines No virtual machines

B storage n Quick fitters. -
1]

€ Networking

11. Select Deploy a virtual machine from an OVF or OVA file and click Next.

ﬁ New virtual machine

- QEIECTCITINEND  Select creation type

2 Select OVF and VMDK files

3 Select storage

How would you like to create a Virtual Machine?

4 License agreements . . . .
; Create a new virtual machine T.hIS option gmdes you through the process of creating a

5 Deployment options virtual machine from an OVF and VMDK files.

6 Additional settings Deploy a virtual machine from an OVF or OVA file

T Ready to complete

Register an existing virtual machine

Back || Next || Finish || Cancel |
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12. Enter a name for the virtual machine and select either the OVF and VMDK files or the OVA
file of the virtual machine that you would like to deploy.

| %41 New virtual machine - FusionHub |

¥ 1 Select creation type Select OVF and VMDK files

2 Selact OVF and VMDK files Select the OVF and YMDK files or OVA for the VM you would like to deploy

3 Select storage

4 Lizsnes S e E S Enter a name for the virtual machine.

3 Deployment options
6 Additional settings
7 Ready to complete

| FusionHub

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

x @ FusionHub ova

| Back || Nex || Finish || cancel |
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13. Select a storage type and the datastore in which you want to store the virtual machine’s
configuration files and folders, and then click Next.

| ﬁ New virtual machine - FusionHub |

" 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Select the storags type and datastore
o Soecisionss
4 License agreements
4 m Persistent Memory
5 Deployment options
6 Additional settings Select a datastore for the virtual machine's configuration files and all of its' virtual disks.
T Ready to complete
Mame w~ Capacity ~ Free ~  Type ~ | Thinpro... v | Access v
Database1 19.75 GB 18.34 GB VMFS6 Supported Single
1 items
| Back || Nex || Finish || cancel ]
4

14. Select the desired Deployment options for disk provisioning and whether the virtual
machine will power on automatically, then click Next.
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| %3] New virtual machine - FusionHub

+ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

b4 4 Deployment options
Disk provisioning

5 Ready to complete

® Thin O Thick

Power on automatically

| Back || MNext || Finsh || Cancel ]
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15. Review the deployment settings in the Ready to complete dialog before clicking Finish to

complete the process and close the wizard.

ﬁ New virtual machine - FusionHub

e ——————————————————————————

+ 1 Select creation type
+ 2 Select OVF and VMDK
v 3 Select storage

+" 4 Deployment options

¥4 5 Ready to complete

Ready to complete

Review your settings selection before finishing the wizard

files

Product
VM Name

Files

Datastore
Provisioning type
Network mappings

Guest 05 Name

FusionHub

FusionHub

FusionHub-disk1.vmdk

Database1

Thin

Unknown

; ' ; Do not refresh your browser while this VM is being deployed.

| Back || Nex || Finish || Cancel |

16. Once you have completed the steps above, a FusionHub Virtual Machine will be created.

vmware ESXi

“I% Navigator

+ [ Host

Manage

Monitor

# Virtual Machines
» E Storage
+ @ Networking

& in - Virtual
) Create / Register VM | (& Consale
(.. Virtual machine
O.! & FusionHub
Quick filters. ~

Suspend | (@ Refresh | Actions
~  Status ~  Used space

° Normal 165.01 MB

~ | Guest 0S ~ | Hostname

Other Linux (64-bit) Unknown
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17. Click on Actions and select Edit settings to add a network adapter to the FusionHub virtual
machine.

vmware ESXi

“I Navigator & in - Virtual
~ [@ Host
Manage T Create { Register VM | &/ Console | b Poweron @ Power off Suspend | (@ Refresh || 40k Actions
' FusionHub
Monitor @ | Virtual machine ~ | Status v | Used spa & ~ | Host name
-+ (s Power E
& Virtual Machines 8. ) FusionHub & Normal 165.01 MI 4-bit) Unknown
» B FusionHub F Guest0S
usiontiu Quick fiters v o
More VMs... ((z» Snapshots
» [ Storage W Console
» @ Networking FusionHub .
Guest 08 Other Linux (64-bit) (i Autostart
Compatibility
VMware Tools No
CPUs 1 14 Export
Memary 168 (& Export With Images

& Edit sefiings

Edit the settings for this virtual machine

18. In the Edit settings dialog, expand the New Network Adapter tab. Change the Adapter
Type to VMXNET 3. Tick the Connect at power on box to connect the NIC when the virtual
machine is powered on. Click Save.

@ Edit settings - FusionHub (ESXi 5.0 virtual machine)

al Ha VM Options

3 Add hard disk 8 Add network adapter E Add other device

» [l cru 1 v @

» [l Memory 1024 MB w

» o Hard disk 1 400 MB "

~ M8 New Network Adapter VM Network R
Status Connect at power on
Adapter Type VMXNET 3 g
MAC Address Automatic | | 00:00:00:00:00:00

4 SILED LI Specify custom settings hd

Save l ’ Cancel
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19. Click Power on to start the virtual machine and run FusionHub.
vmware ESXi’

jin - Virtual

I “TZ Navigator Pl

~ [@ Host
Manage T Create / Register VM | =/ Console \I 3 Poweronl @ Power off Suspend | @ Refresh | &3 Actions

[ Power on or resume the selected virtual machines |

Monitor 4 | Virtual machine ed space v | Guest 0S ~ | Hostname
# Virtual Machines .. 5 FusionHub © Normal 168.25 MB Other Linux (64-bit) Unknown
»
E]SEap Quick flters v
» & Networking
FusionHub
Guest 05 Other Linux (64-bit)
Compatibility
VMware Tools No
CPUs 1
Memory 168

20. Select the desired virtual machine and then select a Launch Console option for the
FusionHub.
vmware ESXi”

! “I% Navigator =M Faal

| ~ [ Host
Manage 1 Create / Register VM || % Console | | Poweron @ Poweroff g Suspend | (& Refresh | ¥ Actions
- T O by I
Monitor & | Virtual machine = il et v ~ d space ~ | Guest 03 ~ | Host name

@ Open console in new wind|

Open an in-browser console for this virtual machine
oTTTE 55Z5 B

# Virtual Machines o & FusionHub —
» (3 Storage

» @ Networking

Other Linux (64-bit) Unknown

€1 Open console in new tab

Quick filters.
(W Launch remote console

,1“ Download VMRC

usionHub

Guest 05 Other Linux (84-bit)
Compatibility

Viware Tools No

CPUs 1

Memory 1GB

21. A browser/window will open after selecting Open Console, displaying general information
about FusionHub, including:

e FusionHub version
e System information
e Network settings:
Method: DHCP
IP Address: None
Admin: http://169.254.254.254
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[B FusionHub
Peplink FusionHub 8.8.1 build 1644

system Information
License : Not found

etwork settings

ethod : DHCP

IP Address : Hone

idMin : https:/-169.254.254.254

Enter 'setup’ to configure network settings

22. The default WAN connection method is DHCP. If the DHCP server is available on your
network, the FusionHub IP address will be automatically obtained by the DHCP server. In
this case, the console will look similar to the following:
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FusionHub
Peplink FusionHub 8.8.1 build 1644

Information
License ! Not found

etwork settings
DHCP
192.168.
255.255. 25
192 . 168.
192. 168
https

"setup’ to configure network settings

Please navigate to FusionHub Interface Configuration to continue your installation.
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4.2. VMware Workstation

1. Click FusionHub in the column on the left side of the dialog to select the virtual machine.
Click Edit virtual machine settings to begin adding an Ethernet adapter to the FusionHub
virtual machine.

2. Download VMware Workstation 10 from http://www.vmware.com/products/workstation/
and install it. For VMware Workstation installation hardware requirements, refer to
http://pubs.vmware.com/workstation-10/index.jsp?topic=%2Fcom.vmware.ws.using.d
0c%2FGUID-55FF3F07-6C2E-41F7-B361-C7D870BCC4D7.html

3. Open VMware Workstation and deploy the OVF template.

4. Click File > Open to open the FusionHub.ova template downloaded from InControl 2.

l[Eie] gt wew W Tobs i
5 Mew Virtusl Machine... Cerl+M % | O

k=1

Cui+0f || 98Py Computer X |
Clese Tab CerlsW

=)
B Connect o | .
'Eg, \rm::::;:am;cm_ o rkStatlon 10
Export to ONF... L
Map Virtual Disks...

i Connect to a Remote Server
| Create 3 Mew Virtual Machine | ¥iew and manage virtual machanes cn &

| remate senver.

Virtualize a Physical Machine
. Caorvert your PC to a vitual machine.

Open a Virtual Machine Software Updates
\ | Check for software updates to Viviwane
LY Workstation.

5. On the Store the new Virtual Machine dialog, type a name for the new virtual machine (i.e.,
FusionHub) and select the storage path. Please note that the storage path for this
FusionHub virtual machine should not be the same as for the downloaded FusionHub OVF
template file. Click Import.
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Import Virtual Machine

Store the new Virtual Machine

Provide a name and local storage path for the new
virtual machine.

Mame for the new virtual machine:

FusionHub |

Storage path for the new virtual machine:
C:Wsers Admin\Documents\Virtual Machines\Fusi | Browse...

[ tmport | [ cancel |

6. After successful import, a FusionHub virtual machine is created.

= (sl My Computer
(4 FusionHub

£ Shared VMs

7. Click FusionHub in the column on the left side of the dialog to select the virtual machine.
Click Edit virtual machine settings to begin adding an Ethernet adapter.
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0, Type here to search

{nl Home ¥ ||| My Compuier

= sl My Computer
| Lo

Ll FusionHub
[ Power an this virusl machine
I 'IEdrtwrtl.-aqu?unt-smmgs-

* Devices
E Memorny 1G8
[ Precessces 1
= Hard Diske IDE) 12 MB

= Foppy Using drive &
B Display 1 randter

= Description

Type hese to enter & description of this
witusl meching

#JCODVD(DE]  Using fibe Fusion...

+* Virtual Machine Details
State: Powered off
Configuration fibe: C\Users\Tracy Lin' Documents) Virtual

Machsnes \FussenHub! FusserHub.vms
Hardweare compatibility: Werkstatson 80 vwtual machine
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8. Click Add, found under the Hardware tab on the Virtual Machine Settings dialog.

Specify the amount of memary allocated to this virtual
machine. The memory size must be a multiple of 4 MB.

3 e [=]
Memory for this virtual machine: 1024 14 M8

M GE
3268
18 GB
EGE - @ Maximum recommended memary
4GB (Memory swapping may
ocour beyond this size.)
2GB
168 - SRR
512 MB
e i @ Recommended memory
256 MB
128 MB
84 ME O Guest 05 recommended minimum
12 ME <] 39 MB
15 MB
EMB
4 MB

9. On the Add Hardware Wizard dialog, select Network Adapter. Click Next.
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Add Hardware Wizard

Hardware Type

What type of hardware do you want to install?

™= anoy [ =

| Network Adapter |
g |USE Controller
&) sound Card
Parallel Port
ﬁ Serial Port

@ Printer

W43 Generic 5CSI Device

Hardware types: Explanation
gHard Disk Add a network adapter.
{4 CD,DOVD Drive

| <Back || Next> || Cancel

b—

10. On the Network Adapter Type dialog, select Bridged: Connected directly to the physical
network and Replicate physical network connection state. Check Connect at power on and

click Finish.
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Add Hardware Wizard

Network Adapter Type
What type of network adapter do you want to add?

11. Click Configure Adapters to select the host adapter. This will apply only if you have more
than one network adapter. Otherwise, skip this step.
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Device Summary Device status
8 Memory 1GB [ | Connected
[ Processors 1 [¥] Connect at power on
i Hard Disk (IDE)  12MB _
#)COMOVD (IDE)  Using file FusionHub-file 1.iso Network connection
[ Floppy Using drive A: @ Bridged: Connected directly to the physical network
T VIRepicate physcal nebork cornecto sate
% =i | Configure Adapters |

() MAT: Used to share the host's IP address
() Host-only: A private network shared with the host
|| () Custom: Specific virtual network

[VMnetd (Auto-bridging) -
() LAN segment:

| [ -]

[LAN Segments... | | Adyanced... |

|_Add.. || Remove |

Lok J[ cancel |[ beo |

12. When the Automatic Bridging Settings dialog opens, select the host network adapter you
want to automatically bridge and click OK.

r =
Automatic Bridging Settings u

Select the host network adapter(s) you want to automatically bridge:

[ Microsoft Virtual WiFi Miniport Adapter - VirtualBox Bridoed Networking Driver Miniport;
Dell Wireless 1506 802, 11b/a/n (2.4GHz) - VirtualBox Bridged Metworking Driver Minipart
VirtualBox Host-Only Ethernet Adapter

Realtek PCIe GBE Family Controller - VirtualBox Bridged Metwarking Criver Miniport

[ ok J[ cancel |[ hep |
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13. Click OK to finish adding hardware.

peplink | PEPWAVE

Virtual Machine m- nﬁ

Hardware | Options
Device Summary
I Memory 1GB
[ Processors 1
=l Hard Disk (IDE) 12 M8
Wetwork Adspter  Bridged (Automati)
[Wipisplay 1 moniitor
[
|
| add.. |[ Bemove |

Device status
[[Jconnected
[¥] Connect at power on

Metwork connection
@ Bridged: Connected directly to the physical network
[|Replicate physical network connection state!
() MAT: Used to share the host's IP address
() Host-only: A private network shared with the host
i) Custom: Spedific virtual network
| VMneto (Auto-bridging) -
() LAN segment:

|LaN segments.... | | Adyanced...

[ ok J[ cancel |[ Hep

14. Click Power on this virtual machine to run FusionHub.
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L) FussonHub - Vidware Workstation
Libeary
- B My Computer FusionHulb
_____ Cornputer FusionHub
Vs -
Shared Vs =
|
=
- [
SR Mermory 1G8
[ Processors 1
et Hard Diske {IDE 12 MEB
CO/DVD (BDE) Using file Fusion
| Fleppy Using drive &

& Network Adepter  Brdged (Autem...

S Displary 1 monitor

Confiquration file: C:\Users) Tracy Lin\Documents' Virtual
Machanes\FusienHub\FusienHub o
Hardware compatibility: Workstation 8.0 virtual machine

15. The FusionHub console opens automatically and displays the following general information
about FusionHub:
e FusionHub version
e System information
e Network settings:
Method: DHCP
IP Address: None
Admin: http://169.254.254.254

Peplink FusionHub 6.1.8 build

Information
Mot fowund

settings
DHCP
Hone
http:s-169. 254, 254. 254

‘setup’ to configure network settings
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16. The default WAN connection method is DHCP. If the DHCP server is available on your
network, the IP address of FusionHub will be automatically obtained by DHCP server. In this
case, the console will look similar to the following.

Peplink FusionHub 6.1.8 build 1175

syster Information
License : Hot found

etwork settings
ethod : DHCP
IP Addre » 18.8.8. 252
subnet Mask: 255.255.0.8
Gateway : 18.8.8.1
IHS Server : 18.8.8.1
: http:--18.8.8. 252

Enter 'setup’ to configure network settings

Please navigate to FusionHub Interface Configuration to continue your installation.
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4.3. VMware Player

1. Download VMware Player 6.0 from the link below and install it.
https://my.vmware.com/web/vmware/freef#fdesktop end user computing/vmware pla

yer/6_0

2. Open VMware Player and install FusionHub.

3. Click Open a Virtual Machine to import the FusionHub.ova template downloaded from
InControl 2.

Create a New Virtual Machine

Create a new virtual machine, which will then be
added to the top of your library.

Open a Virtual Machine
Open an existing virtual machine, which will then be
library.

Upgrade to VMware Workstation

Get advanced features such as snapshots,
developer tool ntegration, and more,

Help
View ViMware Player's help contents.

This product is not icensed and is authorized for
non-commercial use only. For commerdal use,
purchase a license. Buy now.

4. On the Store the new Virtual Machine dialog, type a name for the new virtual machine (i.e.,
FusionHub) and select the storage path. Please note that the storage path for this
FusionHub virtual machine should not be the same as that for the downloaded FusionHub
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OVF template file. Click Import.

Import Virtual Machine

Store the new Virtual Machine

Provide a name and local storage path for the new
virtual machine.

Mame for the new virtual machine:

FusionHub |

Storage path for the new virtual machine:
C:Wsers\admin\Documentsirtual Machines\Fusi | Erowse... |

J [ cancel |

—

5. After successful import, a FusionHub virtual machine is created.

6. Click FusionHub in the column on the left side of the dialog to select the virtual machine.
Click Edit virtual machine settings to begin adding an Ethernet adapter to the FusionHub

virtual machine.
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-

FusionHub

State: Powerad OFf
0S: Other
Version: Workstation 8.0 virtual machine
RAM: 1GB

b‘ Flay virtual machine

@ Edit virtual machine settings
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7. Click Add, found under the Hardware tab on the Virtual Machine Settings dialog.

Memory

Specify the amount of memory allocated to this virtual
machine. The memory size must be a multiple of 4 MB.

[ Processors 1 .
SHard Disk (IDE) 12M8 Memory for this virtual machine: 1024 | Mg
[Wipisplay 1 monitor :

M GE
2 GB
15 GB
BGE - E Maximum recommended memery
4GB (Memory swapping may
JaE ocour beyond this sze.)
168 - 5948 MB
512 MB
e F @ Recommended memory
256 MB
128 MB
&4 MBE O Guest 05 recommended minimum
il 4 nms
15 ME
£ ME
4ME
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8. On the Add Hardware Wizard dialog, select Network Adapter. Click Next.
e = =
Add Hardware Wizard | (S

Hardware Type
What type of hardware do you want to install?

Hardware types: Explanation
e Hard Disk Add a network adapter.
) CDJOVD Drive

i ERDno L

L Network Adapter |
s USB Controller

@) Sound Card
=Y parallel Port

B Serial Port

= Printer

(&5 Generic SCSI Device

9. On the Network Adapter Type dialog, select Bridged: Connected directly to the physical
network and Replicate physical network connection state. Check Connect at power on and
click Finish.
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Add Hardware Wizard

Network Adapter Type
What type of network adapter do you want to add?

(") MAT: Used to share the host's IP address
(") Host-only: A private network shared with the host

Emct at power on

< Back Finish Cancel |

10. Click Configure Adapters to select the host network adapter.
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Device Summary Device status
8 Memory 1G8 [] Connected
[d Processors 1 Connect at power on
e Hard Disk (IDE)  12M8
#)CD/OVD (IDE)  Using fle Fusioniub-fle 1.iso Network connection
(= Floppy Using drive A: @ Bridged: Connected directly to the physical network
Enetwork Adapter  Bridged (Automatic [¥]Rieplicate physical network connecton state’
Wpisplay 1 monitor l——.
() HAT: Used to share the host's IP address
() Host-only: A private network shared with the host
l () Custom: Spedfic virtual network
[VMnetd (Auto-bridging) -
() LAN segment:

| 7

[LAN Segments... | [ Adyanced... |

|_Add.. || Remove |

([ox J[ cancel ][ hHep |

— T e —— =

11. On the Automatic Bridging Settings dialog, select the host network which you want to
automatically bridge. Click OK to finish adding hardware.

r -
Automatic Bridging Settings u

Select the host network adapter(s) you want to automatically bridge:

[ |Microsoft Virtual WiFi Miniport Adapter - VirtualBox Bridged Metworking Driver Miniport:
Dell Wireless 1506 802, 11b/g/n (2.4GHz) - VirtualBox Bridged Metworking Driver Miniport
VirtualBox Host-Only Ethernet Adapter

Realtek PCIe GBE Family Controller - VirtualBox Bridged Metworking Driver Miniport

Lok J[ cancel |[ Heb |
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12. Click Play virtual machine to run FusionHub.

Player v | p ~ i

45

State:
05:
Version:
RAM:

FusionHub

Powered OFf

Other

Waorkstation 8.0 virtual machine
1GB

_ P‘ Play virtual machine

|@ Edit virtual machine settings
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13. The FusionHub console opens automatically and displays the following general information
about FusionHub:

FusionHub version
System information
e Network settings:
Method: DHCP
IP Address: None
Admin: http://169.254.254.254

Peplink FusionHub 6.1.8 build 1175

spstem Information
License : Hot found

etwork settings
ethod : DHCP
IP Address : Hone
Adrin : http:--169. 254,254, 254

Enter "setup’ to configure network settings

14. The default WAN connection method is DHCP. If the DHCP server is available on your
network, the FusionHub IP address will be automatically obtained by the DHCP server. In
this case, the console looks similar to the following:
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ayster Information
License : Hot found

etwork settings

ethod : DHCP

IP Address : 18.8.8. 252
Subnet Mask: 255.255.8.8
Gateway : 18.8.8.1
MHS Serwver : 18.8.8.1

http:s,18.8.8.252

Enter "setup’ to configure network settings

Please navigate to FusionHub Interface Configuration to continue your installation.
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4.4. Oracle VirtualBox

1. Download VirtualBox from the link and install it.
https://www.virtualbox.org/wiki/Downloads

2. Open VirtualBox. Click New to create a virtual machine for FusionHub.

< ‘3: "if[‘ﬁ”ﬁr.’-ff Box Manage
[Eile Machine Help

B)e > & R

Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The kst is empty now because you
haven't created any virtual machines yet.

In order to create a new virtual maching, press the New button in the main
tool bar located at the top of the window.

I You can press the F1key to get instant help, or visit www. virtualbox.org for

the latest information and news.
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3. On the Create Virtual Machine dialog, specify a Name for the virtual machine. Select Linux
from the Type drop-down menu. Select Other Linux (64-bit) from the Version drop-down

menu. Click Next to continue.
L2 [

@ Create ﬁlrtual W

e A T e —

Name and operating system

Please choose a descriptive name for the new virtual machine and select the
type of operating system you intend to install on it. The name you choose will
be used throughout VirtualBox to identify this machine.

Mame: #usimi-uh

Type: |Linux > ‘&j

Version: | Other Linux (64-bit) v |

4. Setthe memory size to 1024MB. Click Next.
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O IR e—

e T e e

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memory size is 512 MB.

e =
||ll.|"‘.'rJ|IIlllrIIIIlll'rlII1l||III|1r|||jrulqlEIhE
4MB 8152 MB

L =l

5. Click Use an existing virtual hard drive file. Select the fusionhub.vmdk file downloaded
from InControl 2. Click Create to create a virtual machine.
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@ Create Virtual Machine

Hard drive

If ywou wish you can add a virtual hard drive to the new machine. You can
either create a new hard drive file or select one from the list or from another
location using the folder icon,

If you need a maore complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard drive is 8.00 GB.
() Do not add a virtual hard drive
() Create a virtual hard drive now

i@ Use an existing virtual hard drive file
| fusionhub. vmdk (Normal, 400.00 ME) | @

[Come ) (oo ]

6. Select the newly created FusionHub VM and click Settings.
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8§ Oracle VM VirtualBox Manager E‘Eﬂ

File Machine Help

(G beta) (@ repshors

FusionHub | [E General | = preview =
(M Powered Off
Mame: FusionHub
| Operating System: Other Linux {64-bit)

' [E system ‘

Base Memory: 1024 MB
Boot Order: Floppy, CD/OVD, Hard Disk
| Acceleration:  VT-x/AMD-V, Mested Paging, PAEMX

m

r” Iislhv 1

Video Memoary: 12MB

Remote Desktop Server: Disabled
| Video Capture: Disabled )
B storage \

Controller: IDE
IDE Primary Master: fusionhub. vmdk (Mormal, 400.00 MB)
IDE Secondary Master:  [CD/DVD] Empty

Manage the virtual machine settings

7. On the FusionHub - Settings dialog, click Network. Select the Adapter 1 tab. Click Enable
Network Adapter and select Bridged Adapter from the Attached to: drop-down menu.
Select a proper adapter from the Name drop-down menu. Click OK to continue.
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-;E_} FusionHub - Settings

@ General
System

J Display —
Storage Enable Metwork Adapter

Attached to: [Bridged Adapter v |
Name: |Realtek PCle GBE Family Controlier
> Advanced

Shared Folders

8. Select the FusionHub VM. Click Start to run FusionHub.
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8§ Oracle VM VirtualBox Manager

Eile Machine Help
Start | Discard

MNew  Settings
FusionHub
Q @ Powered Off

r@ General

r— System

Boot Order:

"[E oisplay

Video Memary:
Remote Desktop Server:
L Video Capture:

(’ Storage
Controller: IDE

IDE Primary Master:
. IDE Secondary Master:

Start the selected virtual machines

Base Memory: 1024 MB
Floppy, CD/DVD, Hard Disk
L Acceleration:  VT-x/AMD-Y, Mested Paging, PAE/MNY

MName: FusionHub
| Operating System: Other Linux (&4-bit)

12MB
Disabled
Disabled

fusionhub., vmdk (Mormal, 400,00 MB)
[CD/DVD] Empty

Please navigate to FusionHub Interface Configuration to continue your installation.
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4.5. Citrix XenServer

1. Download and install the XenCenter installer from your XenCenter server.
m [} XenServer 6.2.0 i E I-— '

| “ 1088244
€

Citrix Systems, Inc. XenServer 6.2.0

XenCenter CD image

@en(}enter instal'l'erl

2. Open XenCenter. Click ADD a server.
£ Xerente: w - )
fie  Yow Pool Seer VM| Sprege  Jeegltn  Toch  indow  Help i
am * (D) Formard - L@mu—w BEF Mew Poct T biew Saceage | Moew vl l‘gs.-_u:u_-wn :ﬂﬁ.hm {Bsmpmd funsymm |
Vit | Sanees Verw @ XenConter i
&0 5 oo 1o iem. |
[ <] xesrionts] -
Citrix XenServer

Irdusstry leading, open sowrce platform for doud, server and desktop virtualization

- .i" |
=
AT -
UPGRADE TRY
YenSenver Desktop
Virualization
Community Support Partners

= Mitwark with ofter JenSerns wien |
= Vil the Cilris Enowidgt Centt
+ Learn more abost partner offerings |

70



peplink | PEPWAVE

3. Onthe Add New Server dialog, enter the appropriate Server IP address/name, User name,
and Password. Click Add to add the XenServer.

Enter the host name or IP address of the server you want to add
and your user login credentials for that server.

Server: 0.8.8.244 - )

User login credentials [

F@Addﬂewﬂener

User name: root

Password: :Il!lllll-l

Add | Cancel |

e — e —— —

4. Enable E1000 gigabit device emulation in Citrix XenServer to take advantage of
FusionHub’s support for E1000 gigabit devices. For details, please refer to:
http://www.netservers.co.uk/articles/open-source-howtos/citrix_e1000_gigabit

5. Right-click the XenServer and select Import to begin importing the OVA file to this
XenServer.
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a HenCenter
File  View Pool Server YM  Storage  Templates Tools
Q) Back + () Forvard - | [k Add New Server | BT New Pool
Views: | Server View v|
|5Eﬂrfh... .D|
= ﬁ HenCenter _ - _
server General Prope
= w!
o B ¢ Mew VM...
8 i3 NewSR.. ies
) ‘| Import...
& al
Add to Pool 3
&
@ L Enter Maintenance Mode...
@ L stion:
E i @ Reboot
Shut Down
Hl@
L
I_ Restart Toolstack
Q F Disconnect :
B 4 Reconnect 4s... Ls
&
n ( Properties ctination:
Server uptime:

6. On the Import dialog, select the FusionHub.ova file downloaded from InControl 2.
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-

9 Import = | =

ﬁ Locate the file you want to import e
m Enter the pathname of an exported VM or template, an OVF/OVA package or a virtual hard disk image file

i or click Browse to find the file you want.
Location
Storage - -
Filename: C\FusionHub\OVP\FusionHub.ova Browse...
Metwarking
Finish
[ < Previous ] [ MNext = ] l Cancel ]

7. Click Next to keep the default settings and display the Configure networking options for
the Transfer VM dialog. Select an appropriate network on which the temporary VM used to
perform the import operation will run. Click Next. Click Finish to import the OVF file.
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' a Configure networking options for the Transfer VM

Import Source Select the network on which the temporary VM (Transfer VM) used to perform the import operation will run.
EULAs
— Network: | Network 0 (management) -
Storage

: Network Settings
Networking

. @ Automatically obtain network settings using DHCP
Security
Use th etwork setti
OS5 Fixup Settings o £ eGSR
Padies:

Finish Subnet mask:

Gateway:

I‘.EFEWU'-'S ] [ Nexd > ] [ Cancel

8. Click FusionHub > Networking > Add Interface to add a network interface.
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| Pool Server WM  Storage Templates Tooks Window Help
Q) ek - () Fovard - [, AddNewServer | B NewPool T New Storage T Newvm | (@) stant () Reboot ([ suspend s Mo System Alests
@ FusionHub on ‘xenserver-FusionHub® Logged in as: Lacal root account |

S ) =

fl Removable storage

9. On the Add Virtual Interface dialog, select the network and click Add.
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.
€3 Add Virtual Interface Po—

Select your network and MAC address for this virtual interface.
You can also optionally define a QoS limit.

Metwork: | Network 0 -

MAC address:
@ Auto-generate a MAC address

71 Use this MAC address: aa:bbiccddieeff

QoS settings:
Enable a QoS limit of: Khytes/s

[ Add |_Canc&l=

b

10. Click FusionHub > Start to run this FusionHub virtual machine.
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— -_— -_—— ——
© YerCerer D —— _ P e oan BT
File  Wiew Pool Server WM Storage  Termplates  Tools Windew Help

Q Back - @ Forward - Emrm-sum B NewPool T Mew Storage TR New M Rebuot Q) suspend -(Nnmmm

Views: | Server View *| @ FusionHub on xenserver-Fusionkub’ Loggedin as: Local root account |

| Segrch..

Device = MAC Lirmit Network I Address Active

il Removable storage

[Addintedface.. |[  Propemies |[  Remeve || Agtivate |

11. Click FusionHub > Console to open the console.
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£ NenCantes - - m—— age=al O <]
Eile f-_'i:\' Pool Server WM Storage  Jernplates  Tools  Window  Help =

Q Back - W h Add New Server L1 Mew Pool -‘ Mew Storage  [LF| Mew VM t boot pend %f Mo Systern Alerts

Views: | Server View v & FusionHub on 'senserver-FusisnHub® Loggedin as: 1

o General | Mernory | Storage | Metworking Console | puformance | Snapshets | Legs

= ﬂ HenCenter il S—
T xenserver-FusionHub DVD Dirrve 1: fusienhub-6.2.0-build1 2190 - Loaking fe

I% [
B DVD dm
"-ﬂ Local storage

fl LocallSO

Il Rernovable storage

ithnet
1teway

gure netw

Send Ctri+Alt-Del (Ctrl-Alt~Insert) @ | Undock (Alt+Shift=L) Fullscreen (Ctrb+ Bl

Please navigate to FusionHub Interface Configuration to continue your installation.
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4.6. Microsoft Hyper-V

1. Open Hyper-V and install FusionHub, click New > Virtual Machine to create a virtual
machine for FusionHub.

File Action WView Help
= nE BE

23 Hyper-V Manager || | E Actions
EaWIND[ e, b Virtual Machine...

Import Virtual Machine... Hard Dizk...

Hyper-V Settings... Floppy Disk...

Virtual Switch Manager... | Hyper-V Settings

Virtual SAN Manager... Virtual Switch Manager...

Edit Disk... Virtual SAN Manager...
Inspect Disk...

Edit Disk...

Stop Service Inspect Disk...

Remove Server

Refresh

Stop Service

Remove Server

Wiew
Refresh

Help

Wiew

<| | 4 Help

Displays the Mew Virtual Machine Wizard.

2. On the Specify Name and Location dialog, specify a name for the virtual machine. Click
Next.
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Specify Name and Location

Choose a name and location for this virtual machine.

Specify Mame and Location The is displayed in Hyper-¥ M Wer that you use o vou easiy
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Name: |FusionHub |

Configure Netwarking You can create a folder or use an existing folder to store the virtual machine. If you don't selecta
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.

Installation Options [] store the virtual machine in a different location

SUmmary Location: |C:\ProgramDaiﬁ\Microsnﬂ‘l,WindnwsHyper—'u"l, | | Browse. ..

& If you plan to take chedpoints of this virtual machine, select a location that has enough free
space. Chedkpoints indude virtual machine data and may require a large amount of space.

3. On the Specify Generation dialog, choose Generation 1. Click Next.
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Specify Generation

Specify Generation
Assign Memory
Configure Networking
Connect Wirtual Hard Disk

Installation Cptions
Summary

Choose the generation of this virtual machine.

®) Generation 1
This wirtual machine generation provides the same virtual hardware to the virtual machine as in
previous versions of Hyper-v,

() Generation 2

This wirtual machine generation provides suppart for features such as Secure Boot, SCSI boot, and
PXE boot using a standard network adapter. Guest operating systems must be running at least
Windows Server 2012 or 64-bit versions of Windows 8.

& Once a virtual machine has been created, you cannot change its generation.

4. On the Assign Memory dialog, set the memory size to 1024MB. Click Next.
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ﬁ Assign Memory

Before You Begin Spedfy the amount of memary to allocate to this virtual machine. You can specdify an amount from 32

. ) ME through 2528 MB. To improve performance, specify more than the minimum amount r
Specify Name and Location for the operating system.

Specify Generation e e ME

Assign Memory
Use Dynamic Memory for this virtual machine.
Configure Networking Lu v

Connect Virtual Hard Disk
Installation Options
Summary

ﬂ When you decide how much memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

5. On the Configure Networking dialog, select a network adapter and click Next
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Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
ify and Location virtual switch, or it can remain disconnected.
Spedfy Generation Connection: |Realtek PCle GBE Family Controller - Virtual Switch b4 |

Assign Memary
Configure Networking
Connect Virtual Hard Disk

Installation Options
Surnmary

6. On the Connect Virtual Hard Disk dialog, select “Use an existing virtual hard disk” and
select FusionHub.vhd from the location you downloaded FusionHub. Click Next.
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Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the
iy . storage now or configure it later by modifying the virtual machine’s properties.
Specify G ation () Create a virtual hard disk

! v Use this option to create a YHDX dynamically expanding virtual hard disk.

Configure Networking Mame: |FusinnHub.vhdx |

Connect Virtual Hard Disk

Location: |C:\,IJSers\Public‘,DommentsWyper—V\Mthal Hard Disks', || Browse. ..
Size: GB (Maximum: 54 TE)

(® Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or YHDX format.

Location; |h:‘d=usionHubWHD‘FusionHub.vhd | | Browse. ..

() Attach a virtual hard disk later
LUise this option to skip this step now and attach an existing virtual hard disk later.

‘{F_’revim.lsHI'jEtt}HEIﬂ ||Ca|ce|

7. Click Finish to complete virtual machine configuration.
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Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the
Specify Name and Location following virtual machine.

Spedify Generation Description:

Assign Memory Mame: FusionHub

§ Generation: Generation 1
Configure Metworking
. Memaory: 1024 MB
Connect Virtual Hard Disk Network:  Realtek PCIe GBE Family Controller - Virtual Switch

Summary Hard Disk:  C:'FusionHub\WHD\FusionHub.vhd (VHD, dynamically expanding)

To create the virtual machine and dose the wizard, dick Finish.

8. Click Start to to run this FusionHub virtual machine.
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File Acticn View Help

&= 2[5

25 Hyper-V Manager
g3 WINDOWS-SERVER Virtual Machines

Mame - CPU Usage Assigl
FusionHub

Mew

Connect... Import Virtual ...

Settings... | Hyper-V Setting...
Start L. Virtual Switch ...
Checkpoint = Virtual SAN Ma...

Move... i Edit Disk...

Export... 42 Inspect Disk...

Fename... ) Stop Service

Delete... Remowve Server

Enable Replication... Refresh

Help View

FusionHub
Help

Created: 9/5/2014 4.47.57 PM
Version: 50

Generation: 1

Notes: Mone

Connect...
Settings...
Start

Checkpoint

summaw|Mermry|Ndwodmg|HﬂDkﬁ°ﬂ|

<| i |

Move...

g e &

Export..,

Starts the selected virtual machine,

Please navigate to FusionHub Interface Configuration to continue your installation.
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4.7. Amazon Web Services

Acquiring FusionHub for AWS (Firmware 8.0.2 or below)

Note:

Starting from June 2020, you may obtain the FusionHub from AWS Marketplace. Do refer to this KB article for more
information, https://community.peplink.com/forum/t/deploying-peplink-fusionhub-at-aws-marketplace

1. Get FusionHub AMI image
e Login to InControl2 and navigate to Organization>Settings>Warranty & License

I!-i-a Ocean Ventures

Overview

Device Management

Create Group v Ocean Ventures

Group Management

Operation Log

Settings

Warranty & License

e Click "Acquire FusionHub AMI for AWS EC2" and input your 12-digit Amazon ID.
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FusionHub Licenses
Search: Q [} Show expired evaluation license
Serial FusionHub License Max. Max. Bandwidth License Activation  Evaluati
Number Key Peers {(Mbps) Type Date Expiry [
) oAy
P By ¥ o 2 500 | FULL - =
s
- .- F . N
" | - §n = g ¥ 10 100 | EVALUATION | - -
1 =
il i
el ol Wl o - T 10 100 | EVALUATION | - -
=1
|
Import FusionHub License Import | Acquire FusionHub License...
Download as CSV | Download FusionHub. .

2. Login to your AWS Management Console after 10 minutes
3. In the left hand panel, expand “Images”, select “AMIs”.
4. Atthe top, locate “Filter:” and pick “Private images”.

5. Click on “Peplink FusionHub” to highlight it. A blue dot will appear to show that it is
currently highlighted.

6. Click on the “Launch” button at the top.
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EC2 Dashboard - ) I

Events

Tags Filter: Allimages v Allplatiorms v | Q Search AMIs._ X
Reports

Limits Name Y -~ AMIName -  AMIID ~  Source ~ Owner = Visibilit
=) INSTANCES Peplink FusionHub 6.2. 1601 amifd3375cd 100871073111/ 100871073111  Private
Instances

Spot Requests

Reserved Instances

I IMAGES

Bundle Tasks
=

ELASTIC BLOCK STORE

Setting the Instance type
1. In the next screen “Choose an Instance Type, click to highlight “t2.micro”

2. Then click “Configure Instance Details” at the bottom right of the page.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying
combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about
instance types and how they can meet your computing needs.

r

Filterby: | Allinstance types ~ Current generation ¥ Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GIB memory, EBS only)

Erril - T " VCPUs ® e GE Instance Storage (GB) N il?\if::::l:;ma;d - Network P&r)fbrmam:e

General purpose t2.nano 1 0.5 EBS only - Low to Moderate
F’eme 1 1 EBS only . Low to Moderate

General purpose tzsmall | 1 2 EBS only - Low to Moderate
General purpose t2.medium 2 4 EBS only - Low to Moderate
General purpose 12large 2 8 EBS only - Low o Moderate
General purpose. md. large 2 8 EBS only Yes Moderate
General purpose m4.xlarge 4 16 EBS only Yes High
General purpose md 2xlarge 8 32 EBS only Yes High
General purpose m4.4xlarge 16 64 EBS only Yes High o

Cancel  Previous Review and Launch [_Next: Configure Instance Details
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Configuring the Instance

1. The “Configure Instance Details” page allows you to make changes to the Instance details
and network interfaces. If you're unsure what these should be, then please skip this step.

2. Click “Review and Launch” at the bottom right.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot Instances to take advantage of th

Number of instances (i) |1

Purchasing option (j) [ Request Spot Instances
Network (i)  [ypc2edsacdb (172.31.0.0/16) (default) v| C  create new vPC
Subnet (i)  |subnet-cas0Gche(172.31.16.0/20) | Default in us-we v | Create new subnet
4091 IP Addresses available
Auto-assign Public IP () | Use subnet setting (Enable) v|
IAM role (i) [ None v]
Shutdown behavior (j) | stop v
Enable termination protection (i) [ Protect against accidental termination
Monitoring @ ) Enable Cloudwatch detailed monitoring
Additional charges apply.
Tenancy (i) | Shared tenancy (multi-tenant hardware) v|

Additional charges will apply for dedicated tenancy.

¥ Network interfaces

Device  Network Interface Subnet Primary IP Secondary IP addresses

ethd [New network interfact v | [ subnet-ca606cbe ¥ | | auio-assion Add 1P

3. In the next page “Review Instance Launch”, click on “Edit security groups”.
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1. Choose AMI 2. Choose Instance Type 3 Confgure Irstance 4. Add Storage 5. Tag Instance & Configure Security Group 7. Review

Step 7: Review Instance Launch
Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair 1o your instance and complete the launch process.

Your instance may be accessible from any IP address. We recommend thal you update your security group rules to allow access from known [P addresses only.

A Improve your instance's security. Your security group, launch-wizard-3, is open to the world.
You can also open addilional ports in your security group 1o facilitate access 1o the application of service you're running, e.g.. HTTP (80) for web servers. Edit security groups

~ AMI Details Edit AMI

Peplink FusionHub 6.2.1b01 - ami-fd3375cd
Q  Peplink Fusiontiub 62,1601
Roat Devioe Type: ebs  Virtwalization type: pararirual

~ Instance Type Edit instance type
Instance Type ECUs VCPUS Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network

1.micro Variable 1 0613 EBS only

Performance
Edit security groups

~ Security Groups Edit security groups
Security group name launch-wizard-3
Description 1AUNCH-WiZard-3 crealed 2014-09-05T11:47:15 229+08.00
Type (i) Protocol (i) Port Range (i) Source (i)
SSH TCcP 22 00000
» Instance Details Edit instance details
} Storage Edit storage

Cancel | Previous

4. Configure the security group settings as follows:

e Remove SSH

e Add TCP 2222/32015

e Add UDP 4500 to 4504 or UDP 32015 to 32019
o Add HTTP/HTTPS

5. Click “Review and Launch”

6. Confirm that the details are correct, and then click “Launch”.
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1. Choose AMI 2 Choose Instance Type 3. Configure Instance 4 Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 6: Configure Security Group
A secunty group is a $e1 of firewall neles that control the ralic for your instance. On this page, you can add nules to allow specific traffic to reach your instance. For example, if you want 10 set up a web server and allow Intemel traffic 1o reach your
instance, add rules that allow unrestricted access to the HTTF and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group:  ® Create a new security group
2 Select an existing Security group

Security group name: Jlaunch-wizard-3

Haunch-wizard.3 d 2014-09-05T11:45:41 963+ 0800

. T = Bratocal 1 - BogtBanga i - —Soure Q\

Custom TCP Rule  + TCP | 2222 -

= = e — pre | [0.0.0.00 | [x]

Custom TCP Rule TcP 32015 e | boTan | o

[ or | 4500 | fre ] o0 | o
Tcp ] a3 | fre_+] [oon. ] (-]
Trf —_— fre v | [D.0.0.00 o

Warning

You will not be able to connect fo this instance as the AMI requires pori(s) 22 to be open in order to have access. Your current security group doesn't have port(s) 22 open.

Rules with source of 0.0.0.0¢0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.

Review and Launch

Warning ‘

§ Review and Launch

Tweak the running Instance
1. Inthe left hand panel, expand “Instances” and click on “Instances”.

2. Select FusionHub’s running instance by clicking on it once.

EC2 Dashboard Launch Instance Connect Actions ¥
Events 4
Tags Q Filter by tags and atiributes or search by keyword
Reports
Limits InstancelD ~ Instance Type +« Availability Zone -~ Instance State -~ Status Checks - Alarm Status Public DNS
=) INSTANCES E] 20353228 tl.micro T @ running & 22checks...  None Y  ec2-54-21385-
Spot Requests
Reserved Instances 1
= IMAGES Instance: | 120353328 Public DNS: ec2-54-213-85-222.us-west-2.compute.amazonaws.com
AlIs —
Sundle Tasks Description Status Checks Monitoring Tags
Instance ID  i-20353328 Public DN
[5) ELASTIC BLOCK STORE Instance state  running Public Il
Volumes
Instance tvpe  t1.micro Elastic Il

3. After highlighting the running instance, right-click to bring up the context menu.
4. Click on “Change Source/Des. Check” in the context menu

5. Select “Disable Source/Dest. Check”.

92



peplink | PEPWAVE

EC2 Dashboard
Events

Tags

Reports

Limits
INSTAMNCES
Instances
Spot Requests

Eeserved Instances

IMAGES
AlMIs
Bundle Tasks

ELASTIC BLOCK STORE
Yolumes

Snapshots

METWORK & SECURITY
Security Groups
Elastic IPs

Placement Groups
Load Balancers

Key Pairs

Network Interfaces

AUTO SCALING

| annch Confinnratinne

Launch Instance Connect Actions ¥

: .
CL Filter by tags and attributes or search by keyword

InstancelD - Instance Type < Availability 2

1s-west-2c¢

Instance Management
Launch More Like This
Add/Edit Tags

| Create Image c2-54-213-8
Change Termination Protection itoring ]
View/Change User Data 3378

Change Shutdown Behawior

Mo

Get System Log FO.
-31-7-99.us~

Networking

1.7.99
Change Secunty Groups
Attach Metwork Interface
x4Bacdb
cfeBcT89

Manage Prnvate IP Addresses

Actions

Terminate
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Accessing FusionHub

1. Note down FusionHub’s public IP address.

®© < < 1to20r2 »

larm Status Public DNS -+ | Public IP - Key
one Y& ec2-54-213-85-2 us-west-2.compute. amazonaws.com 54213852 solr
N

Public DNS  ec2-54-213-85-2 us-west-Z compute.amazonaws.com

Public IP | 54213852

Elastic IP
Availability zone  us-west-2c
Security groups  launch-wizard-2 . view rules

Scheduled events Mo scheduled events

A BBY BRI = P I PR D Y [T

2. In your web browser, type in “http://[[FusionHub.instance.public.ip.address]” in order to
access FusionHub’s administration interface. In our example, the line to type into the web
browser would be: http://54.213.85.2/

3. Follow Section 5 to continue.
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4.8. Other Cloud-Service Platform
4.8.1. Microsoft Azure

Do refer to this KB article for the FusionHub on Microsoft Azure installation guide:
https://forum.peplink.com/t/configuring-fusionhub-on-microsoft-azure/14187/1

4.8.2. Google Cloud Engine

Do refer to this KB article for the FusionHub on Google Cloud Engine installation guide:
https://forum.peplink.com/t/configuring-fusionhub-for-google-cloud-engine/14439/1
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5. FusionHub Interface Configuration

5.1. Connecting to FusionHub’s Web Admin Interface

1. Open a Web browser on the computer hosting your Peplink FusionHub virtual machine.

2. To access FusionHub’s Web admin interface, connect your computer to the network on
which FusionHub is running. The default WAN connection method for FusionHub is DHCP.

3. If the DHCP server is available in your network, the FusionHub IP address will be
automatically obtained by the DHCP server. The Web admin address will appear on the
FusionHub console automatically (i.e., Admin: http://10.8.8.252). Enter the Web admin
address (i.e., http://10.8.8.252) in your Web browser's address field.

4. If there is no DHCP server in your network, set your computer’s IP address to 169.254.x.x
(x denotes any integer from 2 to 253), using a subnet mask of 255.255.0.0.

5. After successfully changing these settings, enter http://169.254.254.254 in your Web
browser’s address field.

6. Next, access the Web admin interface by entering admin for both the username and
password. The default admin and read-only user passwords can be changed after logging
into the Web admin interface at System > Admin Security. Please take note that if the
FusionHub is obtained from AWS Marketplace, the default password is the AWS Instance
ID.

Login

Username:

Password:

| |

Copyright & Paplnk. &l rights resansed.
'\
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7. Once you have successfully logged in, the Setup Wizard will be displayed.

Dashboard Setup Wirarnd Network Sysiem  Statiis

Sotup Wirard > Waelcome > Step 1

Waloote D3 Selup Wikl

Tha Sebtup Wizard will guede you through the porbs) :nth;.ﬂm step by shtep. Thes wizard = designad to
smphty his process i Conlgunng your dinele amd Connec g it o the Intamat.

ChCk Mt B bagn

Mixl == Cancel

5.2. Configuration Using the Setup Wizard

FusionHub’s Setup Wizard leads you step-by-step through the process of configuring your
WAN connection.

1. Click Setup Wizard after connecting to the Web admin interface.

Dashboard | Setup Wizard |[Network System Status

2. Click Next to begin.

Setup Wizard > Welcome > Step 1

Welcome to Setup Wizard!

The Setup Wizard will gusde vou through the port(s) configuration step by step, This wizard is designed to
simplify the process in configuring your device and connecting it to the Intemat.

Chek Sext to begin.
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3. Click Next to configure the WAN connection. Select the WAN connection method from the
following screen. The default selection is DHCP.

Choose a connection method for WAN port

Connection Method

4. Depending on the selected connection type, further configuration may be needed:

e |[f Static is selected, the Setup Wizard will display Static IP Settings.

Enter the parameters of Static IP setting for WAN port

Static IP Settings

IP Address |

Subnet Mask 1255.255.255.0 |[+]

Gateway | |

DNS Servers DNS Server 1:

DNS Server 2: _

e |f DHCP is selected, the Setup Wizard will display DHCP Settings.
Enter the parameters of DHCP setting for WAN port

® QObtain DNS server address automatically
O use following DHE server address{es]
OMNE Server 1:

DNE Server 2:

Client ID [Optional} |

e |f PPPOE is selected, the Setup Wizard will display PPPoE Settings.
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PPPoE User Hamea

PPPGE Password

Confwm PPPoE Password

Service Mame [Optional)

DNS Servers ) Obtain DNS server address automatically
@ use following DNS server address(es)
DNS Server 1:

DNS Server 2:

Client ID (Optional)

During this step, make sure the FusionHub and ESXi servers are on the same network if Static
is selected. For example:

If the ESXi server’s IP settings are:
IP address: 10.8.9.124

Subnet mask: 255.255.0.0

Default gateway: 10.8.8.1

Configure port settings as follows:

IP address: 10.8.x.x (x denotes any integer from 2 to 254)
Subnet mask: 255.255.0.0

Default gateway: 10.8.8.1

Setup Wizard > Default Gateway > Step 5

Woadd you use this port as your default gateway’

Y5

Mo
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5. If there is more than one port on the ESXi server and you have assigned two network
adapters to this FusionHub virtual machine, the LAN port configuration dialog will be open.
The default selection is Static.

Choose a connection method for LAN port

Connection Method

Method
Static @

DHCP p

Disable )

e |[f Static is selected, the Setup Wizard will display Static IP Settings.
Enter the parameters of Static IP setting for LAN port

Static IP Settings

IP Address

Subnet Mask |255.255.255.0 [v]

e |f DHCP is selected, the Setup Wizard will display DHCP Settings.

Enter the parameters of DHCP setting for LAN port

DHCP Settings

Client ID (Optional)

e |[f Disable is selected, the Setup Wizard will move to the next step.
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Note: FusionHub virtual machines support a maximum number of two network adapters. By
default, Network adapter 1 is set as the WAN port, and Network adapter 2 is set as the LAN

port.
@ FusionHub - Virtual Machine Properties lﬂlﬂ"
{Hardware | Options | Resources | Virtual Machine Version: 8
™ show All Devices Add... | Rempve ‘
_ — 1011 GBrdl  Memory Size: | 1= [ea~]
Hardware | Summary I sizeBH e e
Memaory 1024 MB: X E
o oo - scpcal] 9 ouestOS: 1011GB. L
Viden card Viden card 128G8H - wﬂm
= VML d:vlcF Restricted 64 Gol Defauit for tus
@, co/ovD drive 1 onHub... . guestOS: 168,
= Hard disk 1 > WAN pﬂl‘t I 32 GBI _ T
=== FIQPP? drivel— 16 GE - < Eﬁtﬂs: 54 MB.
|| ®@_Network adaptert Intranet
| Network adapter2 vsub BGEB 14
! 4GBH
LAN port 266 H
1GE
512 MB
256 MB
128 MB
f 64 MB
I 32MB
16 ME
3 MB
4 MB

l:tEhl oK cancel |

6. Click Next to define a Local ID before using PepVPN. The local ID is a text string that
identifies this local unit when establishing a VPN connection. Remote units can identify this
unit using the local ID, as well as by serial number. When creating a profile on a remote unit,
this unit’s local ID must be entered into the remote unit's Remote ID field.
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Please define a local ID before using the PepWPh.
Remote umits can identify this unit by this "Local ID%, in addition to the serial number,

PepViPN Local ID

Local 1D

7. Click Next to choose the time zone of your country/region. Check Show all to display all
time zone options.

Setup Wizard > Timezone > Step 7

Choose time zone of your Country [/ Regicn,

T Sonme Saellindg s

Tt Toarne [GMT+08:00) Beipng, Chongging, Hong Kong, Unemagi El
O shew al

8. Check to make sure all settings have been configured correctly, and then click Save and
Apply Settings to confirm.

Setup Wizard > Save and Apply Setting > Final Step

Confirm the configuration below. Click Back to modify the configuration settings in previous steps. Click
Save and Apply Settings when you are done.

Summary of Configuration

Connection Method Static IP
IP Address 110.8.50.50
Subnet Mask 255.255.0.0
Default Gateway 10.8.8.1
DNS Server {10.8.8.1

No

FusionHubVM

' (GMT+08:00) Beijing, Chongging, Hong Kong, Urumgi

-

<< Back || Save and Apply Seﬂingﬂ é| Cancel ||

9. You will be redirected to the License Information dialog. The default selection for Virtual

102



peplink | PEPWAVE

Machine Model is VMware ESXi. The default License Information dialog looks similar to
the following

Setup Wizard > License > License Activation

Enter icensa information

License Key

Wirtual Machene Model

ESxi Server Address d
[Registersad mademarks afe copynghted by thesr respeciive owner)

If you are not using VMware ESXi, please select Other for the Virtual Machine \Model. In
that case, the license activation dialog will look similar to this:

Entar bcense information

License Information

License Key

Wirtual Machane Model
[Registered trademarks are copyrighted by their respective owner)

e License Key is the FusionHub license key obtained from the InControl2 webpage.
Please refer to FusionHub License Generation for details on creating this license key.

e Virtual Machine Model is the virtual machine platform on which FusionHub is
implemented. If FusionHub is implemented on a VMware ESXi Server, please select
VMware ESXi. If it is implemented on a VMware Workstation or VMware Player, please
select Other.

e ESXi Server address is the ESXi server's hostname or IP address. Note: this column is
shown only when VMware ESXi is selected.

e Click Submit after filling the form.
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10. When the license is successfully activated, you will see the following screen.

Dashboard Setup Wizard Network System Status

Setup Wizard > License > License Activation

Setup has been completad successfully!

License has been applied, FusionHub will reboot in 10 seconds.

The information shown on the FusionHub console will change to the following:
Feplink FusionHub bB.1.H build 1175

ipster Inforsat ion
] al Ho. ! 11Z24-EBBC-FEEZ
Evaluation, expiry date 2814-81-21

c settings
OHEP
IPF Address : 18.8.8.:
Subnet HMask: 2°
1At EkEay v 1b.4d.
o aerver @ 1H,
AdHin

‘zetup to configure network settings

If you have changed your computer’s IP to 169.254.x.x, please change the computer’s IP
settings so that they’re the same as your FusionHub network settings, and then connect to
FusionHub’s Web admin again.
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6. Network
6.1. LAN

Navigate to the Network > Interface > LAN, to configure the LAN connectoin settings. The
available options are:

Connection Settings

Connection Method

DHCP
\None |

e Static

Connection Settings

Connection Method

1P Address | |

Subnet Mask [255.255.255.0 (/24)  w|

Route SpeedFusion VPN traffic O

to LAN

Connection Settings

This field is to allow you to configure the specific IP address of the Fusion Hub

IP Address ihe LAN connection

Subnet Mask Select the subnet mask for LAN connection settings.

If “‘Route SpeedFusion VPN Trafic” is ticked, the field will appear and need to

Gateway configure the gateway for the LAN connection
Route . L , . .
. When this option is enabled, all traffic from SpeedFusion VPN will route to the
SpeedFusion LAN gateway
VPN Traffic '
e DHCP

Connection Settings

Connection Method

Client ID (Optional)

Route SpeedFusion VPN traffic
to LAN

Connection Settings
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Client ID This field is the optional to allow you to configure the client ID for the WAN

(Option) connection.
Route . Lo , . .
. When this option is enabled, all traffic from SpeedFusion VPN will route to the
SpeedFusion LAN gateway
VPN Traffic '
e None

Connection Settings

Connection Method

6.2. WAN

Navigate to the Network > Interface > WAN, to configure the WAN connectoin settings. The
available options are:

Connection Settings

Connection Method

Routing Mode @ W MAT
DNE Servers ® Obtain DNS server address automatically
O Usa following DNS server address(es)
DNS Server 1:
DNS Server 2:

Client ID (Cptional) |

Physical Interface Settings

MTU ®@

@ ® aute O Custom

Connection Settings

There are three possible connection methods for the WAN:

Connection
Method e Static
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Connection Method

Routing Mode

IP Address |

Subnet Mask 255.255.255.0 (/24) W

Gateway |

DNS Server 1 |

DNS Server 2 |

e DHCP

Connection Method

Routing Mode

DNS Servers ® QObtain DNS server address automatically

O use following DNS server address(es
DMS Server 1:

DNE Server 2:

Client ID {Optional) |

e PPPoE

Connection Method

Routing Mode

PPPoE User Name

Confirm PPPoE Password

|
PPPoE Password |
|
|

Service Name (Optional)

DNS Servers ® QObtain DNS server address automatically

O Use following DNS server address(es
DNS Server 1:

DNS Server 2: |

This field shows that NAT (network address translation) will be applied to the
traffic routed over the WAN connection. IP Forwarding is available when you

J’i\
click the link in the help icon.

This setting specifies the DNS (Domain Name System) servers to be used when
a DNS lookup is routed through this connection.
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6.3. Static Route

Static Route Settings

Static Route Destination Metwork Subnet Mask Gateway
255.255.255.0 (/24) ¥

This table is for defining static routing rules for the LAN segment. A static route consists of the
network address, subnet mask, and gateway address. The address and subnet mask values are
in w.x.y.z format.

Entries in this list will allow traffic to route to a different subnet that is connected to the LAN
interface. Any traffic destined for a network/mask pair will be directed to the corresponding
gateway.

6.4. DHCP Server

DHCP Server for Local Services
Enable
1P Range |-[153.254.131.254 [128.0.0.0 (/1)
DHCP Reservation Name MAC Addrass Static IP
[ iDD:DD:DD:DG:DG:DG | I+ |
NAT Remote Connection @) O Enable

DHCP Server for Local Services

DHCP server settings for profiles with NAT mode enabled.

SpeedFusion VPN peer will get IP address from this DHCP settings if profile is
Enable set to NAT mode.

You must enter DHCP server settings for NAT mode to work properly.
IP Range This is to specify the range of IP addresses that the DHCP server will lease out.

DHCP This setting reserves the assignment of fixed IP addresses on the LAN are
Reservation identified by their MAC addresses.

If enabled, remote SpeedFusion VPN connections will be NAT'd to FusionHub's
NAT Remote |P Address before deliver to internal network.

Connection Select "Enable" if DHCP IP Range is not routable in internal network.
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7. Advanced
7.1. VRF

In IP-based computer networks, virtual routing and forwarding (VRF) is a technology that allows
multiple instances of a routing table to co-exist within the same router at the same time.
Because the routing instances are independent, the same or overlapping IP addresses can be
used without conflicting with each other. To configure the VRF settings, navigate to Advanced >
VRF.

MNo VRF Defined

Save Cancel
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7.2. SpeedFusion VPN

This section will describe how to set up SpeedFusion VPN.

SpeedFusion VPN

fravy
e

.....
et
Banding AES 255

Hist ‘

 Failewwr

enaething |

Profile Remote ID Remote Address(es)

No VPN Connection Defined

Send All Traffic To

Mo SpeedFusion WPN profile selected

SpeedFusion VPN Local ID

Local ID @E

SpeedFusion VPN Settings

Layer 2 Isolation @ ] Enable

Link Failure Detection Time @ ® Recommended (Approx. 15 secs)
O Fast (Approx. & secs)
) Faster (Approx. 2 secs)

) Extreme (Under 1 sec)
Shorter detection time incurs more health checks and higher bandwidth overhead

7.2.1. Background

Peplink FusionHub securely connects one or more branch offices to your company's main
datacenter or to other branches. Data, voice, and video communications between these
locations are kept confidential across the public Internet.

FusionHub’s SpeedFusion Bandwidth Bonding feature, enabled by default, is specifically
designed for multi-WAN environments. FusionHub can bond all WAN bandwidth for routing
SpeedFusion traffic, and unless all of one site’'s WAN connections are down, the Peplink
FusionHub can keep your VPN up and running.

When supporting multiple VPN connections, FusionHub can act as a central hub that connects
branch offices. For example, if Branch Office A and Branch Office B make VPN connections to
Headquarters C, both branch office LAN subnets and the subnets behind them (e.g., static
routes) will also be advertised to Headquarters C and the other branches. In this example,
Branch Office A will be able to access Branch Office B via Headquarters C.

The local LAN subnet and subnets behind the LAN will be advertised to the VPN. All VPN
members (branch offices and the datacenter) will be able to route to local subnets.
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Note that all LAN subnets and subnets behind them must be unique. Otherwise, VPN members
will not be able to access each other.

All data can be routed over the VPN using the 256-bit AES encryption standard.

In the following sections, three FusionHub application examples illustrate how to set up your
devices.

7.2.2. Example One

Site A Remote Access to Central Server

(" MAXHD2 L'I?

/

kWAN :10.10.x.x j Data Center

\

FusionHub Video Server

Site B 172.16.31.x /
- MAX BR1 \
FusionHub
i dj:)c WAN IP:
* = 10.8.50.50
/
WAN: 10.9.x.x
N »

Figure 5.1 Remote Access to Central Server

To set up the scenario shown in Figure 5.1, we need to configure a MAX HD2 at Site A, a MAX
BR1 at Site B, and FusionHub (two network adapters are needed) at the Datacenter.

In our case, FusionHub settings (refer to Configuration Using the Setup Wizard) are as
follows:

IP address: 10.8.50.50 (static IP)

Netmask: 255.255.0.0
Default gateway: 10.8.8.1
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Local ID: FusionHubVM

eo**
pep Dashboard SFC Relay MNetwork Advanced System Status

Interfaces
AN Connection Settings

[l connection Method

Static Route Routing Mode

DHCP Server 1P Address

Subnet Mask

Gateway

DNE Server 1

DNE Server 2

A. MAX HD2 LTE configuration (Site A)
Suppose that the MAX HD2 in Figure 5.1 is configured with the following IP settings:

WAN 1 IP address: 10.10.13.49

WAN 2 IP address: 10.10.13.50
LAN IP address: 192.168.150.1

1. To configure, connect to the Web admin interface of the MAX HD2, and then navigate to
Advanced > SpeedFusion VPN.
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SpeedFusion VPN e \ i;;‘,, ,,“g \ L]

ﬂ’ InContrel management enabled. Settings can now be configured on InContral.

Profile Remote ID Remote Address(es)
No VPN Connection Defined
MNewr Profile

Send All Traffic To

MNe SpeedFusion VPN profila selected

SpeedFusion VPN Local ID

Local ID @

SpeedFusion VPN Settings

Link Failure Detection Time @ ® Recommended {Approx. 15 secs)
) Fast (Approx. & secs)
) Faster (Approx. 2 secs)

) Extreme (Under 1 sec)
Shorter detection time incurs more health checks and higher bandwidth overhead

SpeedFusion VPN Local ID

Local ID @ :

3. Enter a Local ID, such as MAX-HDZ2, for this MAX HD2, and then click OK.

SpeedFusion \

ol )
Remote units can identify this unit by this "Local ID", in
addition to the serial number.

Save Cancel

4. Click New Profile under Profile to add a new profile.
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0 H 0 g L) e gl

New Profila |

5. On the dialog displayed next, fill the form as follows:
Name — Enter a name to represent this profile. In this case, we choose FusionHub.

Remote ID — Remote ID should be the same as FusionHub's Local ID. In our case, the
FusionHub local ID is FusionHubVM.

Click Preshared Key and create a pre-shared key, which is 12345678 in our example.

Remote IP addresses — Here, we’ve entered 10.8.50.50, the FusionHub IP address.

Name @ IFusiunHub ]

Enable

Encryption | ® @z2se-vitacs O &morr
Authentication @® Remote ID / Pre-shared Key O X.509

Remote ID / Pre-shared Key Remote ID Pre-shared Key
FusionHubVM

NAT Mode U

Remote IP Address / Host 10.8.50.50
Names (Optional)

If this field is empty, this field on the remote unit must be filled

Cost ®

Data Port (O] ® avte O custom

Bandwidth Limit -

TCP Ramp Up @ 0

WAN Smoothing
Forward Error Correction
Receive Buffer ® D ms

Packet Fragmentation ® . always J Use DF Flag

6. After completing the form, click Save and then Apply Changes.
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B. MAX BR1 configuration (Site B)
Assume the MAX BR1’s IP settings are:

WAN IP address: 10.9.3.167
LAN IP address: 192.168.71.1

1. To configure the MAX BR1, connect to the MAX BR1’s Web admin interface (in our case, the
Web admin interface address is http://192.168.71.1), and then navigate to Advanced >
SpeedFusion VPN.

SpeedFusion VPN o Ve | || 22

ﬂ’ InControl management enabled. Settings can now be configured on InControl.

Profile Remote ID Remote Address(es)

Mo VPN Connection Defined

Mo SpeedFusion WPH profile salected

SpeedFusion VPN Local ID

Local ID @ i

SpeedFusion VPN Settings

Link Failure Detection Time @ ® perommendad (Approz. 15 secs)
) Fast (Approx. & secs)
) Faster (Approx. 2 secs)

) Extreme {(Under 1 sac)

Shorter detection time incurs more health checks and higher bandwidth overhead

2. Click ‘ under SpeedFusion VPN Local ID.

SpeedFusion VPN Local ID

Local ID @ :

3. Enter a Local ID, such as MAX_BR1_169B, for this MAX BR1, and then click OK.
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ol ]
Remote units can identify this unit by this "Local ID", in
addition to the serial number.

Save Cancel

4. Click New Profile under Profile to add a new profile.

0 - 0 i LI Bl B0

MNew Profile

5. On the dialog displayed next, fill the form as follows:

Name — Enter a name to represent this profile. In this case, we chose FusionHub.

Remote ID — Remote ID should be the same as FusionHub's Local ID. In our case, the
FusionHub local ID is FusionHubVM.

Click Preshared Key and create a pre-shared key, which is 23456789 in our example.

Remote IP addresses — Here, we’ve entered 10.8.50.50, the FusionHub IP address.
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Name

Enable

Encryption O] ® @ose-vit acs O dorF

Authentication ® Remote ID / Pre-shared Key

Remate ID / Pre-shared Key Remote ID Pre-shared Key
|Fu5ic-nHu|:r'l..l'M

MAT Mode ]

Remote IP Address f Host 10.8.50.50
Names {Optional)

If this field is empty, this field on the remote unit must be filled

Cost @

Data Part @) ® aute O custom| |
Bandwidth Limit

WAN Smocthing @

Forward Error Correction

Receive Buffer @ D ms

Packet Fragmentation @ ® Always ) Use DF Flag

6. After completing the form, click Save and then Apply Changes.

C. FusionHub configuration (DataCenter)
In our example, the IP address of the ESXi server is 10.8.9.24/16, and the FusionHub IP
address is 10.8.50.50/16.

1. To configure FusionHub, connect to the FusionHub Web admin interface (http://10.8.50.50)
again. Then, navigate to Advanced > SpeedFusion VPN.

117



peplink | PEPWAVE

Hist
" Failerwar F

SpeedFusion VPN

-----
-
Senacthing Bondirsg MES 256

Profile Remote ID Remote Address(es)

Mo VPN Connection Defined

SpeedFusion VPN Local ID

Local ID )| FH-D7C3

SpeedFusion VPN Settings

Layer 3 Isolation @ [ Enable

Link Failure Detection Time @ ® Recommended (Approx. 15 secs)
) Fast (Approx. & secs)
) Faster (Approx. 2 secs)

) Extreme (Under 1 sec)
Shorter detection time incurs more health checks and higher bandwidth overhead

2. To add a new profile, click the New Profile button. On the dialog displayed next, fill the form
as follows:

Name — Enter a name to represent this profile. In this case, since we’re adding the MAX
HD2 to Site A, we chose Site A.

Remote ID — Remote ID should be the same as the MAX HD2's Local ID. In our case, the
MAX HD2’s local ID is MAX-HD2.

Click Preshared Key, and then enter the same pre-shared key used with the MAX HD2,
12345678 in our example.
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Enable

Encryption

Authentication ® Remote ID f Pre-shared Key ) X.50%

Remaote ID / Pre-shared Key Remote ID Pre-sharad Key

|HAK'HD2 | Ty

F

Allow shared Remote ID

NAT Mode

Remote IP Address / Host
Mames [Optional)

Cost ®

Data Port Q) ® auto O Custom

Bandwidth Limit

TCP Ramp Up

WAN Smoothing
Forward Error Correction
Receive Buffer @ I:l ms

Packet Fragmentation @ ® always ) Use DF Flag

3. After completing the form, click Save and then Apply Changes.
4. Click New Profile again to add the MAX BR1 to Site B.

Name — Enter a name to represent this profile. In this case, since we’re adding the MAX
BR1 to Site B, we chose Site B.

Remote ID — Remote ID should be the same as the MAX BR1's Local ID. In our case, the
local ID is MAX-BR1-169B.

Click Preshared Key and enter the same pre-shared key used with the MAX BR1,
23456789 in our example.

5. After completing the form, click Save and then Apply Changes.
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SpeedFusion VPN Pro

Authentication ® Remote ID / Pre-shared Key O X.509

Remote ID / Pre-shared Key Remote ID | Pre-shared Key
[MAx-BRi-1568 ||......

F

Allows shared Remote ID

NAT Mode

Remote IP Address f Host
Names {Optional)

Cost

Data Port

Bandwidth Limit

TCP Ramp Up

WAN Smoothing

Forward Error Correction

Receive Buffer

Packet Fragmentation

SpeedFusion VPN
|| Established
|| Established

7. In order to make a direct link between FusionHub and the video server shown on the

right-hand side of Figure 5.1, we need to add one more port (a network adapter) to
FusionHub’s virtual machine.
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Adding a network adapter when using ESXi server
a. Login to the ESXi server again, and then power off the FusionHub virtual machine. Next,
click Edit virtual machine settings. On the FusionHub — Virtual Machine Properties
dialog, click Add to add another network adapter.

(3 FusionHub - Virtual Machine Properties - EE)
Hardware | Options | Resources | Virtual Machine Verson: 3
- Memory Configuration 2
™ show Al Devices Add,.. I REmE |
1011 GB Hw-wﬁml = |59ﬂ
H-m" | Sumemary |l 512 GR e
Memory 1024 M8 4 g
=] Ty 1 254 GR guest 05 4GB, o
Video card Video card 128 6B N i S
= VMOl device Restricted
recommended for this
= Hard disk 1 Virtual Disk wdsnd < wmclm.
ﬁ CD/DVD drive 1 [datastorel]FusienHub... 32 eb i Sed fior this
B Metwork adepter 1 Internat 15 GB A puest 052 64ME.
ﬂ Flappy drive 1 Client Devies
BGH g
4GE
2GH
1068
512 MB
256 MEB
128 ME
&4 ME
32 MB
16 ME
1 ]
4 ME
I 1
A
=

b. Select Ethernet Adapter, and then click Next.
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= s ———
(D Add Hardware __-__] —— -

| Device Type
| What sort of device do you wish to add to your virbual macdhine?

Device Type Choose he type of devios you wish bo add
Hebwork connection
Ready o Complebe — Brifer=aton

iy SC51 Device (unavadabie)

This deswice can be added fo thes Virbual Machine.

c. Select a network and adapter from the drop-down menus, and then click Next.
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() Add Hardware

- ——

| Ready to Complete

Aeview the selected opbons and didk Fesh o sdd $he hardware.

Pevie Tvpe
Riadwork Sorrmition
Ready to Complete

;

el

Hardwang Type:! Ethemet Adapier

Adagter Typee: E LD
Hetwork Confedton: BRL1LAN
Correct At power e Yes

d. Click Finish and then OK to save your settings.
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T ——
(5) Add Hardware - ] —

| Mebwork Type
| What type of network do you want to add?

Device Type -~ Adspter Type
MNetwark connection Type: |Em :|
Ready to Complate

Adapter cholce can affect both networking performance and migration compatibility.
Cansult the VMware KnawledgeBase farmors information on choosing amaong the
network adapters supponedfor various guest operating systems and hosts,
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Adding a network adapter when using VMware Workstation

a. Power off the FusionHub virtual machine and select Edit > Virtual Network Editor

View VM Tabs Help

Cut
Copy
Paste

g Virtual Metwork Editor..
Preferences...

Ctrl+X n | O

Ctrl+C
curoy | 0 Fusiontiub x |

nHub

Ctri+P

o Shared VMs

= this virtual machine

[ Edit virtual machine settings

£ Upgrade this virtual machine

* Devices
. Memory 1GB
[ Processors 1
iHard Disk (IDE) 12 ME
&4 C0/DVD (IDE)
E Floppy Using drive A:

ﬁNetwolk Adapter Bridged (Autom...

WIDisplay 1 meniter

+ Description

Type here to enter a description of this
wvirtual machine.

Using file Fusion...

= Virtual Machine Details
State: Powered off
Configuration file: C:\Users\Admin\DocumentsiVirtual
Machines'FusionHub'\FusionHub.vmx
Hardware compatibility: Workstation 8.0 virtual machine

b. Under VMnet Information, select VMnet0 and check Bridged (connect VMs directly to

the external network). Select the appropriate network adapter from the drop-down
menu and click OK.
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&8, 2.0

4 | 8 =D

VYivnetd MAT MAT Connected 192.168.153.0

| Add Network... | |Remove Network |

| | Automatic Settings... |

MNAT Settings...
|| Connect a host virtual adapter to this network
Host wirtual adapter name: Yiware Network Adapter Yinet0
_}mmwmwﬁmmmmmmm i DHCP Settings. ..
Subnet [Pz . : i Subnet mask:
| [Restore Defut [ ok ]| cancel || apply || Hep |

c. Click Add Network.

126



peplink | PEPWAVE

Mame Type External Connection Host Comnection  DHCP Subnet Address
VMnetd  Bridged  Realtek PCle GBE Family Co... - - A

VMnetl  Host-only - Connected Enabled  192.168.2.0
VMnets  NAT NAT Connected Enabled  192.168.159.0

VMnet Information
@ Bridged (connect WMs directly to the external network)

Bridged to: |Realtek PCle GBE Famiy Controler =] [Automatic Settings...
{7) NAT (shared host's IP address with VMs) | NAT Settings...

() Host-only (connact VMs internally in a private network)

[ | Connect a host virtual adapter to this network
Host virbual adapter name: Vidware Network Adapter Viinet

jmwwmmemmmﬂmaﬁﬂsmm l_DHg_PScitng_s...

Subnet [P : E 4 Subret mask:

E

d. On the Add a Virtual Network dialog, select a network to add from the drop-down menu
and click OK. In this example, we selected VMnet2.

Add a Virtual Metwork

P
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e. Select the VMnet2 network added in the previous step and check Bridged (connect
VMs directly to the external network). Click OK to apply changes.

MName Type External Connection Host Connection ~ DHCP Subnet Address
VivinetD Bridged Realtek PCle GBE Family Co... - -
ViMnetl Host-only - Connected Enabled 192, 168.2.0

e

": ridged to: | HighSpeed LISB-Et
(©) NAT (shared host's IP address with VMs) | NAT Settings...
() Host-only (connect YMs internally in a private metwork)

[ Connect a host virtual adapter to this network

Haost virtual adapter name: Viware Network Adapter Yinet2

[ Use local DHCP service to distribute [P address to VMs | DHCP Settings...

Subnet IP: . . . Subnet mask:
| minaieid L T

f. Click FusionHub and select Edit virtual machine settings. On the Virtual Machine
Settings dialog, select Network adapter. Check Custom: Specific virtual network and
select VMnet0O (Bridged). Then click Add to add another network adapter.
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Device stabus

1

Mmooy 168 L] Gonnected
[ rrocessors 1 [W] Connect at power on |
= Hard Disk; (IDE) 12ME

MNetwork connecton

..... i s (£ Bridged: Connected directly to the physical network
|| Riephcate physical network connechon state

[ ad.. |[ memove |

ok J[ comced |[ reo |

g. Select Network Adapter and click Next.
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-
Add Hardware Wizard =

Hardware Type
' What type of hardware do you want to install? [
Hardware types: Explanation
aﬁyd I:uir. Add a network adapter. l:

< Back Next> || cCancel |

E_—_—.

_’_.

h. Check Custom: Specific virtual network and select VMnet2 (Bridged) from the
drop-down menu. Click Finish to complete the network adapter addition process.
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F

Add Hardware Wizard n

Network Adapter Type
' What type of network adapter do you want to add? .

MNetwark connection

() Bridged: Connected directly to the physical network
|| Replicate physical network connection state

() NAT: Used to share the host's IP address

) Host-only: A private network shared with the host

e 1:m'|: '

Device status
V| Connect at power on

Adding a network adapter when using VMware Player

The Virtual Network Editor is not available in VMware Player. If you want to test this example
with VMware Player, first add a virtual network editor to VMware Player. Then follow the steps
described in VMware Workstation to modify and add network adapters. For details on adding a
virtual network editor to VMware Player, refer to
http://www.eightforums.com/virtualization/5137-how-add-virtual-network-editor-vmware-player-2.
html#post275406
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8. After adding one or more network adapters to the FusionHub virtual machine, select
FusionHub again. Click Power on the virtual machine, and then reconnect to the
FusionHub Web admin interface. Navigate to Network > LAN.

Connection Settings

Connection Method

9. Once you've set up the LAN port, click Save and then Apply Changes. In this case, the IP
address of Port 2 is 172.16.31.100.

Connection Settings

Connection Method

IP Address 1172.16.31.100 |
Subnet Mask | 255.240.0.0 v
Gateway [172.16.31.259 |
Route PepVPN traffic to @

LAN

10. To set up the video server as shown in Figure 5.1, enter 172.16.31.x as its IP address, and
then set the default gateway so that it is the same as the IP address of FusionHub's port (in
this example, the video server’s default gateway address is 172.16.31.100). Finally, directly
link the video server and FusionHub Port 2 with one network cable.
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Site B

MAX BR1

WAN: 10.9.x.x

Remote Access to Central Server

Data Center

f B

FusionHub Video Server

\ 172.16.31.x }

FusionHub
WAN |P:
10.8.50.50

Figure 5.1 Remote access to central server
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7.2.3. Example Two

Offices Interconnect and Internal Server Access

Head Quarter

/ Head Quarter \
LAN:

Firewall / 192.168.200.x

WAN: 10.9.x.x

. Router
192.168.71.x
Office B intemet FusionHub
WAN: N
10.8.x.X —
FusionHub
10.10.x.x WAN [P:

192.168.200.12

192. 168 150.x

Internal Server

.._Q
- /

Figure 5.2 Offices interconnect

In this example, the hosts located at Office A want to communicate with the host located at
Headquarters.

Case one: Supposing that network access is always made from Office A to Headquarters, setup
your devices as follows:

A. MAX BR1 Settings

The settings for the MAX BR1 in Office A are the same as those in the first example, except that
the Remote IP Address/Host Names Optional item in the PepVPN profile for FusionHub

should be changed to the IP address of the firewall/router .
MAX BR1 Setting: Advanced > SpeedFusion VPN > Profile > FusionHub
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Enable

Encryption

Authentication ® Remote ID / Pre-shared Key O X.503

Remote ID / Pre-shared Key Remote ID Pre-chared Key |
[FusionHubWM | ||| + |

Allow shared Remote ID

NAT Mode

Remate IP Address / Host Type the IP Address of Firewall/Router

Names (Optional)

If this field is empty, this field on the remote unit must be filled

Cost

Data Port O ® aute O custom

Bandwidth Limit

TCP Ramp Up

WAN Smocthing @
Forward Error Correction
Receive Buffer @ I:l ms

Packet Fragmentation @ ® Always ) Use DF Flag

B. FusionHub Configuration Settings

The FusionHub settings are also the same as those used in the first example, except that we
need only one FusionHub port in this example. Therefore, if you have added a second port
during Example One, please complete the following steps to remove one port:

1. Power off the FusionHub
2. Remove the network adapter added in Example One
3. Power on the FusionHub

Next, connect to the FusionHub Web admin interface. Navigate to Network > Interface > WAN.

Check the box under SpeedFusion VPN Peers Access Internal Network to enable it. To save
your changes, click OK and then Apply Changes.
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Connection Settings

Connection Method

Routing Mode Q] ® nat

1P Address [132.168.200.12 |

Subnet Mask [255.255.255.0 (/24) |

Gateway [132.168.1.1 |

DNS Server 1 [192.168.1.1 |

DNS Server 2 | |

SpeedFusion VPN Peers Access Internal N

o

Physical Interface Settings

MTU @

@ ® puto O) Custom

Check NAT Mode in the SpeedFusion VPN profile for FusionHub.

C. Firewall/Router settings

Forward UDP port 4500 to FusionHub (192.168.200.12, in our example). Then forward TCP
port 32015 to FusionHub (192.168.200.12, in our example).

Case two: Supposing that network access needs to be available on both sides:
Follow the same steps in case one except in Step 2 do not check NAT Mode in the PepVPN
profile for FusionHub.

Configuring the hosts located on the Headquarters LAN

In Figure 5.2, the host located on the Headquarters LAN is a PC named Internal Server. In this
example, you would need to add a static return route on this PC. For a PC running Windows,
the command to add a static route is route add -p <MAX BR1 LAN's network> <MAX BR1's
netmask> <FusionHub's local IP address>.

Example: > route add -p 192.168.71.0 mask 255.255.255.0 192.168.200.12 (assuming
FusionHub's local IP is 192.168.200.12). Here, -p makes the added route persistent across
system reboots. This option is not supported in Windows 95.

NOTE: If you use a Peplink product as your firewall/router in this example, you will need to
disable all PepVPN with SpeedFusion profiles.
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7.2.4. Example Three

Country A Public VPN Access /
Location Dependent Content Access
/‘

Qdd R
10 %3

CountryC

CountryB FusionHub \
/_ MAXHD2 \
g— o FusionHub
“ : WAN IP:
10.10.x.x Contentonly available 10.8.50.50
N »
to Country C

L v

Figure 5.3 Public VPN Access / Location Dependent Content Access

In this case, the settings of the MAX BR1 in Country A and the MAX HD2 in Country B are
similar to those settings in the first example. However, the following changes must be made:
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A. MAX BR1 Configuration Settings

1. Navigate to Advanced > SpeedFusion VPN, and then click under Send All Traffic
To.

S
AR
 Smoathing

SpeedFusion VPN o

HES Z5E

Hat
. Failover

'ﬂ’ InContrel management enabled, Settings can now be configured on InControl.

Profile Remote ID Remote Address{es)

No VPN Connection Defined

end All Traffic To

Mo SpeedFusion WPH profile selectad
SpeedFusion VPN Local ID

Local ID @)

2. On the dialog displayed next, check the box under Send All Traffic To. Select FusionHub
from the drop-down menu. Here, FusionHub is the profile name. Next, set DNS server to
the same address used by FusionHub's DNS server, which is 10.8.8.1 in this example. To
save your changes, click OK and then Apply Changes.

send All Traffic To ﬂ

Send All Traffic

Send All Traffic To |_
OME Server

[ Backup Site

Save Cancel
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B. MAX HD2 Configuration Settings
1. Navigate to Advanced > SpeedFusion, and then click under Send All Traffic To.

SpeedFusion VPN

RV AVl
WAN
|, Smpathing

AES 256

Hat
| Failover

a’ InContrel managament enabled, Settings can now be configured on InControl.

Profile Remote ID Remote Address(es)

No VPN Connection Defined

end All Traffic To

Mo SpeedFusion WPN profile selected

SpeedFusion VPN Local ID

Local ID @)

2. On the dialog displayed next, check the box under Send All Traffic To. Select FusionHub
from the drop-down menu. Here, FusionHub is the profile name. Next, set DNS Server to
the same address used by FusionHub's DNS server, which is 10.8.8.1 in this example. To
save your changes, click OK and then Apply Changes.

Send All Traffic To ﬂ

Send All Traffic

Send All Traffic To |_
DOMNS Server

] Backup Site

Save Cancel

The FusionHub settings are also similar to those settings in the first example, except that we
need only one FusionHub port in this example. Enabling SpeedFusion VPN Peers Access
Internal Network is not needed here, so we’ve left the box unchecked.

SpeedFusion VPN Peers Access Internal Network
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7.3. IPsec VPN

IPsec VPN functionality securely connects one or more branch offices to your company's main
headquarters or to other branches. Data, voice, and video communications between these
locations are kept safe and confidential across the public Internet.

All Peplink products can make multiple IPsec VPN connections with Peplink routers, as well as
Cisco and Juniper routers.

Note that all LAN subnets and the subnets behind them must be unique. Otherwise, VPN
members will not be able to access each other.

All data can be routed over the VPN with a selection of encryption standards, such as 3DES,
AES-128, and AES-256.

To configure, navigate to Advanced > IPsec VPN.

Mo IPsec VPN Profile Defined.
[ MNew Profile ]

Peplink IPsec only supports network-to-network connection with Cisco, Juniper or Peplink devices.

Click the New Profile button to create new IPsec VPN profiles that make VPN connections to
remote Peplink, Cisco, or Juniper Routers via available WAN connections. To edit any of the
profiles, click on its associated connection name in the leftmost column.
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Name |

Active (

IKE Version ® IKEvl O IKEv2

Connect Upon Disconnection & [WAN ~ |
of

Remote Gateway IP Address / ( |
Host Name

Local Networks Bl O | |

Remote Networks Metwork Subnet Mask
| | |[255.255.255.0 (/24) v +*

Authentication @® Preshared Key O X.500 Certificate

Mode ® Main Mode (All WANs need to have Static IP)
) Aggressive Mode

Force UDP Encapsulation | J

Preshared Key |
Hide Characters

Local ID ( |
Remote ID 2) |
Phase 1 (IKE) Proposal 1[AES-256 & SHAL v |

2 |----- w |
Phase 1 DH Group 1

2
Phase 1 SA Lifetime | 3600 | seconds
Phase 2 (ESF) Proposal 1|AES-256 & SHAL v |

2 [ v
Phase 2 PFS Group
Phase 2 SA Lifetime | 28800 | seconds

Save Cancel

IPsec VPN Profile Settings

This field is for specifying a local name to represent this connection

Name !
profile.

When this box is checked, this IPsec VPN connection profile will be

Active enabled. Otherwise, it will be disabled.

IKE Version  Choose the IKE version that is used to establish a security association
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(SA) in the IPsec protocol.

Connect Upon Check this box and select a WAN to connect to this VPN automatically
Disconnection when the specified WAN is disconnected. To activate this function, click

of the button next to the “Active” option.

Remote
Gateway IP  Enter the remote peer’s public IP address. For Aggressive Mode, this is
Address / Host optional.
Name

Select or add required local networks for IPsec site-to-site VPN
connection.

Using NAT, you can map a specific local network / IP address to another,
and the packets received by remote gateway will appear to be coming
from the mapped network / IP address. This allows you to establish IPsec
connection to a remote site that has one or more subnets overlapped
with local site.

Two types of NAT policies can be defined:

Local Networks One-to-One NAT policy: if the defined subnet in Local Network and NAT
Network has the same size, for example, policy "192.168.50.0/24 >
172.16.1.0/24" will translate the local IP address 192.168.50.10 to
172.16.1.10 and 192.168.50.20 to 172.16.1.20. This is a bidirectional
mapping which means clients in remote site can initiate connection to the
local clients using the mapped address too.

Many-to-One NAT policy: if the defined NAT Network on the right hand
side is an IP address (or having a network prefix /32), for example, policy
"192.168.1.0/24 > 172.168.50.1/32" will translate all clients in
192.168.1.0/24 network to 172.168.50.1. This is a unidirectional mapping
which means clients in remote site will not be able to initiate a connection
to the local clients.

Remote

Enter the LAN and subnets that are located at the remote site here.
Networks

To access your VPN, clients will need to authenticate by your choice of
Authentication methods. Choose between the Preshared Key and X.509 Certificate
methods of authentication.

Choose Main Mode if both IPsec peers use static IP addresses. Choose

Mode Aggressive Mode if one of the IPsec peers uses dynamic |P addresses.

Force UDP For forced UDP encapsulation regardless of NAT-traversal, tick this
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Encapsulation checkbox.

This defines the peer authentication pre-shared key used to authenticate
Pre-shared Key this VPN connection. The connection will be up only if the pre-shared
keys on each side match.

Cert::ii':t:t? em Available only when X.509 Certificate is chosen as the Authentication
encode dF)) method, this field allows you to paste a valid X.509 certificate.

In Main Mode, this field can be left blank. In Aggressive Mode, if
Local ID Remote Gateway IP Address is filled on this end and the peer end, this
field can be left blank. Otherwise, this field is typically a U-FQDN.

In Main Mode, this field can be left blank. In Aggressive Mode, if
Remote ID Remote Gateway IP Address is filled on this end and the peer end, this
field can be left blank. Otherwise, this field is typically a U-FQDN.

In Main Mode, this allows setting up to six encryption standards, in

Phase 1 (IKE) descending order of priority, to be used in initial connection key

Proposal negotiations. In Aggressive Mode, only one selection is permitted.
This is the Diffie-Hellman group used within IKE. This allows two parties
Ph 1 DH to establish a shared secret over an insecure communications channel.
gsrf)up The larger the group number, the higher the security.

Group 2: 1024-bit is the default value.
Group 5: 1536-bit is the alternative option.

Phase 1 SA This setting specifies the lifetime limit of this Phase 1 Security
Lifetime Association. By default, it is set at 3600 seconds.

In Main Mode, this allows setting up to six encryption standards, in

Phase 2 (ESP) descending order of priority, to be used for the IP data that is being

Proposal transferred. In Aggressive Mode, only one selection is permitted.
Perfect forward secrecy (PFS) ensures that if a key was compromised,
the attacker will be able to access only the data protected by that key.
None - Do not request for PFS when initiating connection. However,
Phase 2 PFS since th.ere is no valid re_ason to refuse PFS, the system will glloyv the
Group connection to use PFS if requested by the remote peer. This is the

default value.

Group 2: 1024-bit Diffie-Hellman group. The larger the group number,
the higher the security.

Group 5: 1536-bit is the third option.

Phase 2 SA This setting specifies the lifetime limit of this Phase 2 Security
Lifetime Association. By default, it is set at 28800 seconds.
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7.4. GRE Tunnel

Generic Routing Encapsulation (GRE) is a tunneling protocol that can encapsulate a wide
variety of network layer protocols inside virtual point-to-point links over an Internet Protocol
network. A GRE tunnel is similar to IPSec or PepVPN.

To configure a GRE Tunnel, navigate to Advanced > GRE Tunnel.

GRE Tunnel Profiles Remote Metworks

Mo GRE profile defined

Click the New Profile button to create new GRE tunnel profiles that establish tunnel
connections to remote tunnel endpoints via available WAN connections. To edit a profile, click
on its associated connection name in the leftmost column.

GRE Tunnel Profile

Mame I |

Active

Remote GRE IP Address |

Tunnel Local IP Address |

Tunnel Remote IP Address |

Tunnel Subnet Mask ® Auto
[ |255.255.255.0 (/24) W |

Connection | VAN W |

Remote Netwaorks Matwork [Subnet Mask |
| ||| 255.255.255.0 [/24) v||| + |

Save Cancel

GRE Tunnel Profile Settings

This field is for specifying a name to represent this GRE Tunnel connection
profile.

Name

When this box is checked, this GRE Tunnel connection profile will be

Active enabled. Otherwise, it will be disabled.

Remote GRE IP

This field is for entering the remote GRE’s IP address.
Address

Tunnel Local IP This field is for specifying the tunnel source IP address.
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Address

Tunnel Remote

IP Address This field is for specifying the tunnel destination IP address

Tunnel Subnet This field is to select the subnet mask that is to be used for the GRE
Mask tunnel.

Connection Select the appropriate WAN connection from the drop-down menu.

Remote

Input the LAN and subnets that are located at the remote site here.
Networks

7.5. OpenVPN

OpenVPN is a site to site VPN mode that can encapsulate a wide variety of network layer
protocols inside virtual point-to-point links over an Internet Protocol network.

To configure a OpenVPN, navigate to Advanced > OpenVPN and click the New Profile.

OpenVPN Profile Settings

Name |

Active

------------------------------------------------------------------------------------

OpenVPM Profile

____________________________________________________________________________________

protocol: port:

Login Credential (Optional) Usernama:
Password:

Hide Characters

[wam 1 [

Save Cancel
OpenVPN Profile Settings
Name This field is for specifying a name to represent this OpenVPN profile.
Active When this box is checked, this OpenVPN connection profile will be

enabled. Otherwise, it will be disabled.
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OpenVPN Profile Upload the OpenVPN configuration (.ovpn) file from your service provider.

Login Credential This option is an optional for you to enter the username and password to
(Optional) login for the OpenVPN connection if the profile need to login.

Connection Select the appropriate WAN connection from the drop-down menu.

7.6. Port Forwarding

FusionHub can act as a firewall that blocks, by default, all inbound access from the Internet.
Inbound port forwarding rules can be defined at Advanced > Port Forwarding.

IP Address(es) Server Protocol

No Services Defined

| Add Service

To define a new service, click Add Service.

Port Forwarding

Enable

Service Name | |

Protocol |TcP w| €[ :: Protocol Selection 11

Port | Any Part w |

Inbound IP Address(es) Ao = ail Cluar
[Require at least one IP
address) [ wan

[l pepvPM

Server IP Address

Save Cancel

Port Forwarding Settings

This setting specifies whether the inbound service takes effect. When Enable
is checked, the inbound service takes effect: traffic is matched and actions are

Enable taken by the FusionHub based on the other parameters of the rule. When this
setting is disabled, the inbound service does not take effect: device disregards
the other parameters of the rule.

This setting identifies the service to the system administrator. Valid values for

Service Name this setting consist of only alphanumeric and underscore “_” characters.
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The Protocol setting, along with the Port setting, specifies the protocol of the
service as TCP, UDP, ICMP, or IP. Traffic that is received by the unit via the
specified protocol at the specified port(s) is forwarded to the LAN hosts
specified by the Servers setting. Please see below for details on the Port and

Protocol Servers settings. Alternatively, the Protocol Selection Tool drop-down menu
can be used to automatically fill in the protocol and a single port number of
common Internet services (e.g. HTTP, HTTPS, etc.). After selecting an item
from the Protocol Selection Tool drop-down menu, the protocol and port
number remain manually modifiable.

The Port setting specifies the port(s) that correspond to the service, and can
be configured to behave in one of the following manners:

Any Port, Single Port, Port Range, Port Map, and Range Mapping
|

Any Port: all traffic that is received by the unit via the specified protocol is
forwarded to the servers specified by the Servers setting. For example, with
IP Protocol set to TCP, and Port set to Any Port, all TCP traffic is forwarded
to the configured servers.

Port t’i‘: Single Port v Service Port: ‘

Single Port: traffic that is received by the unit via the specified protocol at the
specified port is forwarded via the same port to the servers specified by the
Servers setting. For example, with IP Protocol set to TCP, and Port set to
Single Port and Service Port 80, TCP traffic received on port 80 is forwarded
to the configured servers via port 80.

Port Port ©) Service Ports: 30 |- ‘

Port Range: traffic that is received by the unit via the specified protocol at the
specified port range is forwarded via the same respective ports to the LAN
hosts specified by the Servers setting. For example, with IP Protocol set to
TCP, and Port set to Port Range and Service Ports 80-88, TCP traffic
received on ports 80 through 88 is forwarded to the configured servers via the
respective ports.

Port @)| port Mapping  * Service Port:
Map to Port:

Port Mapping: traffic that is received by the unit via the specified protocol at
the specified port is forwarded via a different port to the servers specified by
the Servers setting.

For example, with IP Protocol set to TCP, and Port set to Port Mapping,
Service Port 80, and Map to Port 88, TCP traffic on port 80 is forwarded to
the configured servers via port 88.

(Please see below for details on the Servers setting.)
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o e T
Map to Ports: [s8 |-

Range Mapping: traffic that is received by the unit via the specified protocol
at the specified port range is forwarded via a different port to the servers
specified by the Servers setting.

Inbound IP  This setting allows you to select the connection(s) and IP address(es) that are
Address(es) to be listened from.

Enter the server IP address where the inbound traffic should be forwarded to.
Server IP

Address This unit will act as a virtual server listening to requests from the WANSs. It
forwards requests to the server that is entered in this field.
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8. QoS
8.1. Application

Application Priority

Mo Applications Defined

Define the priority level of selected applications. Available priorities are High, Normal, and Low.
Applications not defined in the table are assigned a "Normal" priority level.

System supports detecting various application traffic by inspecting the packets' content. Select
an application by choosing a supported application, or by defining a custom application
manually. The priority preference of supported applications is placed at the top of the table.
Custom applications are at the bottom.

Click the Add button to define an application's priority. Click the button X to delete the
application in the corresponding row. Click on a custom application's name to edit.

Add / Edit Application

Type @ ® Supported Applications ' Custom Applications

Category ® [Audio Video Streaming w |

Application [ 1Kxun w |

0K Cancel

When the Supported Applications is selected, the device will inspect network traffic and
prioritize the selected application. Alternatively, you can select the Custom Applications and
define the application by supplying the protocol/scope, port number, and DSCP value. You can
choose the Category of the application and the Application name from the below list.

PepVPN Traffic Optimization

Enable

Enabling the PepVPN Traffic Optimization is to allow PepVPN traffic to have highest priority
when WAN is congested.
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9. Firewall

A firewall is a mechanism that selectively filters data traffic between the WAN side (the Internet)

and the LAN side of the network. It can protect the local network from potential hacker attacks,
access to offensive websites, and/or other inappropriate uses.

The firewall functionality of device supports the selective filtering of data traffic in both directions:

Outbound (LAN to WAN)
Inbound (WAN to LAN)

Internal Network (VLAN to VLAN)
Local Service

The firewall also supports the following functionality:

e Intrusion detection and DoS prevention
e Web blocking

With SpeedFusion™ enabled, the firewall rules also apply to VPN tunneled traffic. The Firewall
function can be found at Advanced > Firewall.

9.1. Access Rules

Outbound Firewall Rules

The outbound firewall settings are located at Advanced > Firewall > Access Rules.

Outbound Firewall Rules (¥ Drag and drop rows by the left to change rule order

E test

Default

Protocol |Source Destination Action

Ay Any Any (% ]

Any Any Any ﬂ

| Add Rule |

To enable or disable the Outbound Firewall to manage device local network traffic, click on the
help icon @and click here, the sceen will shows below.
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Outbound Firewall Rules (4D

__-

A Device local network traffic is now managed by Outbound Firewall Rules

Add Rule

To utilize the Outbound Firewall Rule to block the Peplink device from contacting InControl 2. may refer to the link
below:

https://forum.peplink.com/t/fag-prevent-device-reaching-incontrol-2./6 3f48fdfd466df34ab4 7555/

Click Add Rule to display the following screen:

Add a New Outbound Firewall Rule

New Firewall Rule

Rule Name

Enable v

Protocol ) |Any v |(-| :: Protocol Selection Tool :: ¥

Source IP & Port || Any Address ¥
Destination IP & Port || Any Address ¥

Action ® allow O Deny

Event Logging &9 [ Enable

Save Cancel

Inbound Firewall Rules
The inbound firewall settings are located at Advanced > Firewall > Access Rules.
(W Drag and drop rows b

Protocol |WAN Source Destination Action

Ay Any Any Any E‘J (% ]

Any Any Any Any (]
Add Rule

Inbound Firewall Rules

Click Add Rule to display the following window:
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Add a New Inbound Firewall Rule 8

New Firewall Rule

Rule Name |

Enable @

WAN Connection ?
Protocol |An~,r v |(-| :: Profocol Selection Tool @ ¥
Source 1P & Port
Destination IP & Port

Action ® Allow ' Deny

Event Logging [J Enable

Save Cancel

Internal Network Firewall Rules
The Internal Network firewall settings are located at Advanced > Firewall > Access Rules.

Internal Network Firewall Rules

Protocol Destination Action
Any Any Any E‘j III
Anvy Any Any o

Add Rule

Click Add Rule to display the following window:

Add al Internal I i | Rule

New Firewall Rule

Rule Name |

|Any V|(—| :: Protocol Selection 1w

|Any Address V|

|Any Address V|

® allow O Deny

[J Enable

Save Cancel
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Inbound / Outbound / Internal Network Firewall Settings

Rule Name

Enable

Protocol

Source and Port

Destination and
Port

This setting specifies a name for the firewall rule.

This setting specifies whether the firewall rule should take effect.

If the box is checked, the firewall rule takes effect. If the traffic matches the
specified protocol/IP/port, actions will be taken by this unit based on the
other parameters of the rule.

If the box is not checked, the firewall rule does not take effect. The unit will
disregard the other parameters of the rule.

This setting specifies the protocol to be matched.
Via a drop-down menu, the following protocols can be specified:

e Any

e TCP
e UDP
e ICMP
e DSCP
e IP

Alternatively, the Protocol Selection Tool drop-down menu can be used
to automatically fill in the protocol and port number of common Internet
services (e.g., HTTP, HTTPS, etc.)

After selecting an item from the Protocol Selection Tool drop-down
menu, the protocol and port number remains manually modifiable.

This specifies the source IP address(es) and port number(s) to be matched
for the firewall rule. A single address, or a network, can be specified as the
Source IP & Port setting, as indicated with the following screenshots:

Source IP & Port

@ Single Address v |IP:
|s-ngle Port v |Pnrt:

@ Network

Port Range ¥ |Part: 80

Destination IP & Port v [IP: Mask: | 255,255.255.0 (/24) v

In addition, a single port, or a range of ports, can be specified for the
Source settings.

This specifies the destination IP address(es) and port number(s) to be
matched for the firewall rule. A single address, or a network, can be
specified as the Destination IP & Port setting, as indicated with the
following screenshots:

Source IP & Port

® Single Address ¥ [IP:

|S-ngle Port T |Port:

@ MNetwork

Port Range ¥ |Port: B0

Destination IP & Port v Ip: Mask: | 255,255.255.0 (/24) ¥

In addition, a single port, or a range of ports, can be specified for the
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settings.

This setting specifies the action to be taken by the router upon
encountering traffic that matches the both of the following:

e Source IP & port
e Destination IP & port

With the value of Allow for the Action setting, the matching traffic passes
hrough the unit (to be routed to the destination). If the value of the Action
setting is set to Deny, the matching traffic does not pass through the unit
(and is discarded).

Action

This setting specifies whether or not to log matched firewall events. The
logged messages are shown on the page Status>Event Log. A sample
message is as follows:

Aug 13 23:47:44 Denied CONN=Ethernet WAN SRC=20.3.2.1
DST=192.168.1.20 LEN=48 PROTO=TCP SPT=2260 DPT=80

Event Logging e CONN: The connection where the log entry refers to
SRC: Source IP address

DST: Destination IP address

LEN: Packet length

PROTO: Protocol

SPT: Source port

DPT: Destination port

Click Save to store your changes. To create an additional firewall rule, click Add Rule and
repeat the above steps.

To change a rule’s priority, simply drag and drop the rule:

e Hold the left mouse button on the rule.
e Move it to the desired position.
e Drop it by releasing the mouse button.

Outbound Firewall Rules (Wprag and drop rows to change rule order)

Protocol |Source IP Destination IP
Port Port

Any

£

‘,3 No web access Qe
-
No FTP access 'ST?P
+3

Default

Deny | X |

Add Rule |

To remove a rule, click the = %  button.
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Rules are matched from top to the bottom. If a connection matches any one of the upper rules,
the matching process will stop. If none of the rules match the connection, the Default rule will
be applied.

The Default rule is Allow for Outbound, Inbound and Internal Network access.

Intrusion Detection and DoS Prevention

Intrusion Detection and DoS Prevention

Enabled

The Intrusion Detection and DoS Prevention can detect and prevent intrusions and

denial-of-service (DoS) attacks from the Internet. To turn on this feature, click = ' ', check the
Enable check box for the Intrusion Detection and DoS Prevention, and press the Save
button.

Intrusion Detection and DoS Prevention

Intrusion Detection and DoS
]

Save Cancel

When this feature is enabled, the unit will detect and prevent the following kinds of intrusions
and denial-of-service attacks.

e Port scan
NMAP FIN/URG/PSH
Xmas tree
Another Xmas tree
Null scan
SYN/RST
o SYN/FIN
e SYN flood prevention
e Ping flood attack prevention

O O O oo

Local Service Firewall Rules

This table displays all the configured local service firewall rules and their details which are
located at Advanced > Firewall > Access Rules. For every WAN inbound traffic to local
service, rules will be matched to take the defined action.
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Click Add Rule to display the following window:

ocal Service Firewall Rule

Rule Name |

Enable

Service | Any W |

WAN Connection [ Any |

Source | Any w

Action ® allow O Deny

Ewvent Logging O

Save Cancel

Local Service Firewall Settings

Rule Name This setting specifies a name for the firewall rule.

This setting specifies whether the firewall rule should take effect.

If the box is checked, the firewall rule takes effect. If the traffic matches the
specified Service/Source, action will be taken by this unit based on the
other parameters of the rule.

If the box is not checked, the firewall rule does not take effect. The unit will
disregard the other parameters of the rule.

Enable

This settings allows you to select the local service. If choosing Any means
including all below services.

SpeedFusion / PepVPN Handshake

SpeedFusion / PepVPN Data port

DNS

SNMP server

Service

WAN Connection Select the WAN connection that this firewall rule should apply to.

Source This specifies the source IP address(es) to be matched for the firewall rule.

With the value of Allow for the Action setting, the matching traffic passes
Action through the unit. If the value of the Action setting is set to Deny, the
matching traffic does not pass through the unit.
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9.2. Content Blocking

Application Blocking

|Please Select Application... W lII

Web Blocking

Preset Category

F .

5 :E: . O Adware [ aggressive [ audic-video

erate

O Lowe [ Dating [ Drugs [CIFile Hosting
CJpzp/File sharin [JGamblin [ Games

® Custom g 9
I Malware [ Pornography [ Proxy/Anonymizer
[ social Metworking [ contraband [Cupdate Sites
Oviglence Cweapans

Content Filtering Database Auto @ 0

Update

Customized Domains

Exempted Domains from Web Blocking

Exempted Subnets

MNetwork Subnet Mask
| [255.255.255.0 (/24) v ||| *

Application Blocking

Choose applications to be blocked from LAN/PPTP/PepVPN peer clients' access, except for
those on the Exempted User Groups or Exempted Subnets defined below.

Web Blocking

Defines website domain names to be blocked from LAN/PPTP/PepVPN peer clients' access
except for those on the Exempted User Groups or Exempted Subnets defined below.

If "foobar.com" is entered, any web site with a host name ending in foobar.com will be blocked,
e.g. www.foobar.com, foobar.com, etc. However, "myfoobar.com" will not be blocked.

You may enter the wild card ".*" at the end of a domain name to block any web site with a host
name having the domain name in the middle. For example, If you enter "foobar.*," then
"www.foobar.com," "www.foobar.co.jp," or "foobar.co.uk" will be blocked. Placing the wild card in
any other position is not supported.

The Peplink FusionHub will inspect and look for blocked domain names on all HTTP
traffic. Secure web (HTTPS) traffic is not supported.
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Customized Domains

You may enter the wild card ".*" at the end of a domain name to block any web site with a host
name having the domain name in the middle. For example, If you enter "foobar.*," then
"www.foobar.com," "www.foobar.co.jp," or "foobar.co.uk" will be blocked. Placing the wild card in
any other position is not supported.

The Peplink FusionHub will inspect and look for blocked domain names on all HTTP
traffic. Secure web (HTTPS) traffic is not supported.

Exempted Subnets

With the subnet defined in the field, clients on the particular subnet(s) can be exempted from the
access blocking rules.
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10. Routing Protocol

10.1. OSPF & RIPv2

FusionHub supports OSPF and RIPv2 dynamic routing protocols. Click the Advanced tab along
the top bar, and then click the Routing Protocols > OSPF & RIPv2 item on the sidebar to
reach the following menu:

0O5PF

S

Interfaces

PepWPN O5PF Area

0.0.0.0

No RIPv2 Defined.

OSPF & RIPv2 Route Advertisement

Static Route Advertising @ Enable
Excluded Metworks Subnet Mask

| | 255.255.255.0 (/24] ] [+ |

This field determines the ID of the router. By default, this is specified as the WAN IP
address. If you want to specify your own ID, enter it into the Custom field.

Router ID

This is an overview of the OSPF areas that you have defined. Clicking on the name under
Area Area allows you to configure the connection. To define a new area, click Add. To delete an

existing area, click on the x
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OSPF settings

Area ID I |

Link Type ® Broadcast ) Point-to-Point
Authentication

Interfaces @ O wan

Save Cancel

OSPF Settings

Assign a name to be applied to this group. Machines linked to this group

Area ID will send and receive related OSPF packets, while unlinked machines will
ignore them.
Link Type Choose the type of network that this area will use.

If an authentication method is used, select one from this drop-down menu.
Authentication Available options are MD5 and Text. Authentication key(s) may be input
next to the drop-down menu after selecting an authentication method.

Select the interface(s) that this area will use to listen to and deliver OSPF

Interfaces packets.

To access RIPv2 settings, click on '

RIPv2 settings

Authentication
Interfaces [ wamn
Save Cancel

RIPv2 Settings

If an authentication method is used, select one from this drop-down menu.
Authentication Available options are MD5 and Text. Authentication key(s) may be input
next to the drop-down menu after selecting an authentication method.

Select the interface(s) that this area will use to listen to and deliver RIPv2

Interfaces packets.
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Enabling OSPF & RIPv2 Route Advertising allows it to advertise LAN static routes over OSPF &
RIPv2. Static routes on the Excluded Networks table will not be advertised.

OSPF & RIPv2 Route Advertisement

Static Route Advertising @ Enable
Excluded Metworks Subnet Mask

| | 255.255.255.0 (/24]  +] [+ |

10.2. BGP

Click the Advanced tab along the top bar, and then click the BGP item on the sidebar to
configure BGP.

Neighbors
172.16.51.1

Click the "x" to delete a BGP profile.
Click "Add" to create a new BGP profile.

BGP Profile

BGP Profile

Profile Nam=s I |

Enable

Interface [wam |
Router ID ® WAN IP Address
) Custom: |
Autonomous System |
Neighbor 1P Addrass ;:::Enrnnmuus ::'I_Iu_lrl:li_hup Passwaord gfe-:::lzing
| ”.l |di53|:||e ”.l ”.l ”.l + |

Hold Time )] [240 |
Mext Hop Self (?) [m]

iBGP Local Preference (?) [ |

BFD )] O enable
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Name This field specifies the name that represents this profile.
Enabl When this box is checked, this BGP profile will be enabled.
nable If it is left unchecked, it will be disabled.
Interface The interface in which the BGP neighbor is located.
Autonomous The Autonomous System Number (ASN) assigned to this profile.
System
Neighbor BGP Neighbors and their details.
IP address The IP address of the Neighbor.
Autonomous o Neighbor's ASN.
System

Multihop/TTL

This field determines the Time-to-live (TTL) of BGP packets.

Leave this field blank if the BGP neighbor is directly connected, otherwise
you must specify a TTL value. This option should be used if the configured
Neighbor’s IP address does not match the selected Interface’s network
subnets.

The TTL value must be between 2 to 255.

Password (Optional) Assign a password for MD5 authentication of BGP sessions.
AS path to be prepended to the routes received from this Neighbor.

AS-Path Values must be ASN and separated by commas.

Prepending: For example: inputting "64530,64531" will prepend "64530, 64531" to

received routes.
Wait time in seconds for a keepalive message from a Neighbor before
considering the BGP connection as stalled.

Hold Time The value must be either 0 (infinite hold time) or between 3 and 65535

Next Hop Self

inclusively.
Default: 240

Enable this option to advertise your own source address as the next hop
when propagating routes.

This is the metric advertised to iBGP Neighbors to indicate the preference

iIBGP Local (o external routes. The value must be between 0 to 4294967295 inclusively.
Preference
Default: 100
Enable this option to add Bidirectional Forwarding Detection to detect path
BFD failures. All directly connected Neighbors that use the same physical

interface share the same BFD settings. All multihop Neighbors share the
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same multihop BFD settings. You can configure BFD settings in the BGP
profile listing page after this option is enabled.

Metwork Advertising (2) = - ||[ + ]|
Static Route Advertising I:i“:l Enable

Excluded Metworks Subnet Mask

| | 255.255.255.0 (/28] | [ + |
Custom Route Advertising | [Metvarks Subnet Mask

| | 255.255.255.0 (/28] | [ + |
Advertise OSPF Route 7) [m]
Set Community ? Community Route Prefix

| Il L+ |

Route Advertisement

Netw?r.k Select the networks that will be advertised to BGP Neighbors.
Advertising

Static Route Enable this option to advertise static LAN routes. Static routes that match
Advertising the Excluded Networks table will not be advertised.

Custom Route
Advertising

Advertise OSPF
Route

Additional routes to be advertised to the BGP Neighbor.

When this box is checked, every learnt OSPF route will be advertised.

Assign a prefix to a Community.

Community:
Two numbers in new-format.
e.g. 65000:21344

Set Community Well-known communities:
no-export 65535:65281
no-advertise 65535:65282
no-export-subconfed 65535:65283
no-peer 65535:65284

163



peplink | PEPWAVE

Route Prefix:
Comma separated networks.
e.g. 172.168.1.0/24,192.168.1.0/28

Route Import

Filter Mode

Restricted Metworks Metwork |5u|:|nel: Mask Exact Match
| l[255.255.255.0 (/24 v | [+ |

Route Import Settings

This field allows for the selection of the filter mode for route import.
None: All BGP routes will be accepted.
Accept: Routes in "Restricted Networks" will be accepted, routes not in the

Filter Mode o will be rejected.
Reject: Routes in "Restricted Networks" will be rejected, routes not in the
list will be accepted.
This field specifies the network(s) in the “route import” entry.
Restricted Exact Match: When this box is checked, only routes with the same Network
Networks and Subnet Mask will be filtered.

Otherwise, routes within the Networks and Subnets will be filtered.

Route Export

Filter Mode

Restricted Metworks Metwork |5u|:|nel: Mask Exact Makch
||| 255.255.255.0 (/24) v | [+ |

Export to other BGP Profile

Export to OSPF

Route Export Settings

This field allows for the selection of the filter mode for route export.
None: All BGP routes will be accepted.

Filter Mode  Accept: Routes in "Restricted Networks" will be accepted, routes not in the
list will be rejected.

Reject: Routes in "Restricted Networks" will be rejected, routes not in the
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list will be accepted.

This field specifies the network(s) in the “route export” entry.

Restricted Exact Match: When this box is checked, only routes with the same Network
Networks and Subnet Mask will be filtered.
Otherwise, routes within the Networks and Subnets will be filtered.

Export to other When this box is checked, routes learnt from this BGP profile will be
BGP Profile exported to other BGP profiles.

When this box is checked, routes learnt from this BGP profile will be

Export to OSPF exported to the OSPF routing protocol.
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11. Remote User Access

A remote-access VPN connection allows an individual user to connect to a private business
network from a remote location using a laptop or desktop computer connected to the Internet. It
can be remotely accessed via OpenVPN, L2TP with IPsec or PPTP. To configure this feature,
navigate to Advanced > Remote User Access and choose the required VPN type.

11.1. L2TP with IPsec

Remote User Access

Enable

VPN Type ® L2TP with IPsec ) PPTP ) OpenVPN

Preshared Key |

Disable Weak Ciphers

Listen On Connection f IP Address{es)

Interface IP

L2TP with IPsec Remote User Access Settings

Enter your preshared key in the text field. Please note that remote devices

Pre-shared Key will need this preshared key to access the Balance.

Disable Weak Click the button to show and enable this option.
Ciphers When checked, weak ciphers such as 3DES will be disabled.

This setting is for specifying the WAN IP addresses where the PPTP

Listen On server of the router should listen on.

166



peplink | PEPWAVE

11.2. PPTP

VPN Type

Listen On

Intarface IP

No additional configuration required.
The Point-to-Point Tunneling Protocol (PPTP) is an obsolete method for implementing virtual
private networks. PPTP has many well known security issues

Continue to configure authentication methods.

11.3. OpenVPN

VPN Type ) L2TP with IPsec ' PPTP ® OpenVPN
*fou can obtain the Cpen'PN client profile from the status page.

Connection Security Refresh minutals)
& : F T A

Listen On

Interface IP

Select OpenVPN and continue to configure the authentication method.

The OpenVPN Client profile can be downloaded from the Status > device page after the
configuration has been saved.

OpenVPN Client Profile 'f:?:']' Route all traffic | Split tunnel

You have a choice between 2 different OpenVPN Client profiles:
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Option 1: "Route all traffic" profile
Using this profile, VPN clients will send all the traffic through the OpenVPN tunnel

Option 2: "Split tunnel” profile

Using this profile, VPN clients will ONLY send those traffic designated to the untagged LAN and
VLAN segment through the OpenVPN tunnel.

11.4. Authentication Method

Connect to Network ©))|[Untagged LAN

Authentication [Lacal User Accounts w |

User Accounts : Usermame Password

Authentication Method

Users establish VPN connection to the selected network require a DHCP
server to offer IP addresses to them. You can either use a standalone
DHCP server, or use the internal DHCP server of the selected network.

Connect to
Network

Authentication Determine the method of authenticating remote users

This setting allows you to define User Accounts.

Click Add to input username and password to create an account. After
adding the user accounts, you can click on a username to edit the account
password.

User Accounts

Note:

The username must contain lowercase letters, numerics, underscore(_), dash(-), at sign(@),
and period(.) only.
The password must be between 8 and 12 characters long.

168



peplink | PEPWAVE

LDAP Server
Connect to Network I:?:I

Authentication [LDA&P Server v |

Authentication Protocol MS-CHAP v2 W

LDAP Server | |port (289 |
[ Use DN/Password to bind to LDAP Server

Base DN | |

Base Filter | |

Enter the matching LDAP server details to allow for LDAP server authentication.

Radius Server

Connect to Network €3]] [Untagged LAN v

Authentication [RADIUS Sarver w |

Authentication Protocol ME-CHAP w2 W

You may click here to define RADIUS Server Authentication profile,
or you may go to RADIUS Server page to define multiple profiles

Authentication Host |

Authentication Port 1812 |

Authentication Secret |
Hide Characters

You may click here to define RADIUS Server Accounting profile,
or you may go to RADIUS Server page to define multiple profiles

Accounting Host |

Accounting Port 1812 |

Accounting Secret |
Hide Characters

Enter the matching Radius server details to allow for Radius server authentication.

Active Directory

Authentication | Active Directary W

Server IP Address

Server Hostname

Custom Workgroup | (Cptional)

Admin Username |

|
Domain |

Hide Characters

Admin Password |

Enter the matching Active Directory details to allow for Active Directory server authentication.
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12. Mics. Settings
12.1. RADIUS Server

This section is to configure the RADIUS server profile, navigate to Advanced > Misc. Settings
> RADIUS Server.

Authentication Server

No server profiles defined

Accounting Server

Authentication Server

Authentication Server

[1812

Hide Charactars

Save Cancel
Authentication Server Settings
Name Enter the name of the RADIUS Authentication Server.
Host Enter the IP address of the RADIUS Authentication Server.

In the field, enter the UDP authentication port(s) used by your RADIUS

Port server(s). The default: 1812.

Secret Enter the RADIUS shared secret for the Authentication Server.
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Accounting Server

[1813

Hide Charactars

Save Cancel
Accounting Server Settings
Name Enter the name of the RADIUS Accounting Server.
Host Enter the IP address of the RADIUS Accounting Server.
Port In the field, enter the UDP accounting port(s) used by your RADIUS

server(s). The default: 1813.

Secret Enter the RADIUS shared secret for the Accounting Server.

12.2. Certification Manager

Certificate

SpeadFusion/IPsec VPN Na Certificate

Web Admin SSL Defaull Certificale is in s

OpenVPN CA A Dkl Cestificale is in L=n

This section allows you to assign certificates for the local VPN, OpenVPN, and web admin SSL
for extra security.

Read the following knowledgebase article for full instructions on how to create and import a
self-signed certificate:

https://forum.peplink.com/t/how-to-create-a-self-signed-certificate-and-import-it-to-a-peplink-pro
duct/
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12.3. NTP

Now, the unit can serve as a local NTP server. Upon start up, it is now able to provide
connected devices with the accurate time, precise UTC from either an external NTP server or
via GPS and ensuring that connected devices always receive the correct time. NTP Server
settings can be found via: Advanced > Misc. Settings > NTP Server.

NTP Server
Enable ]

12.4. Grouped Networks

Grouped Networks
Name Networks
| Add Group |

Using “Grouped Networks” you can group and name a range of IP addresses, which can then
be used to define firewall rules or outbound policies.

Start by clicking on “add group” then fill in the appropriate field. In this example we’ll create a
group “Accounting” Click save when you have finished adding the required networks.

Grouped Networks B

Name |Accounting [

Networks Network Subnet Mask
1192.168.50.192 . |/255.255.255.224 (/27) v || %

|  |\255.255.255.255 (/32) v || 4 |

The grouped network “Accounting” can now be used to configure a firewall rule.

Add a New Outbound Firewall Rule

New Firewall Rule

Rule Name

Enable

Protocol E3l[any v |€[:: Protocol Selection :: v

Source (E) | Grouped Network v || Accounting v |
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13. System Tab

13.1. System
13.1.1. Admin Security

There are two types of user accounts available for accessing the web admin: admin and user.
They represent two user levels: the admin level has full administrative access, while the
user level is read-only. The user level can access only the device's status information; users
cannot make any changes on the device.

A web login session will be logged out automatically when it has been idle longer than the Web
Session Timeout. Before the session expires, you may click the Logout button in the web
admin to exit the session.

0 hours 0 minutes signifies an unlimited session time. This setting should be used only in
special situations, as it will lower the system security level if users do not log out before closing
the browser. The default is 4 hours, 0 minutes.

For security reasons, after logging in to the web admin Interface for the first time, it is
recommended to change the administrator password. Configuring the administration interface to
be accessible only from the LAN can further improve system security. Administrative settings
configuration is located at System > Admin Security.

Device Name [ hostname: [N

Admin User Name | admin

Admin Password ssssssnane

Read-only User Name | user

User Password |

|
|
|
Confirm Admin Password sesansnene |
|
|
|

Confirm User Password |

Web Session Timeout Hours D Minutes

Authentication Method &) ® Local Account O RADIUS O TACACS+

Security HTTP / HTTPS v
Redirect HTTP to HTTPS

Web Admin Port HTTP: | 80 HTTPS: | 443
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Admin Settings

This field allows you to define a name for this Pepwave router. By default,
Device Name Device Name is set as FSH_XXXX, where XXXX refers to the last 4 digits of
the unit’s serial number.

Admin User Admin User Name is set as admin by default, but can be changed, if

Name desired.
Admin *This field allows you to specify a new administrator password
Password y pecity P )

Confirm Admin

This field allows you to verify and confirm the new administrator password.
Password

Read-only User Read-only User Name is set as user by default, but can be changed, if
Name desired.

Read-only This field allows you to specify a new user password. Once the user

Password password is set, the read-only user feature will be enabled.
Confirm

Read-only This field allows you to verify and confirm the new user password.

Password

This field specifies the number of hours and minutes that a web session can
remain idle before the Pepwave router terminates its access to the web
admin interface. By default, it is set to 4 hours.

Web Session
Timeout

With this box is checked, the web admin will authenticate using an external

RADIUS server. Authenticated users are treated as either "admin" with full

read-write permission or “user” with read-only access. Local admin and user

accounts will be disabled. When the device is not able to communicate with

Authentication the external RADIUS server, local accounts will be enabled again for

Method emergency access. Additional authentication options will be available once
this box is checked.

Available options:

e Local Account
e RADIUS
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Authentication Protocol

Authentication Host
Authentication Port

Authentication Secret

Accounting Host
Accounting Port

Accounting Secret

Authentication Timeout
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ey
(?)
L7

O Local Account ® RADIUS O TACACS+

ME-CHAP v2 W

You may click here to define RADIUS Server Authentication profile,
or you may go to RADIUS Server page to define multiple profiles

1812 |

Hide Characters

You may click here to define RADIUS Server Accounting profile,
or you may go to RADIUS Server page to define multiple profiles

181z |

Hide Characters

I:I seconds

Authentication This specifies the authentication protocol used.
Protocol Available options are MS-CHAP v2 and PAP.
Authentication This specifies the IP address or hostname of the
Host RADIUS server host.
Authentication This setting specifies the UDP destination port for
Port authentication requests.
Authentication This field is for entering the secret key for accessing
Secret the RADIUS server.
Accounting This specifies the IP address or hostname of the
Host RADIUS server host.
Accounting This setting specifies the UDP destination port for
Port accounting requests.
Accounting This field is for entering the secret key for accessing
Secret the accounting server.
Authentication This option specifies the time value for authentication
Timeout timeout
e TACACS+

Authentication Method

TACACS5+ Server

TACACS+ Server Sacrat

TACACS+ Server Timeout

-
|

e
) O Local Account O RADIUS ® TACACS+

L

| | Hide Charactars

IZI seconds
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TACACS+ Server This specifies the access address of the external
TACACS+ server.

TACACS+ Server This field is for entering the secret key for accessing
Secret the RADIUS server.

TACACS+ Server This option specifies the time value for TACACS+
Timeout timeout

This option is for specifying the protocol(s) through which the web admin
interface can be accessed:
e HTTP

Security e HTTPS
e HTTP/HTTPS

HTTP to HTTPS redirection is enabled by default to force HTTPS access to
the web admin interface.

This option is for specifying the network interfaces through which the web
admin interface can be accessed:

Web Admin e LANonly
Access e LAN/WAN
If LAN/WAN is chosen, the WAN Connection Access Settings form will be
displayed.

This field is for specifying the port number on which the web admin interface

Web Admin Port
can be accessed.

*We recommend changing the Admin Password every 3 months for security reasons.

WAN Connection Access Settings

Allowed Source IP Subnets @ ® Any O Allow access from the following IP subnets only

WAN Connection Access Settings
This field allows you to restrict web admin access only from defined IP
subnets.
e Any - Allow web admin accesses to be from anywhere, without IP
address restriction.

e Allow access from the following IP subnets only - Restrict web
admin access only from the defined IP subnets. When this is
chosen, a text input area will be displayed beneath:

Allowed Source
IP Subnets
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The allowed IP subnet addresses should be entered into this text area.
Each IP subnet must be in form of w.x.y.zm, where w.x.y.z is an IP
address (e.g., 192.168.0.0), and m is the subnet mask in CIDR format,
which is between 0 and 32 inclusively (For example, 192.168.0.0/24).

To define multiple subnets, separate each IP subnet one in a line. For

example:
e 192.168.0.0/24
e 10.8.0.0/16

13.1.2. Firmware

Upgrading firmware can be done in one of three ways:

e Using the FusionHub’s interface to automatically check for an update,
e Using the FusionHub’s interface to manually upgrade the firmware, or
e Using InControl2 to push an upgrade to a router.

The automatic upgrade can be done from System > Firmware.

Firmware Upgrade

Current firmware version: 8.3.0
Firmware check pending

Check for Firmware

Web admin interface : Automatically check for updates

If an update is found the buttons will change to allow you to Download and Update the
firmware.

Firmware Upgrade

Current firmware version: 7.1.0
New Version available: 7.1.2 (Release Note)

_$| Download and Upgrade | Check for Firmware |

Click on the Download and Upgrade button. A prompt will be displayed advising to download
the Current Active Configuration. Please click on the underlined download text. After
downloading the current config click the Ok button to start the upgrade process.

It will download and then apply the firmware. The time that this process takes will depend on
your internet connection’s speed.

177



peplink | PEPWAVE

Firmware Upgrade

Current firmware version: 7.1.0
New Version available: 7.1.2 (Release Note)
Upgrading to firmware 7.1.2...

The firmware will now be applied to the FusionHub*. The amount of time it takes for the
firmware to upgrade will also depend on the router that’s being upgraded.

Firmware Upgrade
It may take up to 8 minutes.

( ] 9%

Validation success...

*Upgrading the firmware will cause the router to reboot.

Web admin interface: Install updates manually

In some cases, a special build may be provided via a ticket or it may be found in the forum.
Upgrading to the special build can be done using this method, or using IC2 if you are using that
to manage your firmware upgrades. A manual upgrade using the GA firmware posted on the
site may also be recommended or required for a couple of reasons.

All of the Peplink/Pepwave GA firmware can be found here Navigate to the relevant product line
(ie. Balance, Max, FusionHub, SOHO, etc). Some product lines may have a dropdown that lists
all of the products in that product line. Here is a screenshot from the FusionHub line.

FusionHub
Search: "

Show entries

FusionHub HW1 812 Download

=]
™
=]
=

Navigate to System > Firmware and click the Choose File button under the Manual Firmware
Upgrade section. Navigate to the location that the firmware was downloaded to select the “.img”
file and click the Open button.

Click on the Manual Upgrade button to start the upgrade process.

Manual Firmware Upgrade

Firmware Image Choose File | No file chosen

Manual Upgrade

178


https://www.peplink.com/support/downloads/

peplink | PEPWAVE

A prompt will be displayed advising to download the Current Active Configuration. Please click
on the underlined download text. After downloading the current config click the Ok button to
start the upgrade process. The firmware will now be applied to the router*. The amount of time it
takes for the firmware to upgrade will depend on the router that’s being upgraded.

Firmware Upgrade
It may take up to 8 minutes.

C_ ] 9%

Validation success...

*Upgrading the firmware will cause the router to reboot.

The InControl 2 method
Described in this knowledgebase article on our forum.

13.1.3. Time

The time server functionality enables the system clock of the FusionHub to be synchronized
with a specified time server. The settings for time server configuration are located at System >
Time.

Time Settings

Time Zone |{GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, Lon * |
[ Show all

Time Server |D.pepwave.poo|.ntp.org | Default

Time Settings

This specifies the time zone (along with the corresponding Daylight
Savings Time scheme) in which Peplink FusionHub operates. The Time
Zone value affects the time stamps in the event log of the FusionHub and
e-mail notifications. Check Show all to show all time zone options.

Time Zone

This setting specifies the NTP network time server to be utilized by the

Time Server 5 link FusionHub.
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13.1.4. Email Notification

The email notification functionality of the FusionHub provides a system administrator with
up-to-date information on network status. The settings for configuring email notification are
found at System > Email Notification.

Email Notification Setup @

Email Notification Enable

SMTP Server

Require authentication

Connection Security
SMTP Port

i
(¥, ]

SMTP User Name

Confirm SMTP Password

|
SMTFP Password |
|
|

Sender's Email Address

Recipient's Email Address

Test Email Notification | Save

Email Notification Settings

This setting specifies whether or not to enable email notification. If Enable
is checked, the FusionHub will send email messages to system

NotIiEfri‘:::\Itlion administrators when the WAN status changes or when new firmware is
available. If Enable is not checked, email notification is disabled and it will
not send email messages.

This setting specifies the SMTP server to be used for sending email. If the
SMTP Server . o . .
server requires authentication, check Require authentication.
This setting specifies via a drop-down menu one of the following valid
. Connection Security:
Connection None
Securit *
y e STARTTLS
e SSL/TLS

This field is for specifying the SMTP port number. By default, this is set to
SMTP Port 25. If the Connection Security is selected “STARTTLS”, the default port
number will be set to 587. If the Connection Security is selected
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“SSL/TLS”, the default port number will be set to 465.
You may customize the port number by editing this field.

SMTP User This setting specifies the SMTP username and password while sending
Name / email. These options are shown only if Require authentication is checked
Password in the SMTP Server setting.

Confirm SMTP

This field allows you to verify and confirm the new administrator password.
Password

Sender’s Email This setting specifies the email address which the Peplink FusionHub will
Address use to send its reports.

This setting specifies the email address(es) to which the Peplink
FusionHub will send email notifications. For multiple recipients, separate
each email using the enter key.

Recipient’s Email
Address

After you have finished setting up email notifications, you can click the Test Email Notification
button to test the settings before saving. After Test Email Notification is clicked, you will see
this screen to confirm the settings:

Test Email Notification

SMTP Server smtp.mycompany.com

SMTP Port 465

SMTP UserName smtpuser

Sender's Email Address admin@mycompany.com

Recipient's Email Address system@mycompany.com

staff@mycompany.com

[ Send Test Notification || Cancel |

Click Send Test Notification to confirm. In a few seconds, you will see a message with detailed
test results.
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Test email sent.
{MOTE: Settings are not saved. To confirm the update, click "Save' button.)

Email Motification Enable
SMTP Server |_

Require authentication
Connection Security SEL/TLE  w | (Mote: any server certificate will be acceptad)
SMTP Port 463
SMTP User Name I |
SMTP Password ||-u sy |
Confirm SMTP Password | SERRRRE AR |
Sender's Email Address |— |
Recipient's Email Address ]

®

| Test Email Notification | Save |

Test Result

[INFQ] Try email through auto detected connection

[INFO] SMTP through S5L connected

[=-] 220 smtp.gmail.com ESMTP h11sm3907691pjg.46 - gsmtp

[-=] EHLD balznce.peplink.com

[=-] 250-smtp.gmail.com at your service, [14.192.209.255)]

[=-] 250-51ZE 33882577

[<-] 250-BBITMIME

[=-] 250-AUTH LOGIN PLAIN X0AUTH2 PLAIN-CLIENTTOKEM DAUTHBEARER XOAUTH
[«-] 250-ENHANCEDSTATUSCODES

[<-] 250-PIPELINING

[<-] 250-CHUNKING

[=-] 250 SMTPUTFE

[-=] AUTH PLAIN AGdwc2dhbjk0QGdeyWlsLmMvbQBwdnlebwWFecGhty X Ipanpp -
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13.1.5. Event Log

Event log functionality enables event logging at a specified remote server. The settings for
configuring the remote system log can be found at System > Event Log.

Send Events to Remote Syslog Server

Remote Syslog

Remote Syslog Host

URL Logging
Enable

Log Server Host

Session Logging
Enable

Log Server Host

Event Log Settings

This setting specifies whether or not to log events at the specified remote

Remote Syslog syslog server.

Remote Syslog This setting specifies the IP address or hostname of the remote syslog
Host server.

URL Logging This setting is to enable event logging at the specified log server.

URL Logging

Host This setting specifies the IP address or hostname of the URL log server.

Session Logging This setting is to enable event logging at the specified log server.

Session Logging This setting specifies the IP address or hostname of the Session log
Host server.
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13.1.6. SNMP

SNMP or simple network management protocol is an open standard that can be used to collect
information about the unit. SNMP configuration is located at System > SNMP.

SNMP Settings

SNMP Device Name

Location

ENMP Port

SHMPvl [} Enable

SMNMPv2c [ Enable

SNMPv3 [ Enable

SMMP Trap [ Enable

Community Name Allowed Source Network Access Mode

No SNMPvl / SNMPv2c Communities Defined

Add SNMP Community |

SNMPv3 User Name Authentication / Privacy Access Mode

Mo SNMPw3 Users Defined

| Add SNMP User |

SNMP Settings

SNMP Device This field shows the SNMP device name defined at System > Admin
Name Security.

SNMP Port  This option specifies the port which SNMP will use. The default port is 161.
SNMPv1 This option allows you to enable SNMP version 1.
SNMPv2 This option allows you to enable SNMP version 2.
SNMPv3 This option allows you to enable SNMP version 3.

This option allows you to enable SNMP Trap. If enabled, the following

SNMP Trap entry fields will appear.
SNMP Tr?p This setting specifies the SNMP Trap community name.
Community
SNMP Trap Enter the IP address of the SNMP Trap server.
Server

SNMP Trap  This option specifies the port which the SNMP Trap server will use. The
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Port default port is 162.

SNMP Trap
Server
Heartbeat

This option allows you to enable and configure the heartbeat interval for
the SNMP Trap server.

To add a community for either SNMPv1 or SNMPv2, click the Add SNMP Community button in
the Community Name table, upon which the following screen is displayed:

SNMP Community

Community Name | |
Allowed Network | |/[255.255.255.0 (j24) |
Save Cancel

SNMP Community Settings

Community
Name

This setting specifies the SNMP community name.

This setting specifies a subnet from which access to the SNMP server is
Allowed Network allowed. Enter subnet address here (e.g., 792.168.1.0) and select the
appropriate subnet mask.

To define a user name for SNMPv3, click Add SNMP User in the SNMPv3 User Name table,
upon which the following screen is displayed:

SNMPv3 User

User Mame
Authentication |
Privacy |
Save Cancel
SNMPv3 User Settings
User Name This setting specifies a user name to be used in SNMPv3.

This setting specifies via a drop-down menu one of the following valid
authentication protocols:

e NONE

Authentication
Protocol
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e MD5
e SHA

When MD5 or SHA is selected, an entry field will appear for the
password.

This setting specifies via a drop-down menu one of the following valid
privacy protocols:

Privacy Protocol e NONE
e DES

When DES is selected, an entry field will appear for the password.

13.1.7. InControl

Controller Management Settings

Controller IE:ZI InControl v | (] Restricted to Status Reporting Only
Privately Host InControl O

InControl is a cloud-based service which allows you to manage all of your Peplink and Pepwave
devices with one unified system. With it, you can generate reports, gather statistics, and
configure your devices automatically. All of this is now possible with InControl.

When this checkbox is checked, the device's status information will be sent to the Peplink
InControl system. This device's usage data and configuration will be sent to the system if you
enable the features in the system.

When the box Restricted to Status Reporting Only is ticked, the device will only report its
status, but can’'t be managed or configured by InControl.

Alternatively, you can also privately host InControl. Simply check the “Privately Host InControl’
box and enter the IP Address of your InControl Host. If you have multiple hosts, you may enter
the primary and backup IP addresses for the InControl Host and tick the “Fail over to InControl
in the cloud” box. The device will connect to either the primary InControl Host or the
secondary/backup ICA/IC2.

You can sign up for an InControl account at https://incontrol2.peplink.com/. You can register
your devices under the account, monitor their status, see their usage reports, and receive offline
notifications.

13.1.8. Configuration

Backing up FusionHub settings immediately after successful completion of initial setup is
strongly recommended. The functionality to download and upload FusionHub settings is found
at System > Configuration.
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Restore Configuration to Factory Settings

Restore Factory Settings

Download Active Configurations

Download

Upload Configurations

Configuration File Choose File | Mo file chosen

| Upload |

Restore Configuration to Factory Settings

The Restore Factory Settings button is to reset the configuration to

Con;?:::::iin to factory default settings. After clicking the button, you will need to click the
Factory Settings Apply Changes button on the top right corner to make the settings

effective.

Download Active

. . Click Download to backup the current active settings.
Configurations

To restore or change settings based on a configuration file, click Choose
File to locate the configuration file on the local computer, and then click
Upload. The new settings can then be applied by clicking the Apply
Changes button on the page header, or you can cancel the procedure by
pressing discard on the main page of the web admin interface.

Upload
Configurations

13.1.9. Feature Add-ons

This section is to activate the features upon purchase. Once the purchase is complete, you will
receive an activation key. Enter the key in the Activation Key field, click Activate, and then
click Apply Changes.

Feature Activation
Activation Key
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13.1.10. License

This section allows you to review the license information for FusionHub.

License Information
License Key I
Serial Number ]

License Type Full

Mo. of Peers i

Max. Bandwidth Unlimited

License Information

License Key  This field is to view the license key of FusionHub.
Serial Number This field is to view the serial number of FusionHub.
License Type  Showing the type of the FusionHub license.

This field is to show the number of peers to be supported for the

No. of Peer . )
0. ot Feers FusionHub license.

Max. Bandwidth This is to show the maximum bandwidth of the FusionHub license.

If you are running an Evaluation license of FusionHub and intend to convert it into the Full
license edition, you can refer to the type of licenses and pricing available from our online store,
or contact our certified partners for more information.

A list of available FusionHub licenses and comparisons can be found here.

FusionHub Essential | FusionHub Pro FusionHub 100 FusionHub 500

FusionHub 1000 FusionHub 2000 FusionHub 4000

13.1.11. Reboot

This page provides a reboot button for restarting the system. For maximum reliability, the
Peplink FusionHub can be equipped with two copies of firmware, and each copy can be a
different version. You can select the firmware version you would like to reboot the unit with. The
firmware marked with (Running) is the current system boot up firmware.

Please note that a firmware upgrade will always replace the inactive firmware partition.
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Reboot System

Select the firmware you want to use to start up this device:
 Firmware 1: 8.0.1 build 1644
® Firmware 2: 8.1.3 build 5023 (Running)

| Reboot

13.2. Tools
13.2.1. Ping
The ping test tool sends pings to check the connection. You can specify the number of pings in

the field Number of times to a maximum number of 10 times. Packet Size can be set to a
maximum of 1472 bytes. The ping utility is located at System > Tools > Ping, illustrated below:

Packet Size

Number of times

| start || stop |

(Empty)

13.2.2. Traceroute

The traceroute test tool traces the routing path to the destination. The traceroute test utility is
located at System > Tools > Traceroute.

Traceroute

Destination | |

|_start || stop |

Resulis m

{Empty)

189



peplink | PEPWAVE

13.2.3. Wake-on LAN

This feature can send special “magic packets” to any client specified from the Web Ul. To
access this feature, navigate to System > Tools > Wake-on-LAN

Wake-on-LAN

Wake-on-LAN Target [ Custom MAC Address... | 00:00:00:00:00:00

13.2.4. WAN Analysis
The WAN Analysis feature allows you to run a WAN to WAN speed test between 2 Peplink.

You can set a device up as a Server or a Client. One device must be set up as a server to run
the speed tests and the server must have a public IP address.

WAN Performance Analysis

Check your point-to-point WAN performance with another peer

g As a server
—m For the peer who has public IP addresses to accept connection.
>> As a client
For the peer to initiate connection.

The default port is 6000 and can be changed if required. The IP address of the WAN interface
will be shown in the WAN Connection Status section.

WAN Performance Analysis

Check your point-to-point WAN performance with another peer

server Settings
Status | Listening (Control Port: 6000)

Control Port

WAN Connection Status

[ wan 7 102.168.0.176
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The client side has a few more settings that can be changed. Make sure that the Control Port
matches what's been entered on the server side. Select the WAN(s) that will be used for testing
and enter the Servers WAN IP address. Once all of the options have been set, click the Start
Test button.

WAN Performance Analysis

Check your poini-to-point WAN performance with another peer

Client Settings

Control Port
Data Port - 53159

® TCP O UDP

® Upload O Download

seconds (5 - 600)

Data Streams

Local WAN Connection Remote IP Address

1. [-- Not Used -- v | [
2. [-- Not Used -- v | [
3. [~ Not Used - v | (N
4. [~ Not Used -- v | [
5. [-- Not Used — v | I % ]
5. [~ Not Used - v |l (I
7. [-- Not Used -- vl |l I % |
8. [ Mot Used — vl | I
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14. Status
14.1. Device

System information is located at Status > Device.

System Information

Device Name FSH-T

Model Peplink FusionHub

Serial Number

Firmware 8.2.0 build 5132

SpeadFusion VPN Version 9.2.0

Host Name fsh-d7c9

Uptime 40 minutes

System Time Wed Jan 18 09:57:08 +08 2023

Diagnostic Report Download

MAC Address
LAN

WAN

PepWPN NAT Mode

& Lagzl

System Information

This is the name specified in the Device Name field located at System >
Admin Security.

Device Name

Model This shows the model name and number of this FusionHub.
Serial Number This shows the serial number of this FusionHub.
Firmware This shows the firmware version this FusionHub is currently running.

SpeedFusion
VPN Version

This shows the PepVPN version this FusionHub.
Host Name This shows the host name of the FusionHub.
Uptime This shows the length of time since the FusionHub has been rebooted.
System Time  This shows the current system time.

Diagnostic The Download link is for exporting a diagnostic report file required for
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Report system investigation. ‘

Remote

. Click Turn on to enable remote assistance.
Assistance

14.2. OSPF & RIPv2
Information on OSPF and RIPv2 routing setup can be found at Status > OSPF & RIPv2.

Area Remote Networks

10.0.0.0/24 10.1.0.0/24 10.4.0.0/24 10.6.0.0/16 10.7.0.0/16 10.8.0.0/16 10.9.0.0/16
10.10.0.0/16 10.11.0.0/16 10.14.0.0/16 10.37.0.0/24 10.38.0.0/24 10.33.0.0/24 10.80.0.0/16
10.81.0.0/24 10.82.0.0/24 10.83.0.0/24 10.85.0.0/24 10.88.0.0/14 10.93.0.0/24 10.101.0.0/24
10.202.0.0/24 10.203.0.0/24 10.0.1.0/24 10.1.1.0/24 10.4.1.0/24 172.16.1.0/24 10.66.1.0/24
10.82.1.0/24 10.0.2.0/24 10.82.2.0/24 10.65.3.0/24 10.88.3.0/24 10.88.4.0/24 10.88.7.0/24
10.88.8.0/24 192.168.9.0/24 10.0.11.0/24 192.168.21.0/24 192.168.25.0/24 192.168.26.0/24
152.168.28.0/22 172.58.29.0/24 10.88.40.0/24 10.88.41.0/24 192.168.48.0/20 172.16.45.0/24
152.168.50.0/24 172.16.51.0/24 192.168.51.0/24 192.168.52.0/24 192.168.53.0/24
152.168.56.0/24 152.168.61.0/24 100.64.66.0/24 192.168.69.0/24 132.168.77.0/24
152.168.87.0/24 152.168.90.0/24 152.168.98.0/24 10.92.112.0/24 10.92.113.0/24
10.92.115.0/24 192.168.125.0/24 152.168.126.0/24 169.254.132.0/24 192.168.137.0/24
152.168.138.0/24 192.168.139.0/24 192.168.140.0/24 192.168.141.0/24 192.168.142.0/24
152.168.143.0/24 192.168.144.0/24 192.168.145.0/24 192.168.146.0/24 192.168.147.0/24
152.168.148.0/24 172.16.149.0/24 192,168.143.0/24 192.168.150.0/24 172.16.151.0/24
172.16.170.0/24 152.168.186.0/24 192.168.157.0/24 61.218.249.0/24 172.18.218.10/32
172.18.216.64/28

¥ 0.0.0.0

14.3. BGP

Information on BGP routing setup can be found at Status > BGP.

Neo information
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14.4. SpeedFusion VPN

SpeedFusion VPN shows the current connection status of each connection profile and is
displayed at Status > SpeedFusion VPN.

Click on the corresponding peer name to explore the WAN connection(s) status and subnet
information of each VPN peer.

Client [P} connected to
@ Bslance-rn 10-B20% corver M
0 WaN Rax: <1 kbps Tm < 1 kbps Loss rate: 0.0 pkt/s Latency: 1ms

Click the Lok button for SpeedFusion chart displaying real-time throughput, latency, and
drop-rate information for each WAN connection.
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Local WAN Remote WAN All WAN-to-WAN m
Overall Statistics WAN
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Uplink Stats ) =g
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= Redundant packet generated by FEC o
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When pressing the E button for a SpeedFusion Tunnel Bandwidth Test Tool, the
following menu will appear:
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SpeedFusion VPN Details

Connection Information B More information

Profila

Remaote ID

Device Name

Serial Number

WAN Statistics

Remote Connections ] Show remote connections

WAN Label ® wanN Name O IP Address and Port
Pz <1 kbps Tx: <1 kbps Loss rate: 0.0 pkt/s Latency: B ms

SpeedFusion VPN Test Configuration
® Tcp O UDP
® Upload ©) Download

seconds (5 - 600)

Start

SpeedFusion VPN Test Results

The connection information shows the details of the selected SpeedFusion VPN profile,
consisting of the Profile name, Router ID, Device Name and Serial Number of the remote
router

Advanced features for the SpeedFusion VPN profile will also be shown when the More
Information checkbox is selected.

The WAN Statistics show information about the local and remote WAN connections (when
Show remote connections) is selected.

The available details are WAN Name, IP address and Port used for the Speedfusion
connection. Rx and Tx rates, Loss rate and Latency.

Connections can be temporarily disabled by sliding the switch button next to a WAN connection
to the left.

The wan-to-wan connection disabled by the switch is temporary and will be re-enabled after 15
minutes without any action.
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This can be used when testing the SpeedFusion VPN speed between two locations to see if
there is interference or network congestion between certain WAN connections.

WAN Statistics

Remote Connections Show remote connections

WAN Label ® WAN Name O IP Address and Port

< 1 kbps Tx: < 1 kbps Loss rate: 0.0 pktfs Latency:
The wan-to-wan connection disabled by the switch is temporary and will be re-enabled after 15 minutes without any action.

The SpeedFusion VPN test configuration allows us to configure and perform thorough tests.
This is usually done after the initial installation of the routers and in case there are problems
with aggregation.

peedFusion VPN Test Configuration

® 1cp O upp

® Upload ©) Download

seconds {5 - 600}

Press the Start button to perform a throughput test according to the configured options.

If TCP is selected, 4 parallel streams will be generated to get the optimal results by default. This
can be customized by selecting a different value of streams.

Using more streams will typically get better results if the latency of the tunnel is high.

PepVPN Test Results
1.8s: 14.6724 Mbps @ retrans / 323 KB cwnd
2.8s: 15.1626 Mbps @ retrans / 416 KB cwnd
3.8s: 15.2438 Mbps @ retrans / 513 KB cwnd
4.8s: 16.2522 Mbps @ retrans / 669 KB cwnd
5.8s: 14.6811 Mbps @ retrans / 699 KB cwnd
6.85: 15.2858 Mbps @ retrans / 884 KB cwnd
7.8s: 15.7294 Mbps @ retrans / 935 KB cwnd
8.8s: 15.2853 Mbps @ retrans / 1024 KB cwnd
9.85: 15.6881 Mbps @ retrans / 1045 KB cwnd
18.8s: 14.7147 Mbps @ retrans / 1045 KB cwnd
Stream 1: 4.8414 Mbps @ retrans / 254 KB cwnd
Stream 2: 4.2783 Mbps @ retrans / 253 KB cwnd
Stream 3: 2.8789 Mbps @ retrans / 285 KB cwnd
Stream 4: 4.1534 Mbps @ retrans / 253 KB cwnd
Overall: 15.352@ Mbps @ retrans / 1045 KB cwnd
TEST DONE
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14.5. Event Log

Event log information is located at Status > Event Log.

Device Event Log

| DEViEE | Firewa” T SDEEdFUSiDn Ve _

Device Event Log “ l‘..

Jan 18 10:01:58 System: Changes Applied &
Jan 18 09:20:34 System: Time synchronization successful [0.peplink. pocl.ntp.org)

Jan 18 09:20:35 Adminz 00 S o

Jan 18 09:20:32 Admin:

Jan 18 09:20:10 System: Changes Applied

Jan 18 09:20:10 WAM: connected (] . =

Jan 18 09:17:14 System: Time synchronization fail

Jan 18 09:16:40 Systemn: Started up [B.3.0 build 5133)

Jan 18 09:05:05 Adminz 20 . S ul

Jan 18 09:05:02 Admin: = . o i

Jan 18 09:00:38 System: Time synchronization successful [0.peplink.pocl.ntp.org)

Jan 18 09:01:12 WAM: connected | . =

Jan 18 09:01:12 Systermn: Started up [B.3.0 build 5133)

Jan 17 12:43:57 System: Changes Applisd

Jan 17 12:42:47 Admin: | . o

Jan 17 12:42:28 Systerm: Time synchronization successful [0.peplink. pocl.ntp.org)

Jan 17 12:42:44 System: Changes Applied

Jan 17 12:42:44 WAM: connected . = ) ]

Jan 17 12:42:41 Systermn: Time synchronization fail

Jan 17 12:42:08 Systemn: Started up [B.3.0 build 5133) -

The Device section displays a list of events that have taken place on the Peplink FusionHub.

Tick the II button to refresh log entries automatically. Click the Clear Log button to clear
the log.

Firewall Event Log

j‘jevice Firewall | SPEEdFUSiDn VEn _

Firewall Event Log

This section displays a list of events that have taken place on the firewall. Tick the II
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button and the log will be refreshed automatically.

SpeedFusion VPN Event Log

Device T Firewall SpeedFusion VPN

" VPN Event Log

Jan 18 10:23:32 SpesdFusion: to-B20X failed to establish connection (failed to connect remate peer)

SpesdFusion: o (link
failure detectec)

Jan 18 10:11:27 SpeadFusion: & _ .
Jan 18 10:09:26 SpesdFusion: to-B20X failed to establish connection

Jan 18 10:23:24
J connected to to-B20X

e SpeedFusion: to-B20X: Initiated TLSv1.3 connection using cipher suite
lan 18 10:08:28 5o apc 555 GCM_SHAZSS
SpesdFusion: = _ ) ) J disconnected from te-B20X [link

12n 12 10:05:13 failure detected)

Jan 18 10:08:34 SpesdFusion: .lconnected to to-B20X

na. SpesdFusion: to-B20X: Initizted TLSv1.3 connection using cipher suite
1an 1B 10:08:20 5 oTape 356 GOM_SHAZSS

. SpesdFusion: _ o D disconnected from te-B20X [link
Jan 18 10:08:14 failure detected)

Jan 18 10:07:08 SpesdFusion: & _ ) ¥ connected to to-B20X
Jan 18 10:02:01 SpeadFusion: to-B20X failed to establish connection

SpesdFusion: to-B20X: Initiated TLSv1.3 connection to using cipher suite

1an 1B10:02:00 5 o"ape 556 GOM_SHAZSS

End of Log

This section displays a list of events that have taken place on the SpeedFusion VPN. Tick the

II button and the log will be refreshed automatically.
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15. Support

Peplink provides multiple layers of support: technical support, knowledge sharing with its expert
community, documentation and firmware downloads, and RMA and warranty services. More
information can be found at Peplink Support Page.

15.1. Support Service Plans

There are several service plans available for Peplink products, including FusionHub; namely
PrimeCare, Essential Care, and SmartCare, each of which provide different levels of support.

PrimeCare makes SpeedFusion networks easier to build. It's a subscription that bundles
InControl, Warranty, SpeedFusion license upgrades, and FusionHub licenses together.

EssentialCare and SmartCare are designed to simplify network maintenance, so that you can
focus on building your business.

Firmware versions and User Manuals can be found at this link.

If you need further technical assistance from the Peplink Support Team, you may submit a ticket
via this URL: https://ticket.peplink.com/ticket/new/public

15.2. Management & Monitoring via InControl2

InControl 2 is a cloud-based management system. We recommend using it to monitor the status
of FusionHub, conduct maintenance, and automatically backup configurations. It can also store
and manage the Web Admin Password.

Details: https://www.peplink.com/software/network-management-solution-incontrol-2/

15.3. Backing Up Configurations and Recovery

Backing Up Configurations
InControl 2 will automatically backup configuration changes toFusionHub. For details, please
refer to this FAQ

(https://forum.peplink.com/t/backing-up-and-restoring-device-configurations/8153).
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Recovering FusionHub

To recover FusionHub, follow the steps below:

1. Release the FusionHub License from the Organization that the FusionHub belongs to.
“Organization Settings” > “Warranty & License” > “FusionHub Licenses”

2. Create a new FusionHub VM from the ground up, and apply the released FusionHub
license.
3. Restore the configuration, which can be obtained from InControl 2 as mentioned above.

15.4. Miscellaneous

The FusionHub Disk image is encrypted by OS, and configurations are also stored there.
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