AP One Firmware 3.9.7 Release Notes

Release Date: Mar 3, 2026

Devices Supported

This firmware release supports the following devices:
e AP One Enterprise HW3



Improvements
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[RC 1] [Captive Portal] Updated Captive Portal SSL certificate
[RC 1] Changed the default SSID security mode to WPA2/WPA3 Personal.

Resolved Issues
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[RC 1] [Security Advisory] Fixed a vulnerability in the API that could allow remote code
execution

[RC 1] Added Web Admin support for disabling Message-Authenticator enforcement for
MAC Authentication with RADIUS.

[RC 1] Fixed 320 MHz initialization timeouts on EU channels 65-93.

[RC 1] Fixed a stability issue that could cause a crash when the SSID count reached the
system limit.

[RC 1] Fixed an error that could appear when switching to countries that do not support 6
GHz by default.

[RC 1] Fixed an issue where 6 GHz mesh could unexpectedly fall back to 5 GHz.

[RC 1] Fixed an issue where 6 GHz settings pushed from InControl could display incorrectly
in Web Admin.

[RC 1] Fixed an issue where a mesh AP could fail to obtain an IP address via DHCP.

[RC 1] Fixed an issue where newly added non-WPA3 SSIDs could incorrectly include 6
GHz.

[RC 1] Fixed failures when manually configuring 6 GHz EHT40 channels.
[RC 1] Fixed incorrect real-time client counts on the Access Point status page.

[RC 1] Fixed incorrect SSID status reporting to AP Controller.
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Report an Issue

To report an issue, please open a support ticket at:
https://ticket.peplink.com/

For the latest development news and known issues, take a look at our forums:
https://forum.peplink.com/
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