Router Firmware 8.3.2 Release Notes

Release Date: August 21, 2026

Devices Supported

This firmware release supports the following devices:

Balance 20 HW7-8 / 210 HW2-3 / 30 LTE HW1-2 / 310 HW2-3 /50 HW1-3

MAX 700 HW1-2 / BR1 HW2-3 / BR1 HW1 / BR1 ESN HW1 / BR1 IP55 HW1-3/ BR1
IP67 HW1/ BR1 M2M HW1-3 / BR1 MK2 HW1-3 / BR1 Mini HW1-2 / BR1 Mini
Core HW1-2 / BR1 Pro HW2-6 / BR1 Slim HW1 / BR2 HW2-3 / BR2 IP55 HW2-3
/HD2 HW1-4 / HD2 IP67 HW1 / Hotspot HW1 / On-The-Go HW2 / Transit Mini
HW1

SpeedFusion Engine SpeedFusion Engine HW1-2

Surf SOHO HW2 / SOHO MK3 HW1

UBR LTE HW1-2

Resolved Issues

Reference Description

37208

37210

32010

37203

37207

37202

37317

37350

[Security Advisory] Fixed a SSH CLI vulnerability that could allow command injection.

[Security Advisory] Fixed a vulnerability that could allow read-only users to access secrets
(CVE-2023-49230).

[Security Advisory] Fixed an OS command injection vulnerability (CVE-2023-49226).

[Security Advisory] Fixed console port access that could grant root privileges (CVE-2023-
49228).

[Security Advisory] Fixed missing authorization controls on captive portals (CVE-2023-
49229).

[Security Advisory] Fixed a vulnerability in the API that could allow remote code execution

[Security Advisory] Updated SSH CLI components to address multiple security
vulnerabilities.

[Security Advisory] Updated web service components to address CVE-2026-42945.
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Report an Issue

To report an issue, please open a support ticket at: For the latest development news and known issues, take a
look at our forums:
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