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FusionHub Release 7.0.1 Release Notes

Release Date: 06/12/2017

1. Important Notices

This Firmware addresses security advisory CVE-2017-8835 ~ 8840: If an end user is unable
to upgrade firmware, or cannot risk testing this in a critical production network, they should:

Switch Web Admin Access from LAN/WAN to LAN Only (System>Admin Security) -
Most secure

_Or_

Limit the “Allowed Source IP Subnets” to known safe WAN IPs that they could administer
the router from

DPI Reporting to InControl is disabled by default: After upgrading to Firmware 7, DPI reporting
will be disabled by default. If you require DPI Reporting, please enable it from InControl.

2. New Features

Reference no. Improvement

14960 Static Routes: Added Support custom static routes

15076 System Tools: Added ping and traceroute tools

3. Feature Improvements

Reference no. Improvement

9510 Event Log: Added web admin login history to event log
15673 VPN: Redesigned IPsec implementation. NAT Traversal is always enabled.

16315 InControl DPI Support: DPI reporting can be switched on/off via InControl
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4. Resolved Issues

Reference no. Improvement

15486 IPsec: IPsec algorithm SHA-256 is not functional.
16198 PepVPN: Unexpected reboot issue when the device receives network packets

with specific patterns for a period of time. Networks with Microsoft Exchange
DAG running across PepVPN are known to be affected.

5. Report a Bug

To report a bug, please open a forum thread at https://forum.peplink.com/



https://forum.peplink.com/

