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Technical Configuration Guide

Step-by-step procedures on bonding multiple Starlinks through a Peplink
router using SpeedFusion, with three options for a remote endpoint:
SpeedFusion Connect, FusionHub, or a second Peplink device.
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Prerequisites

Complete all items below before starting the configuration. Missing any
prerequisite will cause deployment issues that are difficult to diagnose later.

CRITICAL
All Starlink Routers Must Be in Bypass Mode

Every Starlink that includes a built-in router must be placed in bypass mode before connecting to
the Peplink router. Without bypass mode, the Starlink router performs NAT, creating a double-NAT
condition that prevents SpeedFusion tunnel establishment.

Bypass mode passes the Starlink connection directly to the Peplink router's WAN port, giving
Peplink full control over routing and tunnel management.

See Starlink's support article to enable this mode: & What is bypass mode?

Pre-Deployment Checklist

O

O

Starlink installed, activated, and confirmed working

Follow Starlink's installation guide for each model (Standard, Mini, Performance.)

All Starlink routers set to bypass mode
This is mandatory, not optional. Double-NAT breaks SpeedFusion.

Multiple Starlinks installed according to Starlink's proximity guidance

Units placed too close together can cause interference.
See Starlink's article: & Considerations for installing Multiple Starlinks in close proximity

Peplink router(s) with firmware 8.6.0 or later

SpeedFusion Boost support requires firmware 8.6.0 or later on router(s) and FusionHub.
Check current firmware under System > Firmware via Web Admin or under Dashboard > Device Details via InControl.

Remote Endpoint with Public IP Available (choose one of the following)

If using SpeedFusion Connect, ensure subscription is active and activate from the router's Ul.
If using FusionHub, deploy an instance on AWS, Azure, or Vultr.
If using a second Peplink device, ensure device is running firmware 8.6.0 or later.

InControl account created and router claimed

Required for monitoring, template management, and fleet-scale deployment (Step 7).

CAT-6 Ethernet cables for each Starlink connection
Use the Starlink-supplied cable to connect each Starlink to a Peplink WAN port. One cable per Starlink.

>>>
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Physical Connections

Connect each Starlink's Ethernet output to a WAN port on the Peplink router. Each
Starlink occupies one WAN port.

CONNECT
Starlink to Peplink WAN Port

Use the Ethernet cable from each Starlink (after bypass mode is enabled) and plug it
directly into a WAN port on the Peplink router. Each Starlink gets its own dedicated WAN port.

—_—y, -y -y O

Starlink 1 Starlink 2 Starlink 3

i i i Fre

WAN 1 WAN 2 WAN 3

IF NEEDED
Virtual WAN: When You Have More Starlinks Than WAN Ports

If the number of Starlinks exceeds the available physical WAN ports, convert LAN ports to Virtual
WAN (VWAN) interfaces using VLAN tagging.

VWAN Configuration Steps:

Step 1. Navigate to Network > WAN > VLAN WAN in Web Admin.

'Yy

%%

mpllnk Dashboard SF Connect Network Advanced AP Switch System Status
LAN

= Network Settings »
WAN Connection Status ©)

R For Sealngs Priority 1 (Highest

Captive Portal
i T - w—
WAN =

Disabled (No IP Address)

e e o
I 2=
B =
e eree
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Step 2. Set Uplink Interface to LAN. Enter the number of VLANs you want to enable, e.g. 199.

Physical Interface Settings

© Auto O Custom

© Auto  Custom
LAN
199

Health Check Settings

DNS Lookup v

- se first two DNS servers as Health Check DNS Servers

Step 3. Navigate to Network > LAN > Port Settings.

Y
p.epiink Dashboard SF Connect Network Advanced AP Switch System Status

LAN

= Network Settings

= Port Settings

= Captive Portal

WAN

R V=TT

Physical Interface Settings

orene

Step 4. Set Port Type to Access. Match VLAN Networks from Step 2. Save the setting.

%%
mpllnk Dashboard SF Connect Network Advanced AP Switch System Status

LAN

m Network Settings [ECIgEERGTE .

= Port Settings
= Captive Portal
WAN

Access v

Reserved VLAN (199) v

Step 5. Navigate to Dashboard > General. Activate the VLAN WAN by dragging it to a
different priority.

o®°%
pepllnk Dashboard SF Connect Network Advanced AP Switch System Status

WAN Connection Status ©)]

Priority 1 (Highest’

aill £ Connected >

Connected via Starlink <

Connected via Starlink < _
No Cable Detected (No IP Address)

b) >>>
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WAN Configuration per Starlink

Configure and apply the correct settings to each WAN port connected to a Starlink.

Recommendation

Watch & Manage Starlink Connections
to learn how to view and manage your

Starlink connections in InControl.
CONFIGURE

WAN Connection Settings

Step 1. Navigate to Network > WAN and select each Starlink-connected WAN.

'Yy

0%%

mpllnk Dashboard SF Connect Network Advanced AP Switch System Status
LAN

= Network Settings »
WAN Connection Status ®

Priority 1 (Highest

Captive Portal =
BRschiLSnCie Connected via Starlink < _
WAN =

No SIM Card Detected

= Port Settings

Disabled

Disabled (No IP Address) =
— Disabled (No IP Address) =
= v T N
e o e

Step 2. Set the Connection Method to DHCP.

°°°
pepl'nk Dashboard SF Connect Network Advanced AP Switch System Status

LAN
= Network Settings WAN Connection Settings

= Port Settings WAN Connection Settings
= Captive Portal

. E—

WAN

® Always-on (Priority 1) Backup

192.168.100.100 | 255.255.255.0 (/24)

Use the following DNS server address(es)
DNS Server 1:
DNS Server 2:

Step 3. Set MTU to 1500.

® Disconnect
No
- = Starlink Recommendation
Starlink recommends MTU 1500 for

connections in bypass mode.
v

‘ ' Auto @ Custom 1500 Use 1500 as the default for all Starlink
WAN interfaces on the Peplink router.

Health Check Settings

Bandwidth Allowance Monitor

>>>
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Step 4. Apply the Health Check Settings:

Hosf 1.1
) Use first two DNS servers as PING Hosts

| second(s)

| second(s)

3 v

Bandwidth Allowance Monitor
[J Enable
Additional IP Address Settings

Step 5. Repeat this configuration for every WAN port connected to a Starlink. Each WAN
should show as "Connected” on the Dashboard before SpeedFusion Bonding
Configuration (Step 3).

o®°%
pepl'nk Dashboard SF Connect Network Advanced AP Switch System Status

WAN Connection Status ©)]

Priority 1 (Highest’

Connected
Connected via Starlink <

No Cable Detected (No IP Address)

OPTIONAL
Bandwidth Allowance ( Web Admin ) (_ InControl )

If your Starlink plan has data caps or priority thresholds, configure the Bandwidth Allowance
setting on each WAN via Web Admin or InControl to track usage.

Web Admin

Step 1. Navigate to Network > WAN.

*°°%
mpllnk Dashboard SF Connect Network Advanced AP Switch System Status
LAN

= Network Settings »
WAN Connection Status ®

R For Sealngs Priority 1 (Highest

Captive Portal B
i) diddipsicd Connected via Starlink <
WAN e

Disabled No IP Address) =

( =~
Disabled (No IP Address) >

Disabled (No IP Address)
Disabled (No IP Address)
Disabled (No IP Address)

7 >>>
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Step 2. Enable Bandwidth Allowance. Select the billing cycle start day and set the

bandwidth allowance.

v | second(s)

notification is currently disabled. You can get notified when usage hits
75..,95% of monthly allowance by enabling Email Notification.

Disconnect when usage hits 100% of monthly allowance
v | of each month at 00:00 midnight

Additional IP Address Settings

InControl

Step 1. Navigate to Group Level > Network Settings > WAN Configurations.

InControl®

Group Level Pismo Research-MY6 > MY Team - Starlink Labs > D: >

[ Dashboara @ Reports 00 SpeedFusion VPN = WiFiAP o NetworkSettings  Q  Clients ° Settings

& WAN Configurations

Outbound Policy b

Firewall Rules

MY Team - Starlink Labs

Online
Grouped Networks

3 Grouped MAC Addresses
VLAN Networks
= LAN Network Settings

. Route Advertisement
Devices
LLDP

Loading Captive Portals

Status . Device Name Tags  Wi-Fi Config Connection Tests Online
Balance 20X 4 days
MAX HD2 3 hours
MAX MBX Mini amonth

Step 2. Enable WAN Configurations.

InControl?

] Dpachboara @ Reports 00 SpeedFusion VPN > WiFi AP

s Networksettings 0 Clients 0 Settings.

WAN Configurations

P4 Manage WAN configurations on Balance and MAX devices

WAN configuration profile Applied on

No data available

be kept u

Step 3. Click New Profile.

InControl®
I;] Dashboard @ Reports 00 ‘SpeedFusion VPN ’q_? WiFi AP

s Networksettings 0 Clients 0 Settings.

WAN Configurations

Manage WAN configurations on Balance and MAX devices

WAN config,__ion profile Applied on

No data available

4

MY Team - Starfink Labs oy

WAN Cellular Firmware

A

Pismo Research-MY6 > MY Team - Starlink Labs > Network Settings > WAN Configurations >

MY Team - Starfink Labs ¢

Search

Creation Date Modified Date

A

Pismo Research-MY6 > MY Team - Starlink Labs > Network Settings > WAN Configurations >

MY Team - Starfink Labs ¢

Search

Creation Date Modified Date

STEP

>>>



peplink

Step 4. Name the Profile. Click Add.

Starlink WAN Configuration

WAN configuration profile

Enable

Device Selection
All Balance and MAX device: M
Note: If two enal iguration profiles are applied to the same devics, the first profile from tf p will be applied.

WAN Name to Match WAN Priority Routing Mode Health Checks Up/Down BW Bandwidth Allowance

No data available

i
Xl cancel

Step 5. Enter WAN Name to Match.

WAN Settings

WAN Name to Match

This profile e ed to WAN(s) with the exac y ified here.
WAN Priority No change
Standby State (J  No change
Routing Mode (J  No change
Management IP Address ]  No change
No change

No change

Step 6. Enable Bandwidth Allowance. Select the billing cycle start day and set the

bandwidth allowance. Save the WAN setting.

Bandwidth Allowance Enable

Actions When Reaching  Nuwiy by e-mail (requires E-mail Notification to be configured on the devices.)
Monthly Allowance (] Stop routing user traffic

Disconnect
Start Day On 1st ~ of each month at 00:00 midnight
Monthly Allowance 100

Apply Bandwidth Allowance (] Enable
Settings to Cellular WAN?

Step 7. Select which devices this profile applies to. Any WAN with the specified name

across the selected devices will follow this profile.

Starlink WAN Configurations

WAN configuration profile

Enable

Device Selection

Vibe, the first profile from the top will applied.

Balance and

{ealth Checks Up / Down BW Bandwidth Allowance

Actions

Actions

STEP
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SpeedFusion Bonding
Configuration

This is the core step. You will create a SpeedFusion profile that bonds all Starlink
WAN:Ss into a single tunnel. Choose your deployment path below, using SpeedFusion
Connect, FusionHub, or another Peplink device as the second endpoint.

PATH A - PEPLINK-HOSTED CLOUD BONDING
SpeedFusion Connect

SPEEDFUSION

Connect

SpeedFusion Connect uses Peplink's managed cloud infrastructure as the tunnel endpoint. No
external infrastructure required.

Configuration Steps:

Step 1. Navigate to SpeedFusion Connect in Web Admin. Click Client Mode.

o®%
pepllnk Dashboard SF Connect Network Advanced AP Switch System Status

& SpeedFusion Connect

tbound accesses
connect.

Route by LAN Client

Step 2. Select Automatic to connect to the server location in the closest region. You can
select another location as needed. Click on the green checkmark to confirm "SFC
Location”.

°®°.
pep"nk Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

@ SFC > Choose SFC Location

You ¢ nect up to ons.

SpeedFusion Connect SFC Location

Tog for the cloud locati
[Relay Sharing]
Built-in SFC Location
Australia, Sydney (SYD)
Brazil, Sao Paulo (SAO)
Canada, Toronto (YTO)
Canada, Vancouver (YVR)
Finland, Helsinki (HEL)
France, Paris (PAR)
Germany, Frankfurt (FRA)

10 >>>
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Step 3. Click Apply Changes.

e®°%
pepl'nk Dashboard SF Connect Network Advanced AP Switch System Status

Saved! Changes will be effective after clicking the 'Apply Changes' button.

@ SFC > Choose SFC Location

SpeedFusion Connect SFC Location @
e |
L ——

tions for the cloud location based on yc click here,

Step 4. Check that SpeedFusion Connect is established by navigating to the Dashboard.

Disabled (No IP Address)
Disabled (No IP Address)

LAN Interface
Router IP Address:
Wi-Fi AP

& honeyport88c

SpeedFusion Connect
Established
SpeedFusion Connect Relay

Device Information

Peplink MAX MBX Mini
8.5.45047 build 6301
1 hour 34 minutes

Optional. To check which server location is connected, go to Status > Event Log >
SpeedFusion VPN.

°®°
pepllnk Dashboard  SF Connect Network Advanced AP Switch System Status

Status

= Device
Device Firewall SpeedFusion VPN
Ethernet Ports

Active Sessions SpeedFusion VPN Event Log
Client List

OSPF & RIPv2

BGP Scr:dFusian SFC: Initiated TLSv1.3 connection to N i

SpeedFusion VPN
SpeedFusion: SFC: Initiated TLSv1.3 connection to N usi
Event Log I
SpeedFusion: SFC TYO 016 (SFC TYO 016, sn: /) disconnected from SFC TYO (link failure
ed)

WAN Quality o

peedlusion: STC-RCLAY-SCRVLR-5YD: Initiated TLSv1.3 ¢ ction to | .sing cipher suite
I

= Real-Time Speedrusion: SFC-TYO: Initiated TLSv1.3 connection to I using cipher suite

= Hourly
SpeedFusion: SFC-TYO: Initiated TLSv1.3 connection to | NN

= Daily I

= Monthly SpeedFusion: SFC-RELAY-SERVER-SYD: Initiated TLSv1.3 co to [N using cipher suite
SpeedFusion: SFC-TYO: Tniliated Ti Sv1.3 connection to I sing cipher suite
I

SpeedFusion: SFC-RFL AY-SERVFR-SYD: Tniliated T1 Svi.3 connection to NN sing cipher suile

Usage Reports

>>>
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PATH B - CUSTOMER-CONTROLLED CLOUD APPLIANCE
FusionHub

FusionHub is a virtual SpeedFusion appliance you deploy on your own cloud infrastructure.

You must first deploy the FusionHub instance, then configure the site router to connect to it. For
AWS, Azure, or Vultr, follow the configuration steps up to Chapter 7.2 of & FusionHub Deployment Guide .

Note. Use the FusionHub instance's public IP address.

PATH C - CUSTOMER-OWNED PHYSICAL ENDPOINT
Peplink Router

Using a Peplink router as the tunnel endpoint provides a subscription-free, customer-owned
hardware solution for high-throughput enterprise connectivity. This requires two Peplink devices
with SpeedFusion capability, with a public IP on at least one WAN connection.

Step 1. Open a separate tab for both routers and navigate to Advanced > SpeedFusion
VPN. Assign a Local ID to each device.

(Y}
o®°%
pep"nk Dashboard SF Connect Network Advanced AP Switch System Status
Advanced
= SpeedFusion VPN o
eTireec VN SpeedFusion VPN
= GRE Tunnel
= OpenVPN & InControl management enabled. Settings can now be configured on InControl.

= Outbound Policy w——

Inbound Access
= Servers

= Services

= DNS Settings
NAT Mappings
Edge Computing
= Docker

QoS

= User Groups

= Bandwidth
Control

Step 2. Ensure each router has been assigned its own Local ID. You will need these Local
IDs in later steps.

oo
%%
pepllnk Dashboard SF Connect Network Advanced AP Switch System Status
Advanced
= SpeedFusion VPN

» IPsec VPN SpeedFusion VPN

Smoothing | | Bonding AES 256
= GRE Tunnel
= OpenVPN
0 Qi iy Remote ID Remote Address(es)
= Port Forwarding
NAT Mappings

QoS

= User Groups Send All Traffic To

= Bandwidth No SpeedFusion VPN profile selected

Control

= Application SpeedFusion VPN Local ID
Queue >

= Application

Firewall

. SpeedFusion VPN Settings

ecommended (Approx. 15 secs)

= Content Blocking

12 - >>>
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Step 3. On the first router, add a New Profile.

*®°
pepllnk Dashboard SF Connect Network Advanced AP Switch System Status

Advanced

= SpeedFusion VPN .

* IPsec VPN SpeedFusion VPN
= GRE Tunnel

= OpenVPN

Hot WAN
Failover | | Smoothing | | Bonding AES 256

® Outbound Policy Remote ID Remote Address(es)
= Port Forwarding

NAT Mappings New Profile
QoS

= User Groups Send All Traffic To

= Bandwidth No SpeedFusion VPN profile selected

Control
= Application SpeedFusion VPN Local ID
Queue
MAX-BR1-E253
= Application

Firewall
. SpeedFusion VPN Settings

@ X

Step 4. Name the profile, enter the Local ID of the second router as the Remote ID, and
create a Pre-shared Key.

%% ]
pepllnk Dashboard SF Connect Network Advanced AP Switch System Status

Advanced

= SpeedFusion VPN

= IPsec VPN

GRE Tunnel
= OpenVPN
= Outbound Policy
= Port Forwarding
NAT Mappings
QoS
= User Groups

= Bandwidth
Control
= Application
Queue
unit must be filled
= Application

Firewall

Step 5. Click Apply Changes.

peplink Dashboard SF Connect Network Advanced AP Switch System Status

Advanced
= SpeedFusion VPN Saved! Changes will be effective after clicking the 'Apply Changes' button.
= IPsec VPN

= GRE Tunnel Speed FuSIOn VPN

= OpenVPN

wan
smoothing | | Bonding
= Qutbound Policy .
) @ InControl management enabled. Settings can now be configured on Ii

= Port Forwarding
NAT Mappings Remote ID Remote Address(es)
= User Groups
= Bandwidth

Control Send All Traffic To

= Application No SpeedFusion VPN profile selected
Queue

= Application

SpeedFusion VPN Local ID

= Access Rul
= Content Blocking

Step 6. On the second router, add a New Profile.

e
pepl'nk Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

Advanced

» SpeedFusion VPN )

= IPsec VPN SpeedFUS|0n VPN

= GRE Tunnel

= OpenVPN & InControl management enabled. Settings can now be configured on InControl.

Hot WAN
Failover | | smoothing | | Bonding

= Outbound Policy y——— Remote Address(es)
Inbound Access

= Servers

= Services

= DNS Settings Send All Traffic To

NAT Mappings No SpeedFusion VPN profile selected

Edge Computing

13 SiDother SpeedFusion VPN Local ID >>>
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Step 7. Enter the Name and Pre-shared Key created on the first router (Step 4). Enter the
Local ID of the first router as the Remote ID.
0% -
mphnk Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

Advanced
= SpeedFusion VPN
= IPsec VPN

= GRE Tunnel
= OpenVPN
= Qutbound Policy

Inbound Access
m Servers

= Services

= DNS Settings
NAT Mappings
Edge Computing
= Docker

QoS

u User Groups

= Bandwidth
Control

Step 8. Navigate to Dashboard > General. Copy the WAN IP Address of the first router.

0°°
mpllnk Dashboard SF Connect Network Advanced AP Switch System Status

General

AP Controller WAN Connection Status

Connected to PLHQ Marketing_11a| 10.10.15.109 >

aill [ Standby &3 ]

Disabled (No IP Address)

Disabled (No IP Address)

LAN Interface
Router IP Address: [ ]
= ET T

Step 9. Paste the first router's IP address into the Remote IP Address field on the second
router. Click Save and Apply Changes.
0% -
mphnk Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

Advanced
= SpeedFusion VPN

= IPsec VPN SpeedFusion VPN Profile
= GRE Tunnel

= OpenVPN

= Outbound Policy & 256-bit AES
Inbound Access

i Remote ID /

= Services

= DNS Settings

NAT Mappings

Edge Computing

= Docker

QoS

u User Groups If this field is s field on the ote unit must be filled

= Bandwidth 10

Step 10. Check that SpeedFusion VPN is established by navigating to the Dashboard.

Disabled

Router IP Address: [ ]

SpeedFusion VPN m

SpeedFusion Connect

Data usage all

14 >>>
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Recommendation

Enable SpeedFusion Boost on every

multi-Starlink bonded deployment.
ALL PATHS

SpeedFusion Boost

SpeedFusion Boost is a single on/off setting. When enabled, it automatically optimizes all traffic
flowing through the bonded tunnel, making connections faster, cleaner, and more responsive for
real-time applications.

Boost scales with the number of Starlinks in the architecture. The more you add, the better Boost

performance and aggregate throughput become. There is no additional configuration or tuning
required.

Note. SpeedFusion Boost requires firmware version 8.6.0. Please be aware that version
8.6.0 has not yet been officially released.

SPEEDFUSION

Connect

Step 1. Navigate to SpeedFusion Connect > Client Mode.

o®%
pepllnk Dashboard SF Connect Network Advanced AP Switch System Status

& SpeedFusion Connect

ation, and more.

r Outbound accesses

on to connect.

te by Cloud Appli
d traffic for Google om, and other clou SFC locations

SFC locations

Route by LAN Client

Step 2. Click SFC.

®%
mpl]nk Dashboard SF Connect Network Advanced AP Switch System Status

@ SFC > Choose SFC Location

SpeedFusion Connect SFC Location

|

ons for the cloud location based on your latency, click here.

>>>
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Step 3. Enable SpeedFusion Boost.

peplink

Dashboard SF Connect Network Advanced AP Switch System Status

SpeedFusion Connect Profile

Step 1. Navigate to Advanced > SpeedFusion VPN.

o°®

peplink
Advanced
= SpeedFusion VPN
= IPsec VPN
= GRE Tunnel
= OpenVPN
= Outbound Policy
Inbound Access
= Servers
= Services
= DNS Settings
NAT Mappings
Edge Computing
= Docker
QoS
= User Groups

= Bandwidth
Control

Dashboard SF Connect Network Advanced AP Switch System Status

SpeedFusion VPN

Hot wan
Failover | | smoothing | | Bonding
b InControl management enabled. Settings can now be configured on InControl.

Remote ID Remote Address(es)

New Profile

Send All Traffic To

No SpeedFusion VPN profile selected
SpeedFusion VPN Local ID

SpeedFusion VPN Settings

Step 2. Enable SpeedFusion Boost.

Inbound Access
= Servers

= Services

u DNS Settings
NAT Mappings
Edge Computing
= Docker

QoS

» User Groups

= Bandwidth
Control

= Application
Queue

= Application

Firewall

= Access Rules

= Content Blocking
Routing Protocols
= OSPF & RIPv2

& 256-bit AES O dm OFF
Remote ID / Pre-shared Ke

If this field is €

STEP

>>>
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Outbound Policy (Traffic Steering)

Once a SpeedFusion tunnel is established, traffic must be explicitly routed through
it via outbound policies. This section covers how to route all traffic through the
SpeedFusion tunnel, and split policies for deployments that require separating
critical from non-critical traffic.

OPTION 1
Sending All Traffic Through the SpeedFusion Tunnel

For deployments where all traffic is considered critical, an outbound policy can be configured to
route all traffic through the SpeedFusion tunnel. If no outbound policy is configured, the router
automatically sends traffic through the WAN connection with the lowest latency.

Step 1. Navigate to Advanced > Outbound Policy > Add Rule.
p.e.p.i“']k Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

Advanced

= SpeedFusion VPN Outbound Policy (WDrag and drop rows by the left to change rule order)

GRE T |
n unnel Persistence (Src) An An e
= OpenVPN (Auto) v Y as
e I R —

(Auto

= Outbound Policy

Inbound Access Add Rule

= Servers

m Services

m DNS Settings
NAT Mappings
Edge Computing
= Docker

QoS

= User Groups

= Bandwidth
Control

Step 2. Set Source to Any.

- -
pepl'nk Dashboard SF Connect Network Advanced AP Switch System Status

[Advanced

= SpeedFusion VPN Add a New Custom Rule

USSR Al Traffic
R

= OpenVPN
= Outbound Policy

Inbound Access Mask: | 255.255.255.0 (/24) v
= Servers IP Networs slection :: v
= Services MAC Address

m DNS Settings Client Type

NAT Mappings Client's Associated SSID SFC: SFC

WAN: WAN 2 VPN: Demo

Edge Computing
= Docker

QoS

= User Groups

= Bandwidth
Control

Step 3. Set Destination to Any.

A -
mpl'nk Dashboard SF Connect Network Advanced AP Switch System Status

Advanced

= SpeedFusion VPN Add a New Custom Rule

0 TRES All Traffic
I

v
= OpenVPN A
ny v
Any

I [rr—
Inbound Access

beol Selection :: v
= Servers ad T

m Services

= DNS Settings
NAT Mappings
Edge Computing

= Docker

>>>
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Step 4. Set Algorithm to Priority. Drag Speedusion Connect or SpeedFusion VPN to
Highest Priority on the left.

®° -
mp"nk Dashboard SF Connect Network Advanced AP Switch System Status

|Advanced

= SpeedFusion VPN Add a New Custom Rule

= IPsec VPN

m GRE Tunnel

= OpenVPN

= Outbound Policy

Inbound Access -
rvers J||Any v|&|:: Protocol Selection ::

m Servers =

= Services

= DNS Settings X (
NAT Mappings L ‘VPN' Demo

Edge Computing WAN: WAN 3

m Docker WAN: WAN 4

Qos WAN: WAN 5
WAN: USB1 WAN 6

m User Groups WAN 2 WAN 7

m Bandwidth
Control

‘ Priority v

Step 5. Save the rule and click Apply Changes.

peplink

Advanced

Apply Changes

Dashboard SF Connect Network Advanced AP Switch System Status

= SpeedFusion VPN Saved! Changes will be effective after clicking the 'Apply Changes' button.

= IPsec VPN
= GRE Tunnel Outbound Policy (WDrag and drop rows by the left to change rule order)

Protocol

= OpenVPN Algorithm Source Destination / Port

= Outbound Policy

Inbound Access

= Servers

= Services (Auto)
= DNS Settings Add Rule

NAT Mappings

Edge Computing

= Docker

Qos

= User Groups

= Bandwidth
Control

OPTION 2
Split Policy: Define Critical Traffic, Catch-All the Rest

This approach avoids the need to enumerate every non-critical destination. Define what matters,
and let everything else fall through to the standard WAN path.

Create one or more rules for traffic that needs bonding and boost optimization.

Rule 1: Critical Source -+ Priority

Identify critical traffic and prioritize sending it through the SpeedFusion tunnel above all other
connections.

Step 1. Navigate to Network > Network Settings > New LAN.

0®°%
pepllnk Dashboard SF Connect Network Advanced AP Switch System Status
LAN

u Network Settings nControl management enabled. Settings can now be configured on InControl.
u Port Settings e
» Captive Portal Network

WAN

Static Route Settings

Destination Network Subnet Mask

255.255.255.0 (/24) v

Virtual Network Mapping €] >>>

Local Network Virtual Network
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Step 2. Set IP Settings and Network Settings as follows:

®°%
mpllnk Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

LAN
= Network Settings
= Port Settings

= Captive Portal 192.168.10.1 255.255.255.0 (/24) M
WAN

Network Settings
Important_Traffic

DHCP Server

- | 255.255.255.0 (/24) v/

Days|0 Hours|0 Mins
Assign DNS server automatically

Enable
1

Step 3. Set the IP Range to any valid private subnet. Save the LAN settings.

0°°% -
mplink Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

LAN
= Network Settings

= Port Settings —— Private IP Address Ranges
LR 192168101 =B BME  These ranges are used by LANs and are not accessible

WAN
from the public internet without a router using NAT.
« Class A for large networks
- 10.0.0.0 - 10.255.255.255

+ Class B for medium networks
- 17216.0.0 - 172.31.255.255

+ Class C for small/home networks
DHCP Server - 192168.0.0 - 192.168.255.255

LAN

Network Settings
Important_Traffic

-/192.168.10.200

Hours |0 Mins

Step 4. Click Apply Changes.

p.e.plink

LAN

Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

= Network Settings Saved! Changes will be effective after clicking the 'Apply Changes' button.
= Port Settings

@ InControl management enabled. Settings can now be configured on InControl.
= Captive Portal

WAN IP Address /

Network

LAN

e CEE— .
D« [szsso o[ ]|
I T S

Static Route Settings

VLAN

ation Network Subnet Mask

Virtual Network Mapping

- i

ual IP Address

Step 5. Navigate to Advanced > Outbound Policy > Add Rule.

*®°
pephnk Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

Advanced

m SpeedFusion VPN Outbound Policy (WDrag and drop rows by the left to change rule order)

= IPsec VPN

GRF Tunnel E
u unnel Persistence (Src)
= OpenVPN (Auto)

= Outbound Policy

Source

Inbound Access Add Rule

= Servers

m Services

m DNS Settings
NAT Mappings
Edge Computing
= Docker

QoS

= User Groups
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Step 6. Set Source to IP Network and enter the configured IP network to use with the
SpeedFusion tunnel.

0°°%
peplink

Advanced

Dashboard SF Connect Network Advanced AP Switch System Status

Apply Changes

= SpeedFusion VPN Add a New Custom Rule

= IPsec VPN

= GRE Tunnel

= OpenVPN

= Qutbound Policy
Inbound Access
m Servers

= Services

= DNS Settings
NAT Mappings
Edge Computing
= Docker

QoS

= User Groups

= Bandwidth
Control

..
peplink

Advanced

Priority

| 1P Network

Client Type
Chent s Assoclated SSID!

WAN 7

Dashboard SF Connect Network Advanced AP Switch System Status

I | Vask:|255.255.255.0 (/24) v

Apply Changes

= SpeedFusion VPN Add a New Custom Rule

= IPsec VPN

= GRE Tunnel

= OpenVPN

= Outbound Policy
Inbound Access
= Servers

= Services

= DNS Settings
NAT Mappings
Edge Computing
= Docker

QoS

= User Groups

= Bandwidth
Control

IP Address
IP Network

Dema\n Name

WAN: USB1 WAN 6
WAN: USB2 WAN 7

SFC: SFC

VPN: Demo

Step 8. Set Algorithm to Priority. Drag Speedusion Connect or SpeedFusion VPN to
Highest Priority on the left.

%%
peplink

Advanced

Dashboard SF Connect Network Advanced AP Switch System Status

Apply Changes

= SpeedFusion VPN Add a New Custom Rule

= IPsec VPN

IP Networ 255.255.25!

= GRE Tunnel

= OpenVPN

= Outbound Policy
Inbound Access
= Servers

= Services

= DNS Settings
NAT Mappings
Edge Computing
= Docker

Qos
WAN: USB1 WAN 6
WAN: USB2 WAN 7.

= User Groups

= Bandwidth
Control

Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

°°%
peplink

Advanced
= SpeedFusion VPN
= IPsec VPN
= GRE Tunnel
= OpenVPN
= Outbound Policy
Inbound Access

Persistence (Src)
= Servers (Auto)

= Services (Auto)

= DNS Settings Add Rule

NAT Mappings
Edge Computing

STEP
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Rule 2: Catch-All - Weighted Balance

After configuring all critical traffic rules, add a catch-all rule at the bottom. All remaining traffic
(e.g. OS updates, app store downloads, general web browsing, non-critical backups) routes
directly across the Starlink WANs without consuming tunnel capacity.

Step 1. Navigate to Network > Network Settings > New LAN.

°®°%
pepl'nk Dashboard SF Connect Network Advanced AP Switch System Status

LAN
» Network Settings nControl management enabled. Settings can now be configured on InControl.

= Port Settings ———
= Captive Portal Network

WAN

Static Route Settings
Virtual Network Mapping

WINS Server Settings

PRI Drnuns Cattinmn

Step 2. Set IP Settings and Network Settings as follows:
°°% -
peplink Dashboard SF Connect Network Advanced AP Switch System Status

LAN
= Network Settings

= Port Settings

= Captive Portal 192.168.20.1 255.255.255.0 (/24) v
WAN
Network Settings

General_Traffic

DHCP Server

_ -
- | 255.255.255.0 (/24) +
: § Days|0 Hours 0 Mins

Assign DNS server automatically

Step 3. Set the IP Range to any valid private subnet, ensuring it does not overlap with
"Important_Traffic". Save the LAN settings.

Network Settings

DU |
[T

DHCP Server
Enable

‘ l 192.168.20.10 -1192.168.20.200 | 255.255.255.0 (/24) v ‘ }

Days|0 Hours 0 Mins

]
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Step 4. Click Apply Changes.

0
peplink Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

LAN
= Network Settings Saved! Changes will be effective after clicking the 'Apply Changes' button.
= Port Settings

@ InControl management enabled. Settings can now be configured on InControl.

= Captive Portal

WAN IP Address /
Network

) L]
pephnk Dashboard SF Connect Network Advanced AP Switch System Status

Advanced
SpeedFusion VPN Outbound Policy (¥Drag and drop rows by the left to change rule order)
IPsec VPN
GRE Tunnel
OpenVPN

Inbound Access (Auto)
= Servers Add Rule

= Services

m DNS Settings

NAT Mappings

Edge Computing

= Docker

QoS

= User Groups

= Bandwidth
Control

Step 6. Set Source and Destination to Any.

e®°% -
peplink Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes

Advanced

 SpeedFusion VPN Add a New Custom Rule

IPsec VPN Welghted Balance
GRE Tunnel
OpenVPN
Outbound Policy
Inbound Access
: Protocol Selection :
= Servers

= Services

= DNS Settings @® WAN O SpeedFusion VPN

NAT Mappings WAN: WAN 1 10

Edge Computing WAN: WAN 2 10
= Docker WAN: WAN 3
Qos WAN: WAN 1
= User Groups

= Bandwidth
Control

WAN: WAN 5 10

WAN: USB1 WAN 6 10

Step 7. Set Algorithm to Weighted Balance, WAN Selection: All Starlink WANs (equal
weight). Save the rule.

= Outbound Policy

Inbound Access
Any v| €|:: Protocol Selectiol

- v e o '

= DNS Settings ) SpeedFusion VPN For example, WAN 1 and 3 are both Starlink
WANT 10 B \WANSs, set at 10. This means they are equal
wan 2 5 weighted.

NAT Mappings
Edge Computing

= Docker WAN3 10

Qos — 10:5:10 means:

u User Groups e WAN 1 handles 10 out of 25 sessions (10/25)

u Bandwidth ——————————————————— WAN 2 handles 5 out of 25 sessions (5/25)
Control e WAN 3 handles 10 out of 25 sessions (10/25)

. gzzluwceacxon ussaWaNZID The remaining WANs handle O sessions.

= Application Drop the Traffic

Firewall

= Access Rules
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Step 8. Set When No Connections are Available to Fall-through to Next Rule and enable
Terminate Sessions on Connection Recovery. Save the rule.

= Docker WAN: WAN 3 10 Note

Qos WAN: WAN 4 0

When all WAN connections with weight > O are
unavailable (down or failed health check):

: Option 1) Drop the Traffic
» gzzuc:t\on WAN: USBZ WAN7 0 - Traffic is dropped.

= User Groups

= Bandwidth S
Control WAN: USB1 WAN 6 0

WAN: WAN 5 0

= Application Fall-through to Next Rule ; Option 2) Use Any Available Connections
Firewall - Traffic is routed through any available
= Access Rules Enable WAN with weight = O

Seniuh e Option 3) Fall-through to Next Rule
- This rule is skipped, and traffic follows the
next outbound policy rule.

Routing Protocols
= OSPF & RIPv2
= BGP

Remote User 4
Access

Misc. Settings

= High Availability

= RADIUS Server
= 802.1X

Step 9. Drag "Weighted Balance" below "Priority". Click Apply Changes.

oo |
%%
pepllnk Dashboard SF Connect Network Advanced AP Switch System Status Apply Changes
Advanced
= SpeedFusion VPN Saved! Changes will be effective after clicking the 'Apply Changes' button.

= IPsec VPN
= GRE Tunnel Outbound Policy (¥Drag and drop rows by the left to change rule order)

Protocol

= Outbound Policy

Inbound Access

Weighted Balance
W)

= Servers

= Services

= DNS Settings (Auto)
NAT Mappings Add Rule

Edge Computing

= Docker

QoS

= User Groups

= Bandwidth
Control

OPTIONAL

Cellular Failover Priority

If the Peplink router has an integrated cellular modem (e.g. BR2 Pro 5G, SDX Pro), configure
cellular as a lower-priority WAN within the SpeedFusion tunnel. Cellular activates only if all

Starlink WANs become unavailable, maintaining tunnel continuity.
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Verification and Testing

After completing configuration, verify that all components are functioning correctly
before handing the deployment over to operations.

CHECK 1
Dashboard: All WANs Active

Navigate to Dashboard. Confirm every Starlink WAN shows a green "Connected” status. If any
WAN shows red or amber, troubleshoot that connection before proceeding.

o®°%
pepllnk Dashboard SF Connect Network Advanced AP Switch System Status

WAN Connection Status ©)]
Priority 1 (Highest

aill £ Connected

Priority 2

No Cable Detected (No IP Address)

No Cable Detected (No IP Address)

Connected

CHECK 2
SpeedFusion Status: Tunnel Established

Navigate to Dashboard > General. Confirm that the tunnel shows a green status and all Starlink
WAN:Ss are listed as active within the tunnel. SpeedFusion VPN refers to FusionHub. Note the
reported bonded throughput capacity of SpeedFusion Connect.

Router IP Address:

SpeedFusion VPN

SpeedFusion Connect

Data usage
AP Conf
Access Point; 1 (Online: 0)

Connected Clients: 0

Device Information

24 >>>



— peplink orep .

CHECK 3
Speed Test: Use Multi-Connection Mode
Connect a test device to a LAN port on the Peplink router via CAT-6 Ethernet. Run a speed test

ot & speedtest.net

~
‘ Select "Multi” Connection Mode

The default "Single" connection test restricts
throughput to a single WAN, which will not reflect
bonded performance.

Switch to "Multi” connection mode to see aggregate
throughput across all bonded Starlink connections.

Verify both download and upload. For
data-intensive verticals (e.g. mining, research,
energy), bonded upload throughput is often the
deployment acceptance criteria. Confirm that
upload results reflect the combined throughput
across all units, not a single-unit upload speed.

Connections

Mul’%' ‘ Single

CHECK 4
Real-Time Bandwidth Monitoring ( Web Admin ) (_ InControl )

Navigate to Status > Real-Time. Confirm that traffic is distributed across all active Starlink
WANSs. Uneven distribution may indicate a health check or bonding configuration issue.

°®°
pep"nk Dashboard SF Connect Network Advanced AP Switch System Status

Status
= Device Data transferred since installation Wed Dec 20 20:46:35 +08 2023
Download
All WAN Connections 133.60 GB

= Active Sessions

= Client List
= OSPF & RIPv2 Data transferred since last reboot

Download
= BGP
All WAN Connections
= SpeedFusion VPN

= Event Log

WAN Quality Download Aggregated Transfer

—_— ® Upload
Usage Reports ORGP

= Real-Time
= Hourly
= Daily

= Monthly 300.0 kbps
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InControl

Select the router. Navigate to Reports > Bandwidth and Usage Reports. Confirm that traffic is
distributed across all active Starlink WANs. Uneven distribution may indicate a health check or
bonding configuration issue.

4

2
INControl® e rmmmee S YD

;] Device Details @ Reports 00 SpeedFusion VPN @ Wi-Fi AP 8 Clients 0 Settings MY Team - Stariink Labs. 'S-h

& Device Reports
Bandwidth and|

2 Wi-Fi Reports
Bandwidt DPI Reports lge: O Hourly O Daily O Monthly
WAN Quality Reports
Bandwidth and Usage Reports
Captive Portal Reports Pata Transferred Since Download t Upload

Event Log b023-12-20 20:46:35 131 GB 81.3GB

Real-Time Usag|

Firewall Log

e aaRk ke

Content Blocking Log

a

Connection Up/Down History

=]

AirMonitor Reports

50 kbps

\\ wlh W AAA._L\ A

11:39 11:40 11:41 11:42 11:43

- Upload

Download t Upload Total
Current 9 kbps 12 kbps 21 kbps
Average 15 kbps 9 kbps 25 kbps
Peak 79 kbps. 57 kbps. 136 kbps
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Optimization and Troubleshooting

Common issues and tuning recommendations for multi-Starlink bonded
deployments.

SpeedFusion tunnel won't establish
Likely Cause: Starlink router not in bypass mode, causing double-NAT

Resolution: Verify bypass mode is enabled on every Starlink's router. Re-test tunnel after
enabling.

Tunnel is established but throughput is slow
Likely Cause: MTU mismatch or exceeded router SpeedFusion throughput ceiling

Resolution: Confirm WAN MTU is set to 1500 (Starlink recommended) and SpeedFusion Boost is
enabled. Verify the router's SpeedFusion throughput capacity is not the bottleneck
(see & Hardware Sizing in the Starlink Solution Page ).

WAN flapping (frequent up/down)

Likely Cause: Health check settings modified from recommended values, or PING target is
unreliable

Resolution: Confirm health check is set to PING, interval 10 seconds, retries 5, targeting 8.8.8.8 or
1.1.1.1. These values are optimized for satellite connections where SpeedFusion bonding handles
brief interruptions transparently.

One WAN not carrying traffic
Likely Cause: WAN not selected in SpeedFusion profile

Resolution: Edit the SpeedFusion profile and confirm all Starlink WANs are checked.

Speed test shows single-link speed
Likely Cause: Speed test set to "Single” connection mode

Resolution: Switch to "Multi” connection mode on speedtest.net.

VolIP or video quality issues
Likely Cause: SpeedFusion Boost not enabled

Resolution: Enable SpeedFusion Boost in the SpeedFusion profile. Boost optimizes real-time
traffic automatically and scales with the number of bonded units.

27 >>>
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Keep Boost enabled at all times.

Use the split outbound policy (Step 4) to route
non-critical traffic outside the tunnel if you need to

TUNING RECOMMENDATIONS maximize tunnel capacity for critical applications.
SpeedFusion Boost and Scaling

SpeedFusion Boost is either on or off. There are no levels to tune. When enabled, it optimizes all
bonded traffic automatically.

Boost scales with the number of Starlinks in the deployment. Adding more increases both
aggregate throughput and Boost effectiveness. If real-time application performance is not
meeting expectations, adding another Starlink to the architecture is a more effective path than
adjusting configuration settings.

TUNING RECOMMENDATIONS

Health Check Settings

The recommended PING health check settings (10 seconds, 5 retries) are optimized for
multi-Starlink bonded deployments. PING targets should be reliable public services such as
Google DNS (8.8.8.8) or Cloudflare DNS (1.1.1.1). These conservative values prevent the router from
marking a WAN as down during brief interruptions that SpeedFusion bonding is already handling
transparently at the packet level. With bonding active, a formally "down"” WAN declaration
matters less than it would on a single-WAN setup, so the slower detection (10s x 5 retries = 50
seconds) has minimal practical impact while eliminating unnecessary WAN flapping.

TUNING RECOMMENDATIONS
InControl Alerts

Configure alerts in InControl to notify your NOC when a WAN goes offline or when SpeedFusion
tunnel status changes. Navigate to InControl > [Device Group] > Settings > Notifications. Set
alerts for WAN disconnection and SpeedFusion tunnel down events.

Enabled
Device Online / Offine ® (O
All Devic
Device Starts Up © [
HATransitions ® [

WAN Up / Down ®

(J Notify for priority 1 WANs only
(Require firmware 8.2 or above)

Starlink @ (O

High System Temperature ©® (]

SpeedFusion Up / Down &

Alert delay 0 minutes v
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Scaling with InControl

For deployments with multiple sites (e.g. fleet, multi-site operations, service
provider networks), InControl enables centralized configuration management and
monitoring.

CONFIGURE
Bulk Configuration

Remotely configure multiple Peplink devices at once through InControl. Apply settings across
sites for various applications, ensuring consistent deployment while reducing manual setup time.

& Elevate Your Network Management: The Power of InControl

MONITOR
GPS Services

Leverage built-in GPS capabilities in InControl to support tracking and location-based
applications. Enable features such as Dead Reckoning, Geo-Fencing, Fleet Tracking, Map & Tag,
and GPS Time Source, or forward GPS data to external systems for real-time visibility and

control.

& Exploring Peplink’s GPS Capabilities
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